107TH CONGRESS REPT. 107-787
92d Session HOUSE OF REPRESENTATIVES Part 1

E-GOVERNMENT ACT OF 2002

NOVEMBER 14, 2002.—Committed to the Committee of the Whole House on the
State of the Union and ordered to be printed

Mr. BURTON of Indiana, from the Committee on Government
Reform, submitted the following

REPORT

[To accompany H.R. 2458]

[Including cost estimate of the Congressional Budget Office]

The Committee on Government Reform, to whom was referred
the bill (H.R. 2458) to enhance the management and promotion of
electronic Government services and processes by establishing a
Federal Chief Information Officer within the Office of Management
and Budget, and by establishing a broad framework of measures
that require using Internet-based information technology to en-
hance citizen access to Government information and services, and
for other purposes, having considered the same, report favorably
thereon with an amendment and recommend that the bill as
amended do pass.

The amendment is as follows:

Strike all after the enacting clause and insert the following:

SECTION 1. SHORT TITLE; TABLE OF CONTENTS.

(a) SHORT TITLE.—This Act may be cited as the “E-Government Act of 2002”.
(b) TABLE OF CONTENTS.—The table of contents for this Act is as follows:

Sec. 1. Short title; table of contents.
Sec. 2. Findings and purposes.

TITLE I—OFFICE OF MANAGEMENT AND BUDGET ELECTRONIC GOVERNMENT SERVICES

Sec. 101. Management and promotion of electronic government services.
Sec. 102. Conforming amendments.

TITLE II-FEDERAL MANAGEMENT AND PROMOTION OF ELECTRONIC GOVERNMENT SERVICES

Sec. 201. Definitions.

Sec. 202. Federal agency responsibilities.

Sec. 203. Compatibility of executive agency methods for use and acceptance of electronic signatures.
Sec. 204. Federal Internet portal.

Sec. 205. Federal courts.

Sec. 206. Regulatory agencies.

Sec. 207. Accessibility, usability, and preservation of government information.

Sec. 208. Privacy provisions.

Sec. 209. Federal information technology workforce development.

Sec. 210. Share-in-savings initiatives.
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Sec. 211. Authorization for acquisition of information technology by State and local governments through Fed-
eral supply schedules.
Sec. 212. Integrated reporting study and pilot projects.
Sec. 213. Community technology centers.
Sec. 214. Enhancing crisis management through advanced information technology.
Sec. 215. Disparities in access to the Internet.
TITLE III—INFORMATION SECURITY
Sec. 301. Information security.
Sec. 302. Management of information technology.
Sec. 303. National Institute of Standards and Technology.
Sec. 304. Information Security and Privacy Advisory Board.
Sec. 305. Technical and conforming amendments.
Sec. 306. Construction.
TITLE IV—AUTHORIZATION OF APPROPRIATIONS AND EFFECTIVE DATES
Sec. 401. Authorization of appropriations.
Sec. 402. Effective dates.
TITLE V—CONFIDENTIAL INFORMATION PROTECTION AND STATISTICAL EFFICIENCY
Sec. 501. Short title.
Sec. 502. Definitions.
Sec. 503. Coordination and oversight of policies.
Sec. 504. Effect on other laws.
Subtitle A—Confidential Information Protection
Sec. 511. Findings and purposes.
Sec. 512. Limitations on use and disclosure of data and information.
Sec. 513. Fines and penalties.
Subtitle B—Statistical Efficiency
Sec. 521. Findings and purposes.
Sec. 522. Designation of statistical agencies.
Sec. 523. Responsibilities of designated statistical agencies.
Sec. 524. Sharing of business data among designated statistical agencies.
Sec. 525. Limitations on use of business data provided by designated statistical agencies.
Sec. 526. Conforming amendments.

SEC. 2. FINDINGS AND PURPOSES.

(a) FINDINGS.—Congress finds the following:

(1) The use of computers and the Internet is rapidly transforming societal
interactions and the relationships among citizens, private businesses, and the
Government.

(2) The Federal Government has had uneven success in applying advances in
information technology to enhance governmental functions and services, achieve
more efficient performance, increase access to Government information, and in-
crease citizen participation in Government.

(3) Most Internet-based services of the Federal Government are developed
and presented separately, according to the jurisdictional boundaries of an indi-
vidual department or agency, rather than being integrated cooperatively accord-
ing to function or topic.

(4) Internet-based Government services involving interagency cooperation are
especially difficult to develop and promote, in part because of a lack of sufficient
funding mechanisms to support such interagency cooperation.

(5) Electronic Government has its impact through improved Government per-
formance and outcomes within and across agencies.

(6) Electronic Government is a critical element in the management of Govern-
ment, to be implemented as part of a management framework that also address-
es finance, procurement, human capital, and other challenges to improve the
performance of Government.

(7) To take full advantage of the improved Government performance that can
be achieved through the use of Internet-based technology requires strong lead-
ership, better organization, improved interagency collaboration, and more fo-
cused oversight of agency compliance with statutes related to information re-
source management.

(b) PURPOSES.—The purposes of this Act are the following:

(1) To provide effective leadership of Federal Government efforts to develop
and promote electronic Government services and processes by establishing an
Administrator of a new Office of Electronic Government within the Office of
Management and Budget.

(2) To promote use of the Internet and other information technologies to pro-
vide increased opportunities for citizen participation in Government.

(3) To promote interagency collaboration in providing electronic Government
services, where this collaboration would improve the service to citizens by inte-
grating related functions, and in the use of internal electronic Government proc-
esses, where this collaboration would improve the efficiency and effectiveness of
the processes.
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(4) To improve the ability of the Government to achieve agency missions and
program performance goals.

(5) To promote the use of the Internet and emerging technologies within and
across Government agencies to provide citizen-centric Government information
and services.

(6) To reduce costs and burdens for businesses and other Government enti-
ties.

(7) To promote better informed decisionmaking by policy makers.

(8) To promote access to high quality Government information and services
across multiple channels.

(9) To make the Federal Government more transparent and accountable.

(10) To transform agency operations by utilizing, where appropriate, best
practices from public and private sector organizations.

(11) To provide enhanced access to Government information and services in
a manner consistent with laws regarding protection of personal privacy, na-
tional security, records retention, access for persons with disabilities, and other
relevant laws.

TITLE I—OFFICE OF MANAGEMENT AND
BUDGET ELECTRONIC GOVERNMENT SERV-
ICES

SEC. 101. MANAGEMENT AND PROMOTION OF ELECTRONIC GOVERNMENT SERVICES.

(a) IN GENERAL.—Title 44, United States Code, is amended by inserting after
chapter 35 the following:

“CHAPTER 36—MANAGEMENT AND PROMOTION OF ELECTRONIC
GOVERNMENT SERVICES

“Sec.

“3601. Definitions.

“3602. Office of Electronic Government.

“3603. Chief Information Officers Council.

“3604. E-Government Fund.

“3605. Program to encourage innovative solutions to enhance electronic Government services and processes.
“3606. E-Government report.

“§ 3601. Definitions

“In this chapter, the definitions under section 3502 shall apply, and the term—

“(1) ‘Administrator’ means the Administrator of the Office of Electronic Gov-
ernment established under section 3602;

“(2) ‘Council’ means the Chief Information Officers Council established under
section 3603;

“(3) ‘electronic Government’ means the use by the Government of web-based
Internet applications and other information technologies, combined with proc-
esses that implement these technologies, to—

“(A) enhance the access to and delivery of Government information and
services to the public, other agencies, and other Government entities; or

“(B) bring about improvements in Government operations that may in-
clude effectiveness, efficiency, service quality, or transformation;

“(4) ‘enterprise architecture’—

“(A) means—
“(1) a strategic information asset base, which defines the mission;
“(i1) the information necessary to perform the mission;
“(iii) the technologies necessary to perform the mission; and
“(iv) the transitional processes for implementing new technologies in
response to changing mission needs; and
“(B) includes—
“(i) a baseline architecture;
“(i1) a target architecture; and
“(iii) a sequencing plan;

“(5) ‘Fund’ means the E-Government Fund established under section 3604;

“(6) ‘interoperability’ means the ability of different operating and software
systems, applications, and services to communicate and exchange data in an ac-
curate, effective, and consistent manner;

“(7) ‘integrated service delivery’ means the provision of Internet-based Federal
Government information or services integrated according to function or topic
rather than separated according to the boundaries of agency jurisdiction; and
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“(8) ‘tribal government’ means the governing body of any Indian tribe, band,
nation, or other organized group or community, including any Alaska Native vil-
lage or regional or village corporation as defined in or established pursuant to
the Alaska Native Claims Settlement Act (43 U.S.C. 1601 et seq.), which is rec-
ognized as eligible for the special programs and services provided by the United
States to Indians because of their status as Indians.

“§ 3602. Office of Electronic Government

“(a) There is established in the Office of Management and Budget an Office of
Electronic Government.

“(b) There shall be at the head of the Office an Administrator who shall be ap-
pointed by the President.

“(c) The Administrator shall assist the Director in carrying out—

“(1) all functions under this chapter;

“(2) all of the functions assigned to the Director under title II of the E-Gov-
ernment Act of 2002; and

“(3) other electronic government initiatives, consistent with other statutes.

“(d) The Administrator shall assist the Director and the Deputy Director for Man-
agement and work with the Administrator of the Office of Information and Regu-
latory Affairs in setting strategic direction for implementing electronic Government,
under relevant statutes, including—

“(1) chapter 35;

“(2) subtitle III of title 40, United States Code;

“(3) section 552a of title 5 (commonly referred to as the ‘Privacy Act’);

“(4) the Government Paperwork Elimination Act (44 U.S.C. 3504 note); and

“(5) the Federal Information Security Management Act of 2002.

“(e) The Administrator shall work with the Administrator of the Office of Informa-
tion and Regulatory Affairs and with other offices within the Office of Management
and Budget to oversee implementation of electronic Government under this chapter,
chapter 35, the E-Government Act of 2002, and other relevant statutes, in a manner
consistent with law, relating to—

“(1) capital planning and investment control for information technology;

“(2) the development of enterprise architectures;

“(3) information security;

“(4) privacy;

“(5) access to, dissemination of, and preservation of Government information;

“(6) accessibility of information technology for persons with disabilities; and

“(7) other areas of electronic Government.

“(f) Subject to requirements of this chapter, the Administrator shall assist the Di-
rector by performing electronic Government functions as follows:

“(1) Advise the Director on the resources required to develop and effectively
administer electronic Government initiatives.

“(2) Recommend to the Director changes relating to Governmentwide strate-
gies and priorities for electronic Government.

“(3) Provide overall leadership and direction to the executive branch on elec-
tronic Government.

“(4) Promote innovative uses of information technology by agencies, particu-
larly initiatives involving multiagency collaboration, through support of pilot
projects, research, experimentation, and the use of innovative technologies.

“(5) Oversee the distribution of funds from, and ensure appropriate adminis-
tration and coordination of, the E-Government Fund established under section
3604.

“(6) Coordinate with the Administrator of General Services regarding pro-
grams undertaken by the General Services Administration to promote electronic
government and the efficient use of information technologies by agencies.

“(7) Lead the activities of the Chief Information Officers Council established
under section 3603 on behalf of the Deputy Director for Management, who shall
chair the council.

“(8) Assist the Director in establishing policies which shall set the framework
for information technology standards for the Federal Government under section
11331 of title 40, to be developed by the National Institute of Standards and
Technology and promulgated by the Secretary of Commerce, taking into ac-
count, if appropriate, recommendations of the Chief Information Officers Coun-
cil, experts, and interested parties from the private and nonprofit sectors and
State, local, and tribal governments, and maximizing the use of commercial
standards as appropriate, including the following:

“(A) Standards and guidelines for interconnectivity and interoperability
as described under section 3504.
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“(B) Consistent with the process under section 207(d) of the E-Govern-
ment Act of 2002, standards and guidelines for categorizing Federal Gov-
ernment electronic information to enable efficient use of technologies, such
as through the use of extensible markup language.

“(C) Standards and guidelines for Federal Government computer system
efficiency and security.

“(9) Sponsor ongoing dialogue that—

“(A) shall be conducted among Federal, State, local, and tribal govern-
ment leaders on electronic Government in the executive, legislative, and ju-
dicial branches, as well as leaders in the private and nonprofit sectors, to
encourage collaboration and enhance understanding of best practices and
innovative approaches in acquiring, using, and managing information re-
sources;

“(B) is intended to improve the performance of governments in collabo-
rating on the use of information technology to improve the delivery of Gov-
ernment information and services; and

“(C) may include—

“(i) development of innovative models—

“(I) for electronic Government management and Government in-
formation technology contracts; and

“(II) that may be developed through focused discussions or using
separately sponsored research;

“@i1) identification of opportunities for public-private collaboration in
using Internet-based technology to increase the efficiency of Govern-
ment-to-business transactions;

“(iii) identification of mechanisms for providing incentives to program
managers and other Government employees to develop and implement
innovative uses of information technologies; and

“(iv) identification of opportunities for public, private, and intergov-
ernmental collaboration in addressing the disparities in access to the
Internet and information technology.

“(10) Sponsor activities to engage the general public in the development and
implementation of policies and programs, particularly activities aimed at ful-
filling the goal of using the most effective citizen-centered strategies and those
activities which engage multiple agencies providing similar or related informa-
tion and services.

“(11) Oversee the work of the General Services Administration and other
agencies in developing the integrated Internet-based system under section 204
of the E-Government Act of 2002.

“(12) Coordinate with the Administrator for Federal Procurement Policy to en-
sure effective implementation of electronic procurement initiatives.

“(13) Assist Federal agencies, including the General Services Administration,
the Department of Justice, and the United States Access Board in—

“(A) implementing accessibility standards under section 508 of the Reha-
bilitation Act of 1973 (29 U.S.C. 794d); and

“(B) ensuring compliance with those standards through the budget review
process and other means.

“(14) Oversee the development of enterprise architectures within and across
agencies.

“(15) Assist the Director and the Deputy Director for Management in over-
seeing agency efforts to ensure that electronic Government activities incorporate
adequate, risk-based, and cost-effective security compatible with business proc-

esses.

“(16) Administer the Office of Electronic Government established under this
section.

“(17) Assist the Director in preparing the E-Government report established
under section 3606.
“(g) The Director shall ensure that the Office of Management and Budget, includ-

ing the Office of Electronic Government, the Office of Information and Regulatory
Affairs, and other relevant offices, have adequate staff and resources to properly ful-
fill all functions under the E-Government Act of 2002.

“§ 3603. Chief Information Officers Council

“(a) There is established in the executive branch a Chief Information Officers
Council.
“(b) The members of the Council shall be as follows:

“(1) The Deputy Director for Management of the Office of Management and
Budget, who shall act as chairperson of the Council.
“(2) The Administrator of the Office of Electronic Government.
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“(3) The Administrator of the Office of Information and Regulatory Affairs.

“(4) The chief information officer of each agency described under section
901(b) of title 31.

“(5) The chief information officer of the Central Intelligence Agency.

“(6) The chief information officer of the Department of the Army, the Depart-
ment of the Navy, and the Department of the Air Force, if chief information offi-
cers have been designated for such departments under section 3506(a)(2)(B).

“(7) Any other officer or employee of the United States designated by the
chairperson.

“(c)(1) The Administrator of the Office of Electronic Government shall lead the ac-
tivities of the Council on behalf of the Deputy Director for Management.

“(2)(A) The Vice Chairman of the Council shall be selected by the Council from
among its members.

“(B) The Vice Chairman shall serve a 1-year term, and may serve multiple terms.

“(8) The Administrator of General Services shall provide administrative and other
support for the Council.

“(d) The Council is designated the principal interagency forum for improving
agency practices related to the design, acquisition, development, modernization, use,
operation, sharing, and performance of Federal Government information resources.

“(e) In performing its duties, the Council shall consult regularly with representa-
tives of State, local, and tribal governments.

“(f) The Council shall perform functions that include the following:

“(1) Develop recommendations for the Director on Government information re-
sources management policies and requirements.

“(2) Share experiences, ideas, best practices, and innovative approaches re-
lated to information resources management.

“(3) Assist the Administrator in the identification, development, and coordina-
tion of multiagency projects and other innovative initiatives to improve Govern-
ment performance through the use of information technology.

“(4) Promote the development and use of common performance measures for
agency information resources management under this chapter and title II of the
E-Government Act of 2002.

“(5) Work as appropriate with the National Institute of Standards and Tech-
nology and the Administrator to develop recommendations on information tech-
nology standards developed under section 20 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278g-3) and promulgated under section
11331 of title 40, and maximize the use of commercial standards as appropriate,
including the following:

“(A) Standards and guidelines for interconnectivity and interoperability
as described under section 3504.

“(B) Consistent with the process under section 207(d) of the E-Govern-
ment Act of 2002, standards and guidelines for categorizing Federal Gov-
ernment electronic information to enable efficient use of technologies, such
as through the use of extensible markup language.

“(C) Standards and guidelines for Federal Government computer system
efficiency and security.

“(6) Work with the Office of Personnel Management to assess and address the
hiring, training, classification, and professional development needs of the Gov-
ernment related to information resources management.

“(7) Work with the Archivist of the United States to assess how the Federal
Records Act can be addressed effectively by Federal information resources man-
agement activities.

“§ 3604. E-Government Fund

“(a)(1) There is established in the Treasury of the United States the E-Govern-
ment Fund.

“(2) The Fund shall be administered by the Administrator of the General Services
Administration to support projects approved by the Director, assisted by the Admin-
istrator of the Office of Electronic Government, that enable the Federal Government
to expand its ability, through the development and implementation of innovative
uses of the Internet or other electronic methods, to conduct activities electronically.

“(3) Projects under this subsection may include efforts to—

“(A) make Federal Government information and services more readily avail-
able to members of the public (including individuals, businesses, grantees, and
State and local governments);

“(B) make it easier for the public to apply for benefits, receive services, pursue
business opportunities, submit information, and otherwise conduct transactions
with the Federal Government; and
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“(C) enable Federal agencies to take advantage of information technology in
sharing information and conducting transactions with each other and with
State and local governments.

“(b)(1) The Administrator shall—

“(A) establish procedures for accepting and reviewing proposals for funding;

“(B) consult with interagency councils, including the Chief Information Offi-
cers Council, the Chief Financial Officers Council, and other interagency man-
agement councils, in establishing procedures and reviewing proposals; and

“(C) assist the Director in coordinating resources that agencies receive from
the Fund with other resources available to agencies for similar purposes.

“(2) When reviewing proposals and managing the Fund, the Administrator shall
observe and incorporate the following procedures:

“(A) A project requiring substantial involvement or funding from an agency
shall be approved by a senior official with agencywide authority on behalf of the
head of the agency, who shall report directly to the head of the agency.

“(B) Projects shall adhere to fundamental capital planning and investment
control processes.

“(C) Agencies shall identify in their proposals resource commitments from the
agencies involved and how these resources would be coordinated with support
from the Fund, and include plans for potential continuation of projects after all
funds made available from the Fund are expended.

“(D) After considering the recommendations of the interagency councils, the
Director, assisted by the Administrator, shall have final authority to determine
which of the candidate projects shall be funded from the Fund.

“(E) Agencies shall assess the results of funded projects.

“(c) In determining which proposals to recommend for funding, the Adminis-
trator—

“(1) shall consider criteria that include whether a proposal—

“(A) identifies the group to be served, including citizens, businesses, the
Federal Government, or other governments;

“(B) indicates what service or information the project will provide that
meets needs of groups identified under subparagraph (A);

“(C) ensures proper security and protects privacy;

“(D) is interagency in scope, including projects implemented by a primary
or single agency that—

“(1) could confer benefits on multiple agencies; and
“(i1) have the support of other agencies; and

“(E) has performance objectives that tie to agency missions and strategic
goals, and interim results that relate to the objectives; and

“(21) may also rank proposals based on criteria that include whether a pro-
posal—

“(A) has Governmentwide application or implications;

“(B) has demonstrated support by the public to be served;

“(C) integrates Federal with State, local, or tribal approaches to service
delivery;

“(D) identifies resource commitments from nongovernmental sectors;

“(E) identifies resource commitments from the agencies involved;

“(F) uses web-based technologies to achieve objectives;

“(G) identifies records management and records access strategies;

“(H) supports more effective citizen participation in and interaction with
agency activities that further progress toward a more citizen-centered Gov-
ernment;

“(I) directly delivers Government information and services to the public
or provides the infrastructure for delivery;

“(J) supports integrated service delivery;

“(K) describes how business processes across agencies will reflect appro-
priate transformation simultaneous to technology implementation; and

“(L) is new or innovative and does not supplant existing funding streams
within agencies.

“(d) The Fund may be used to fund the integrated Internet-based system under
section 204 of the E-Government Act of 2002.

“(e) None of the funds provided from the Fund may be transferred to any agency
until 15 days after the Administrator of the General Services Administration has
submitted to the Committees on Appropriations of the Senate and the House of Rep-
resentatives, the Committee on Governmental Affairs of the Senate, the Committee
on Government Reform of the House of Representatives, and the appropriate au-
thorizing committees of the Senate and the House of Representatives, a notification
and description of how the funds are to be allocated and how the expenditure will
further the purposes of this chapter.
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“(f)(1) The Director shall report annually to Congress on the operation of the
Fund, through the report established under section 3606.
“(2) The report under paragraph (1) shall describe—
“(A) all projects which the Director has approved for funding from the Fund;
and
“(B) the results that have been achieved to date for these funded projects.
“(g)(1) There are authorized to be appropriated to the Fund—
“(A) $45,000,000 for fiscal year 2003;
“B) $50,000,000 for fiscal year 2004;
“(C) $100,000,000 for fiscal year 2005;
“D) $150,000,000 for fiscal year 2006; and
“(E) such sums as are necessary for fiscal year 2007.
“(2) Funds appropriated under this subsection shall remain available until ex-
pended.

“§3605. Program to encourage innovative solutions to enhance electronic
Government services and processes

“(a) ESTABLISHMENT OF PROGRAM.—The Administrator shall establish and pro-
mote a Governmentwide program to encourage contractor innovation and excellence
in facilitating the development and enhancement of electronic Government services
and processes.

“(b) ISSUANCE OF ANNOUNCEMENTS SEEKING INNOVATIVE SOLUTIONS.—Under the
program, the Administrator, in consultation with the Council and the Administrator
for Federal Procurement Policy, shall issue announcements seeking unique and in-
novative solutions to facilitate the development and enhancement of electronic Gov-
ernment services and processes.

“(c) MULTIAGENCY TECHNICAL ASSISTANCE TEAM.—(1) The Administrator, in con-
sultation with the Council and the Administrator for Federal Procurement Policy,
shall convene a multiagency technical assistance team to assist in screening pro-
posals submitted to the Administrator to provide unique and innovative solutions
to facilitate the development and enhancement of electronic Government services
and processes. The team shall be composed of employees of the agencies represented
on the Council who have expertise in scientific and technical disciplines that would
facilitate the assessment of the feasibility of the proposals.

“(2) The technical assistance team shall—

“(A) assess the feasibility, scientific and technical merits, and estimated cost
of each proposal; and

“(B) submit each proposal, and the assessment of the proposal, to the Admin-
istrator.

“(8) The technical assistance team shall not consider or evaluate proposals sub-
mitted in response to a solicitation for offers for a pending procurement or for a spe-
cific agency requirement.

“(4) After receiving proposals and assessments from the technical assistance team,
the Administrator shall consider recommending appropriate proposals for funding
under the E-Government Fund established under section 3604 or, if appropriate, for-
ward the proposal and the assessment of it to the executive agency whose mission
most coincides with the subject matter of the proposal.

“§3606. E-Government report

“(a) Not later than March 1 of each year, the Director shall submit an E-Govern-
ment status report to the Committee on Governmental Affairs of the Senate and the
Committee on Government Reform of the House of Representatives.

“(b) The report under subsection (a) shall contain—

“(1) a summary of the information reported by agencies under section 202(f)
of the E-Government Act of 2002;

“(2) the information required to be reported by section 3604(f); and

“(3) a description of compliance by the Federal Government with other goals
and provisions of the E-Government Act of 2002.”.

(b) TECHNICAL AND CONFORMING AMENDMENT.—The table of chapters for title 44,
United States Code, is amended by inserting after the item relating to chapter 35
the following:

“36. Management and Promotion of Electronic Government Services 3601”.
SEC. 102. CONFORMING AMENDMENTS.

(a) ELECTRONIC GOVERNMENT AND INFORMATION TECHNOLOGIES.—
(1) IN GENERAL.—Chapter 3 of title 40, United States Code, is amended by
inserting after section 304 the following new section:
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“§305. Electronic Government and information technologies

“The Administrator of General Services shall consult with the Administrator of
the Office of Electronic Government on programs undertaken by the General Serv-
ices Administration to promote electronic Government and the efficient use of infor-
mation technologies by Federal agencies.”.

(2) TECHNICAL AND CONFORMING AMENDMENT.—The table of sections for chap-
ter 3 of such title is amended by inserting after the item relating to section 304
the following:

“305. Electronic Government and information technologies.”.
(b) MODIFICATION OF DEPUTY DIRECTOR FOR MANAGEMENT FUNCTIONS.—Section
503(b) of title 31, United States Code, is amended—
(1) by redesignating paragraphs (5), (6), (7), (8), and (9), as paragraphs (6),
(7), (8), (9), and (10), respectively; and
(2) by inserting after paragraph (4) the following:
“(5) Chair the Chief Information Officers Council established under section
3603 of title 44.”.
(c) OFFICE OF ELECTRONIC GOVERNMENT.—
(1) IN GENERAL.—Chapter 5 of title 31, United States Code, is amended by
inserting after section 506 the following:

“§ 507. Office of Electronic Government

“The Office of Electronic Government, established under section 3602 of title 44,
is an office in the Office of Management and Budget.”.
(2) TECHNICAL AND CONFORMING AMENDMENT.—The table of sections for chap-
ter 5 of title 31, United States Code, is amended by inserting after the item re-
lating to section 506 the following:

“507. Office of Electronic Government.”.

TITLE II—FEDERAL MANAGEMENT AND PRO-
MOTION OF ELECTRONIC GOVERNMENT
SERVICES

SEC. 201. DEFINITIONS.

Except as otherwise provided, in this title the definitions under sections 3502 and
3601 of title 44, United States Code, shall apply.

SEC. 202. FEDERAL AGENCY RESPONSIBILITIES.

(a) IN GENERAL.—The head of each agency shall be responsible for—

(1) complying with the requirements of this Act (including the amendments
made by this Act), the related information resource management policies and
guidance established by the Director of the Office of Management and Budget,
and the related information technology standards promulgated by the Secretary
of Commerce;

(2) ensuring that the information resource management policies and guidance
established under this Act by the Director, and the information technology
standards promulgated under this Act by the Secretary of Commerce are com-
municated promptly and effectively to all relevant officials within their agency;
and

(3) supporting the efforts of the Director and the Administrator of the General
Services Administration to develop, maintain, and promote an integrated Inter-
net-based system of delivering Federal Government information and services to
the public under section 204.

(b) PERFORMANCE INTEGRATION.—

(1) Agencies shall develop performance measures that demonstrate how elec-
tronic government enables progress toward agency objectives, strategic goals,
and statutory mandates.

(2) In measuring performance under this section, agencies shall rely on exist-
ing data collections to the extent practicable.

(3) Areas of performance measurement that agencies should consider in-
clude—

(A) customer service;

(B) agency productivity; and

(C) adoption of innovative information technology, including the appro-
priate use of commercial best practices.
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(4) Agencies shall link their performance goals, as appropriate, to key groups,
including citizens, businesses, and other governments, and to internal Federal
Government operations.

(5) As appropriate, agencies shall work collectively in linking their perform-
ance goals to groups identified under paragraph (4) and shall use information
technology in delivering Government information and services to those groups.

(¢c) AVOIDING DIMINISHED ACCESS.—When promulgating policies and imple-
menting programs regarding the provision of Government information and services
over the Internet, agency heads shall consider the impact on persons without access
to the Internet, and shall, to the extent practicable—

(1) ensure that the availability of Government information and services has
not been diminished for individuals who lack access to the Internet; and

(2) pursue alternate modes of delivery that make Government information
and services more accessible to individuals who do not own computers or lack
access to the Internet.

(d) AccCesSIBILITY TO PEOPLE WITH DISABILITIES.—All actions taken by Federal
departments and agencies under this Act shall be in compliance with section 508
of the Rehabilitation Act of 1973 (29 U.S.C. 794d).

(e) SPONSORED ACTIVITIES.—Agencies shall sponsor activities that use information
technology to engage the public in the development and implementation of policies
and programs.

(f) CHIEF INFORMATION OFFICERS.—The Chief Information Officer of each of the
agencies designated under chapter 36 of title 44, United States Code (as added by
this Act) shall be responsible for—

(&) participating in the functions of the Chief Information Officers Council;
an

(2) monitoring the implementation, within their respective agencies, of infor-
mation technology standards promulgated under this Act by the Secretary of
Commerce, including common standards for interconnectivity and interoper-
ability, categorization of Federal Government electronic information, and com-
puter system efficiency and security.

(g) E-GOVERNMENT STATUS REPORT.—

(1) IN GENERAL.—Each agency shall compile and submit to the Director an
annual E-Government Status Report on—

(A) the status of the implementation by the agency of electronic govern-
ment initiatives;

(B) compliance by the agency with this Act; and

(C) how electronic Government initiatives of the agency improve perform-
ance in delivering programs to constituencies.

(2) SuBMISSION.—Each agency shall submit an annual report under this sub-
section—

(A) to the Director at such time and in such manner as the Director re-
quires;

(B) consistent with related reporting requirements; and

(C) which addresses any section in this title relevant to that agency.

(h) USeE oF TECHNOLOGY.—Nothing in this Act supersedes the responsibility of an
agency to use or manage information technology to deliver Government information
and services that fulfill the statutory mission and programs of the agency.

(i) NATIONAL SECURITY SYSTEMS.—

(1) INAPPLICABILITY.—Except as provided under paragraph (2), this title does
not apply to national security systems as defined in section 11103 of title 40,
United States Code.

(2) AppPLICABILITY.—This section, section 203, and section 214 do apply to na-
tional security systems to the extent practicable and consistent with law.

SEC. 203. COMPATIBILITY OF EXECUTIVE AGENCY METHODS FOR USE AND ACCEPTANCE OF
ELECTRONIC SIGNATURES.

(a) PURPOSE.—The purpose of this section is to achieve interoperable implementa-
tion of electronic signatures for appropriately secure electronic transactions with
Government.

(b) ELECTRONIC SIGNATURES.—In order to fulfill the objectives of the Government
Paperwork Elimination Act (Public Law 105-277; 112 Stat. 2681-749 through 2681—
751), each Executive agency (as defined under section 105 of title 5, United States
Code) shall ensure that its methods for use and acceptance of electronic signatures
are compatible with the relevant policies and procedures issued by the Director.

(c) AUTHORITY FOR ELECTRONIC SIGNATURES.—The Administrator of General Serv-
ices shall support the Director by establishing a framework to allow efficient inter-
operability among Executive agencies when using electronic signatures, including
processing of digital signatures.
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(d) AUTHORIZATION OF APPROPRIATIONS.—There are authorized to be appropriated
to the General Services Administration, to ensure the development and operation
of a Federal bridge certification authority for digital signature compatibility, and for
other activities consistent with this section, $8,000,000 or such sums as are nec-
eisary in fiscal year 2003, and such sums as are necessary for each fiscal year there-
after.

SEC. 204. FEDERAL INTERNET PORTAL.

(a) IN GENERAL.—

(1) PuBLIC ACCESS.—The Director shall work with the Administrator of the
General Services Administration and other agencies to maintain and promote
an integrated Internet-based system of providing the public with access to Gov-
ernment information and services.

(2) CrITERIA.—To the extent practicable, the integrated system shall be de-
signed and operated according to the following criteria:

(A) The provision of Internet-based Government information and services
directed to key groups, including citizens, business, and other governments,
and integrated according to function or topic rather than separated accord-
ing to the boundaries of agency jurisdiction.

(B) An ongoing effort to ensure that Internet-based Government services
relevant to a given citizen activity are available from a single point.

(C) Access to Federal Government information and services consolidated,
as appropriate, with Internet-based information and services provided by
State, local, and tribal governments.

(D) Access to Federal Government information held by 1 or more agencies
1shall be made available in a manner that protects privacy, consistent with
aw.

(b) AUTHORIZATION OF APPROPRIATIONS.—There are authorized to be appropriated
to the General Services Administration $15,000,000 for the maintenance, improve-
ment, and promotion of the integrated Internet-based system for fiscal year 2003,
and such sums as are necessary for fiscal years 2004 through 2007.

SEC. 205. FEDERAL COURTS.

(a) INDIVIDUAL COURT WEBSITES.—The Chief Justice of the United States, the
chief judge of each circuit and district, and the chief bankruptcy judge of each dis-
trict shall establish with respect to the Supreme Court or the respective court of
appeals, district, or bankruptcy court of a district, a website that contains the fol-
lowing information or links to websites with the following information:

(1) Location and contact information for the courthouse, including the tele-
phone numbers and contact names for the clerk’s office and justices’ or judges’
chambers.

(2) Local rules and standing or general orders of the court.

(3) Individual rules, if in existence, of each justice or judge in that court.

(4) Access to docket information for each case.

(5) Access to the substance of all written opinions issued by the court, regard-
less of whether such opinions are to be published in the official court reporter,
in a text searchable format.

(6) Access to all documents filed with the courthouse in electronic form,
described under subsection (c).

(7) Any other information (including forms in a format that can be
downloaded) that the court determines useful to the public.

(b) MAINTENANCE OF DATA ONLINE.—

(1) UPDATE OF INFORMATION.—The information and rules on each website
shall be updated regularly and kept reasonably current.

(2) CLOSED cASES.—Electronic files and docket information for cases closed for
more than 1 year are not required to be made available online, except all writ-
ten opinions with a date of issuance after the effective date of this section shall
remain available online.

(c) ELECTRONIC FILINGS.—

(1) IN GENERAL.—Except as provided under paragraph (2), each court shall
make any document that is filed electronically publicly available online. A court
may convert any document that is filed in paper form to electronic form. To the
extent such conversions are made, all such electronic versions of the document
shall be made available online.

(2) EXCEPTIONS.—Documents that are filed that are not otherwise available
to the public, such as documents filed under seal, shall not be made available
online.

(3) PRIVACY AND SECURITY CONCERNS.—The Judicial Conference of the United
States may promulgate rules under this subsection to protect important privacy
and security concerns.
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(d) DockeTrs WITH LINKS TO DOCUMENTS.—The Judicial Conference of the United
States shall explore the feasibility of technology to post online dockets with links
allowing all filings, decisions, and rulings in each case to be obtained from the dock-
et sheet of that case.

(e) CosT OF PROVIDING ELECTRONIC DOCKETING INFORMATION.—Section 303(a) of
the Judiciary Appropriations Act, 1992 (28 U.S.C. 1913 note) is amended in the first
sentence by striking “shall hereafter” and inserting “may, only to the extent nec-
essary,”.

(f) TiME REQUIREMENTS.—Not later than 2 years after the effective date of this
title, the websites under subsection (a) shall be established, except that access to
documents filed in electronic form shall be established not later than 4 years after
that effective date.

(g) DEFERRAL.—

(1) IN GENERAL.—

(A) ELECTION.—

(1) NOTIFICATION.—The Chief Justice of the United States, a chief
judge, or chief bankruptcy judge may submit a notification to the Ad-
ministrative Office of the United States Courts to defer compliance
with any requirement of this section with respect to the Supreme
Court, a court of appeals, district, or the bankruptcy court of a district.

(ii)) CONTENTS.—A notification submitted under this subparagraph
shall state—

(I) the reasons for the deferral; and

(II) the online methods, if any, or any alternative methods, such
court or district is using to provide greater public access to infor-
mation.

(B) EXCEPTION.—To the extent that the Supreme Court, a court of ap-
peals, district, or bankruptcy court of a district maintains a website under
subsection (a), the Supreme Court or that court of appeals or district shall
comply with subsection (b)(1).

(2) REPORT.—Not later than 1 year after the effective date of this title, and
every year thereafter, the Judicial Conference of the United States shall submit
a report to the Committees on Governmental Affairs and the Judiciary of the
Senate and the Committees on Government Reform and the Judiciary of the
House of Representatives that—

(A) contains all notifications submitted to the Administrative Office of the
United States Courts under this subsection; and

(B) summarizes and evaluates all notifications.

SEC. 206. REGULATORY AGENCIES.

(a) PURPOSES.—The purposes of this section are to—

(1) improve performance in the development and issuance of agency regula-
tions by using information technology to increase access, accountability, and
transparency; and

(2) enhance public participation in Government by electronic means, con-
sistent with requirements under subchapter II of chapter 5 of title 5, United
States Code, (commonly referred to as the “Administrative Procedures Act”).

(b) INFORMATION PROVIDED BY AGENCIES ONLINE.—To the extent practicable as
determined by the agency in consultation with the Director, each agency (as defined
under section 551 of title 5, United States Code) shall ensure that a publicly acces-
sible Federal Government website includes all information about that agency re-
quired to be published in the Federal Register under paragraphs (1) and (2) of sec-
tion 552(a) of title 5, United States Code.

(c) SuBMISSIONS BY ELECTRONIC MEANS.—To the extent practicable, agencies shall
accept submissions under section 553(c) of title 5, United States Code, by electronic
means.

(d) ELECTRONIC DOCKETING.—

(1) IN GENERAL.—To the extent practicable, as determined by the agency in
consultation with the Director, agencies shall ensure that a publicly accessible
Federal Government website contains electronic dockets for rulemakings under
section 553 of title 5, United States Code.

(2) INFORMATION AVAILABLE.—Agency electronic dockets shall make publicly
available online to the extent practicable, as determined by the agency in con-
sultation with the Director—

(A) all submissions under section 553(c) of title 5, United States Code;
and

(B) other materials that by agency rule or practice are included in the
rulemaking docket under section 553(c) of title 5, United States Code,
whether or not submitted electronically.
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(e) TIME LIMITATION.—Agencies shall implement the requirements of this section
consistent with a timetable established by the Director and reported to Congress in
the first annual report under section 3606 of title 44 (as added by this Act).

SEC. 207. ACCESSIBILITY, USABILITY, AND PRESERVATION OF GOVERNMENT INFORMATION.

(a) PURPOSE.—The purpose of this section is to improve the methods by which
Government information, including information on the Internet, is organized, pre-
served, and made accessible to the public.

(b) DEFINITIONS.—In this section, the term—

(1) “Committee” means the Interagency Committee on Government Informa-
tion established under subsection (c); and

(2) “directory” means a taxonomy of subjects linked to websites that—

(A) organizes Government information on the Internet according to sub-
ject matter; and

(B) may be created with the participation of human editors.

(c) INTERAGENCY COMMITTEE.—

(1) EstABLISHMENT.—Not later than 180 days after the date of enactment of
this title, the Director shall establish the Interagency Committee on Govern-
ment Information.

(2) MEMBERSHIP.—The Committee shall be chaired by the Director or the des-
ignee of the Director and—

(A) shall include representatives from—

(i) the National Archives and Records Administration;

(i1) the offices of the Chief Information Officers from Federal agen-
cies; and

(iii) other relevant officers from the executive branch; and

(B) may include representatives from the Federal legislative and judicial
branches.

(3) FuncTIONS.—The Committee shall—

(A) engage in public consultation to the maximum extent feasible, includ-
ing consultation with interested communities such as public advocacy orga-
nizations;

(B) conduct studies and submit recommendations, as provided under this
section, to the Director and Congress; and

(C) share effective practices for access to, dissemination of, and retention
of Federal information.

(4) TERMINATION.—The Committee may be terminated on a date determined
by the Director, except the Committee may not terminate before the Committee
submits all recommendations required under this section.

(d) CATEGORIZING OF INFORMATION.—

(1) COMMITTEE FUNCTIONS.—Not later than 2 years after the date of enact-
ment of this Act, the Committee shall submit recommendations to the Director
on—

(A) the adoption of standards, which are open to the maximum extent
feasible, to enable the organization and categorization of Government infor-
mation—

(i) in a way that is searchable electronically, including by searchable
identifiers; and
(ii1) in ways that are interoperable across agencies;

(B) the definition of categories of Government information which should
be classified under the standards; and

(C) determining priorities and developing schedules for the initial imple-
mentation of the standards by agencies.

(2) FUNCTIONS OF THE DIRECTOR.—Not later than 1 year after the submission
of recommendations under paragraph (1), the Director shall issue policies—

(A) requiring that agencies use standards, which are open to the max-
imum extent feasible, to enable the organization and categorization of Gov-
ernment information—

(i) in a way that is searchable electronically, including by searchable
identifiers;

(i1) in ways that are interoperable across agencies; and

(ii1) that are, as appropriate, consistent with the standards promul-
gated by the Secretary of Commerce under section 3602(f)(8) of title 44,
United States Code;

(B) defining categories of Government information which shall be re-
quired to be classified under the standards; and

(C) determining priorities and developing schedules for the initial imple-
mentation of the standards by agencies.
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(3) MODIFICATION OF POLICIES.—After the submission of agency reports under
paragraph (4), the Director shall modify the policies, as needed, in consultation
with the Committee and interested parties.

(4) AGENCY FUNCTIONS.—Each agency shall report annually to the Director,
in the report established under section 202(g), on compliance of that agency
with the policies issued under paragraph (2)(A).

(e) PuBLIC ACCESS TO ELECTRONIC INFORMATION.—

(1) COMMITTEE FUNCTIONS.—Not later than 2 years after the date of enact-
ment of this Act, the Committee shall submit recommendations to the Director
and the Archivist of the United States on—

(A) the adoption by agencies of policies and procedures to ensure that
chapters 21, 25, 27, 29, and 31 of title 44, United States Code, are applied
effectively and comprehensively to Government information on the Internet
and to other electronic records; and

(B) the imposition of timetables for the implementation of the policies and
procedures by agencies.

(2) FUNCTIONS OF THE ARCHIVIST.—Not later than 1 year after the submission
of recommendations by the Committee under paragraph (1), the Archivist of the
United States shall issue policies—

(A) requiring the adoption by agencies of policies and procedures to en-
sure that chapters 21, 25, 27, 29, and 31 of title 44, United States Code,
are applied effectively and comprehensively to Government information on
the Internet and to other electronic records; and

(B) imposing timetables for the implementation of the policies, proce-
dures, and technologies by agencies.

(3) MODIFICATION OF POLICIES.—After the submission of agency reports under
paragraph (4), the Archivist of the United States shall modify the policies, as
needed, in consultation with the Committee and interested parties.

(4) AGENCY FUNCTIONS.—Each agency shall report annually to the Director,
in the report established under section 202(g), on compliance of that agency
with the policies issued under paragraph (2)(A).

(f) AGENCY WEBSITES.—

(1) STANDARDS FOR AGENCY WEBSITES.—Not later than 2 years after the effec-
tive date of this title, the Director shall promulgate guidance for agency
websites that includes—

(A) requirements that websites include direct links to—

(i) descriptions of the mission and statutory authority of the agency;

(ii) information made available to the public under subsections (a)(1)
and (b) of section 552 of title 5, United States Code (commonly referred
to as the “Freedom of Information Act”);

(ii1) information about the organizational structure of the agency; and

(iv) the strategic plan of the agency developed under section 306 of
title 5, United States Code; and

(B) minimum agency goals to assist public users to navigate agency
websites, including—

(i) speed of retrieval of search results;

(ii) the relevance of the results;

(ii1) tools to aggregate and disaggregate data; and
(iv) security protocols to protect information.

(2) AGENCY REQUIREMENTS.—(A) Not later than 2 years after the date of en-
actment of this Act, each agency shall—

(i) consult with the Committee and solicit public comment,;

(i1) establish a process for determining which Government information
the agency intends to make available and accessible to the public on the
Internet and by other means;

(iii) develop priorities and schedules for making Government information
available and accessible;

(iv) make such final determinations, priorities, and schedules available
for public comment;

(v) pc()ist such final determinations, priorities, and schedules on the Inter-
net; an

(vi) submit such final determinations, priorities, and schedules to the Di-
rector, in the report established under section 202(g).

(B) Each agency shall update determinations, priorities, and schedules of the
agency, as needed, after consulting with the Committee and soliciting public
comment, if appropriate.

(3) PUBLIC DOMAIN DIRECTORY OF PUBLIC FEDERAL GOVERNMENT WEBSITES.—

(A) ESTABLISHMENT.—Not later than 2 years after the effective date of
this title, the Director and each agency shall—
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(i) develop and establish a public domain directory of public Federal
Government websites; and

(ii) post the directory on the Internet with a link to the integrated
Internet-based system established under section 204.

(B) DEVELOPMENT.—With the assistance of each agency, the Director
shall—

(i) direct the development of the directory through a collaborative ef-
fort, including input from—

(I) agency librarians;

(IT) information technology managers;

(ITI) program managers;

(IV) records managers;

(V) Federal depository librarians; and

(VI) other interested parties; and

(ii) develop a public domain taxonomy of subjects used to review and
categorize public Federal Government websites.

(C) UPDATE.—With the assistance of each agency, the Administrator of
the Office of Electronic Government shall—

(i) update the directory as necessary, but not less than every 6
months; and

(i) solicit interested persons for improvements to the directory.

(g) ACCESS TO FEDERALLY FUNDED RESEARCH AND DEVELOPMENT.—
(1) DEVELOPMENT AND MAINTENANCE OF GOVERNMENTWIDE REPOSITORY AND
WEBSITE.—

(A) REPOSITORY AND WEBSITE.—The Director of the Office of Management
and Budget, in consultation with the Director of the Office of Science and
Technology Policy and other relevant agencies, shall ensure the develop-
ment and maintenance of—

(i) a repository that fully integrates, to the maximum extent feasible,
information about research and development funded by the Federal
Government, and the repository shall—

(I) include information about research and development funded
by the Federal Government, consistent with any relevant protec-
tions for the information under section 552 of title 5, United States
Code, and performed by—

(aa) institutions not a part of the Federal Government, in-
cluding State, local, and foreign governments; industrial firms;
educational institutions; not-for-profit organizations; federally
funded research and development centers; and private individ-
uals; and

(bb) entities of the Federal Government, including research
and development laboratories, centers, and offices; and

(IT) integrate information about each separate research and de-
velopment task or award, including—

(aa) the dates upon which the task or award is expected to
start and end;

(bb) a brief summary describing the objective and the sci-
entific and technical focus of the task or award;

(cc) the entity or institution performing the task or award
and its contact information;

(dd) the total amount of Federal funds expected to be pro-
vided to the task or award over its lifetime and the amount of
funds expected to be provided in each fiscal year in which the
work of the task or award is ongoing;

(ee) any restrictions attached to the task or award that
would prevent the sharing with the general public of any or all
of the information required by this subsection, and the reasons
for such restrictions; and

(ff) such other information as may be determined to be ap-
propriate; and

(i) 1 or more websites upon which all or part of the repository of
Federal research and development shall be made available to and
searchable by Federal agencies and non-Federal entities, including the
general public, to facilitate—

(I) the coordination of Federal research and development activi-
ties;

(II) collaboration among those conducting Federal research and
development;
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(III) the transfer of technology among Federal agencies and be-
tween Federal agencies and non-Federal entities; and

(IV) access by policymakers and the public to information con-
cerning Federal research and development activities.

(B) OVERSIGHT.—The Director of the Office of Management and Budget
shall issue any guidance determined necessary to ensure that agencies pro-
vide all information requested under this subsection.

(2) AGENCY FUNCTIONS.—Any agency that funds Federal research and devel-
opment under this subsection shall provide the information required to populate
the repository in the manner prescribed by the Director of the Office of Manage-
ment and Budget.

(3) COMMITTEE FUNCTIONS.—Not later than 18 months after the date of enact-
ment of this Act, working with the Director of the Office of Science and Tech-
nology Policy, and after consultation with interested parties, the Committee
shall submit recommendations to the Director on—

(A) policies to improve agency reporting of information for the repository
established under this subsection; and

(B) policies to improve dissemination of the results of research performed
by Federal agencies and federally funded research and development cen-
ters.

(4) FUNCTIONS OF THE DIRECTOR.—After submission of recommendations by
the Committee under paragraph (3), the Director shall report on the rec-
ommendations of the Committee and Director to Congress, in the E-Government
report under section 3606 of title 44 (as added by this Act).

(5) AUTHORIZATION OF APPROPRIATIONS.—There are authorized to be appro-
priated for the development, maintenance, and operation of the Government-
wide repository and website under this subsection—

(A) $2,000,000 in each of the fiscal years 2003 through 2005; and

(B) such sums as are necessary in each of the fiscal years 2006 and 2007.

SEC. 208. PRIVACY PROVISIONS.

(a) PURPOSE.—The purpose of this section is to ensure sufficient protections for
the privacy of personal information as agencies implement citizen-centered elec-
tronic Government.

(b) PRIVACY IMPACT ASSESSMENTS.—

(1) RESPONSIBILITIES OF AGENCIES.—

(A) IN GENERAL.—AnN agency shall take actions described under subpara-
graph (B) before developing or procuring information technology that col-
lects, maintains, or disseminates information that is in an identifiable form.

(B) AGENCY ACTIVITIES.—To the extent required under subparagraph (A),
each agency shall—

(1) conduct a privacy impact assessment;

(i1) ensure the review of the privacy impact assessment by the Chief
Information Officer, or equivalent official, as determined by the head
of the agency; and

(ii1) if practicable, after completion of the review under clause (ii),
make the privacy impact assessment publicly available through the
website of the agency, publication in the Federal Register, or other
means.

(C) SENSITIVE INFORMATION.—Subparagraph (B)(iii) may be modified or
waived for security reasons, or to protect classified, sensitive, or private in-
formation contained in an assessment.

(D) CoPY TO DIRECTOR.—Agencies shall provide the Director with a copy
of the privacy impact assessment for each system for which funding is re-
quested.

(2) CONTENTS OF A PRIVACY IMPACT ASSESSMENT.—

(A) IN GENERAL.—The Director shall issue guidance to agencies specifying
the required contents of a privacy impact assessment.

(B) GUIDANCE.—The guidance shall—

(i) ensure that a privacy impact assessment is commensurate with
the size of the information system being assessed, the sensitivity of in-
formation that is in an identifiable form in that system, and the risk
of harm from unauthorized release of that information; and

(i1) require that a privacy impact assessment address—

(I) what information is to be collected;

(IT) why the information is being collected;

(ITI) the intended use of the agency of the information;
(IV) with whom the information will be shared,;
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(V) what notice or opportunities for consent would be provided to
individuals regarding what information is collected and how that
information is shared,;

(VI) how the information will be secured; and

(VII) whether a system of records is being created under section
552a of title 5, United States Code, (commonly referred to as the
“Privacy Act”).

(3) RESPONSIBILITIES OF THE DIRECTOR.—The Director shall—

(A) develop policies and guidelines for agencies on the conduct of privacy
impact assessments;

(B) oversee the implementation of the privacy impact assessment process
throughout the Government; and

(C) require agencies to conduct privacy impact assessments of existing in-
formation systems or ongoing collections of information that is in an identi-
fiable form as the Director determines appropriate.

(¢) PRIVACY PROTECTIONS ON AGENCY WEBSITES.—

(1) PRIVACY POLICIES ON WEBSITES.—

(A) GUIDELINES FOR NOTICES.—The Director shall develop guidance for
privacy notices on agency websites used by the public.

(B) CoNTENTS.—The guidance shall require that a privacy notice address,
consistent with section 552a of title 5, United States Code—

(i) what information is to be collected,;

(i1) why the information is being collected;

(ii1) the intended use of the agency of the information;

(iv) with whom the information will be shared;

(v) what notice or opportunities for consent would be provided to indi-
viduals regarding what information is collected and how that informa-
tion is shared;

(vi) how the information will be secured; and

(vii) the rights of the individual under section 552a of title 5, United
States Code (commonly referred to as the “Privacy Act”), and other
laws relevant to the protection of the privacy of an individual.

(2) PRIVACY POLICIES IN MACHINE-READABLE FORMATS.—The Director shall
issue guidance requiring agencies to translate privacy policies into a standard-
ized machine-readable format.

(d) DEFINITION.—In this section, the term “identifiable form” means any represen-
tation of information that permits the identity of an individual to whom the infor-

mation applies to be reasonably inferred by either direct or indirect means.
SEC. 209. FEDERAL INFORMATION TECHNOLOGY WORKFORCE DEVELOPMENT.

(a) PURPOSE.—The purpose of this section is to improve the skills of the Federal

workforce in using information technology to deliver Government information and
services.

(b) WORKFORCE DEVELOPMENT.—

(1) IN GENERAL.—In consultation with the Director, the Chief Information Of-
ficers Council, and the Administrator of General Services, the Director of the
Office of Personnel Management shall—

(A) analyze, on an ongoing basis, the personnel needs of the Federal Gov-
ernment related to information technology and information resource man-
agement;

(B) oversee the development of curricula, training methods, and training
priorities that correspond to the projected personnel needs of the Federal
Government related to information technology and information resource
management; and

(C) assess the training of Federal employees in information technology
disciplines, as necessary, in order to ensure that the information resource
management needs of the Federal Government are addressed.

(2) AUTHORITY TO DETAIL EMPLOYEES TO NON-FEDERAL EMPLOYERS.—In car-
rying out paragraph (1), the Director of the Office of Personnel Management
may provide for a program under which a Federal employee may be detailed
to a non-Federal employer. The Director of the Office of Personnel Management
shall prescribe regulations for such program, including the conditions for service
and duties as the Director considers necessary.

(3) COORDINATION PROVISION.—An assignment described in section 3703 of
title 5, United States Code, shall be made only in accordance with the program
established under paragraph (2), if any.

(4) EMPLOYEE PARTICIPATION.—Subject to information resource management
needs and the limitations imposed by resource needs in other occupational
areas, and consistent with their overall workforce development strategies, agen-
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cies shall encourage employees to participate in occupational information tech-
nology training.

(5) AUTHORIZATION OF APPROPRIATIONS.—There are authorized to be appro-
priated to the Office of Personnel Management for the implementation of this
subsection, $7,000,000 in fiscal year 2003, and such sums as are necessary for
each fiscal year thereafter.

(c) INFORMATION TECHNOLOGY EXCHANGE PROGRAM.—

(1) IN GENERAL.—Subpart B of part III of title 5, United States Code, is

amended by adding at the end the following:

“CHAPTER 37—INFORMATION TECHNOLOGY EXCHANGE PROGRAM

“Sec.

“3701. Definitions.

“3702. General provisions.

“3703. Assignment of employees to private sector organizations.

“3704. Assignment of employees from private sector organizations.

“3705. Application to Office of the Chief Technology Officer of the District of Columbia.
“3706. Reporting requirement.

“3707. Regulations.

“§ 3701. Definitions

“For purposes of this chapter—
“(1) the term ‘agency’ means an Executive agency, but does not include the
General Accounting Office; and
“(2) the term ‘detail’ means—

“(A) the assignment or loan of an employee of an agency to a private sec-
tor organization without a change of position from the agency that employs
the individual, or

“(B) the assignment or loan of an employee of a private sector organiza-
tion to an agency without a change of position from the private sector orga-
nization that employs the individual,

whichever is appropriate in the context in which such term is used.

“§3702. General provisions

“(a) ASSIGNMENT AUTHORITY.—On request from or with the agreement of a pri-
vate sector organization, and with the consent of the employee concerned, the head
of an agency may arrange for the assignment of an employee of the agency to a pri-
vate sector organization or an employee of a private sector organization to the agen-
cy. An eligible employee is an individual who—

“(1) works in the field of information technology management;
“(2) is considered an exceptional performer by the individual’s current em-
ployer; and
“(3) is expected to assume increased information technology management re-
sponsibilities in the future.
An employee of an agency shall be eligible to participate in this program only if the
employee is employed at the GS—11 level or above (or equivalent) and is serving
under a career or career-conditional appointment or an appointment of equivalent
tenure in the excepted service, and applicable requirements of section 209(b) of the
E-Government Act of 2002 are met with respect to the proposed assignment of such
employee.

“(b) AGREEMENTS.—Each agency that exercises its authority under this chapter
shall provide for a written agreement between the agency and the employee con-
cerned regarding the terms and conditions of the employee’s assignment. In the case
of an employee of the agency, the agreement shall—

“(1) require the employee to serve in the civil service, upon completion of the
assignment, for a period equal to the length of the assignment; and
“(2) provide that, in the event the employee fails to carry out the agreement
(except for good and sufficient reason, as determined by the head of the agency
from which assigned) the employee shall be liable to the United States for pay-
ment of all expenses of the assignment.
An amount under paragraph (2) shall be treated as a debt due the United States.

“(c) TERMINATION.—Assignments may be terminated by the agency or private sec-
tor organization concerned for any reason at any time.

“(d) DURATION.—Assignments under this chapter shall be for a period of between
3 months and 1 year, and may be extended in 3-month increments for a total of
not more than 1 additional year, except that no assignment under this chapter may
commence after the end of the 5-year period beginning on the date of the enactment
of this chapter.

“(e) ASSISTANCE.—The Chief Information Officers Council, by agreement with the
Office of Personnel Management, may assist in the administration of this chapter,
including by maintaining lists of potential candidates for assignment under this
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chapter, establishing mentoring relationships for the benefit of individuals who are
given assignments under this chapter, and publicizing the program.

“(f) CONSIDERATIONS.—In exercising any authority under this chapter, an agency
shall take into consideration—

“(1) the need to ensure that small business concerns are appropriately rep-
resented with respect to the assignments described in sections 3703 and 3704,
respectively; and

“(2) how assignments described in section 3703 might best be used to help
meet the needs of the agency for the training of employees in information tech-
nology management.

“§3703. Assignment of employees to private sector organizations

“(a) IN GENERAL.—An employee of an agency assigned to a private sector organi-
zation under this chapter is deemed, during the period of the assignment, to be on
detail to a regular work assignment in his agency.

“(b) COORDINATION WITH CHAPTER 81.—Notwithstanding any other provision of
law, an employee of an agency assigned to a private sector organization under this
chapter is entitled to retain coverage, rights, and benefits under subchapter I of
chapter 81, and employment during the assignment is deemed employment by the
United States, except that, if the employee or the employee’s dependents receive
from the private sector organization any payment under an insurance policy for
which the premium is wholly paid by the private sector organization, or other ben-
efit of any kind on account of the same injury or death, then, the amount of such
payment or benefit shall be credited against any compensation otherwise payable
under subchapter I of chapter 81.

“(c) REIMBURSEMENTS.—The assignment of an employee to a private sector organi-
zation under this chapter may be made with or without reimbursement by the pri-
vate sector organization for the travel and transportation expenses to or from the
place of assignment, subject to the same terms and conditions as apply with respect
to an employee of a Federal agency or a State or local government under section
3375, and for the pay, or a part thereof, of the employee during assignment. Any
reimbursements shall be credited to the appropriation of the agency used for paying
the travel and transportation expenses or pay.

“(d) Tort LIABILITY; SUPERVISION.—The Federal Tort Claims Act and any other
Federal tort liability statute apply to an employee of an agency assigned to a private
sector organization under this chapter. The supervision of the duties of an employee
of an agency so assigned to a private sector organization may be governed by an
agreement between the agency and the organization.

“(e) SMALL BUSINESS CONCERNS.—

“(1) IN GENERAL.—The head of each agency shall take such actions as may
be necessary to ensure that, of the assignments made under this chapter from
such agency to private sector organizations in each year, at least 20 percent are
to small business concerns.

“(2) DEFINITIONS.—For purposes of this subsection—

“(A) the term ‘small business concern’ means a business concern that sat-
isfies the definitions and standards specified by the Administrator of the
Small Business Administration under section 3(a)(2) of the Small Business
Act (as from time to time amended by the Administrator);

“(B) the term ‘year’ refers to the 12-month period beginning on the date
of the enactment of this chapter, and each succeeding 12-month period in
which any assignments under this chapter may be made; and

“(C) the assignments ‘made’ in a year are those commencing in such year.

“(3) REPORTING REQUIREMENT.—An agency which fails to comply with para-
graph (1) in a year shall, within 90 days after the end of such year, submit a
report to the Committees on Government Reform and Small Business of the
House of Representatives and the Committees on Governmental Affairs and
Small Business of the Senate. The report shall include—

“(A) the total number of assignments made under this chapter from such
agency to private sector organizations in the year;

“(B) of that total number, the number (and percentage) made to small
business concerns; and

“(C) the reasons for the agency’s noncompliance with paragraph (1).

“(4) ExcLUSION.—This subsection shall not apply to an agency in any year in
which it makes fewer than 5 assignments under this chapter to private sector
organizations.

“§3704. Assignment of employees from private sector organizations

“(a) IN GENERAL.—An employee of a private sector organization assigned to an
agency under this chapter is deemed, during the period of the assignment, to be on
detail to such agency.
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“(b) TERMS AND CONDITIONS.—An employee of a private sector organization as-
signed to an agency under this chapter—
“(1) may continue to receive pay and benefits from the private sector organi-
zation from which he is assigned;
“(2) is deemed, notwithstanding subsection (a), to be an employee of the agen-
cy for the purposes of—
“(A) chapter 73;
“(B) sections 201, 203, 205, 207, 208, 209, 603, 606, 607, 643, 654, 1905,
and 1913 of title 18;
“(C) sections 1343, 1344, and 1349(b) of title 31;
“(D) the Federal Tort Claims Act and any other Federal tort liability stat-

ute;
“(E) the Ethics in Government Act of 1978;
“(F) section 1043 of the Internal Revenue Code of 1986; and
“(G) section 27 of the Office of Federal Procurement Policy Act;

“(3) may not have access to any trade secrets or to any other nonpublic infor-
mation which is of commercial value to the private sector organization from
which he is assigned; and

“(4) is subject to such regulations as the President may prescribe.

The supervision of an employee of a private sector organization assigned to an agen-
cy under this chapter may be governed by agreement between the agency and the
private sector organization concerned. Such an assignment may be made with or
without reimbursement by the agency for the pay, or a part thereof, of the employee
during the period of assignment, or for any contribution of the private sector organi-
zation to employee benefit systems.

“(c) COORDINATION WITH CHAPTER 81.—An employee of a private sector organiza-
tion assigned to an agency under this chapter who suffers disability or dies as a
result of personal injury sustained while performing duties during the assignment
shall be treated, for the purpose of subchapter I of chapter 81, as an employee as
defined by section 8101 who had sustained the injury in the performance of duty,
except that, if the employee or the employee’s dependents receive from the private
sector organization any payment under an insurance policy for which the premium
is wholly paid by the private sector organization, or other benefit of any kind on
account of the same injury or death, then, the amount of such payment or benefit
shall be credited against any compensation otherwise payable under subchapter I
of chapter 81.

“(d) PROHIBITION AGAINST CHARGING CERTAIN COSTS TO THE FEDERAL GOVERN-
MENT.—A private sector organization may not charge the Federal Government, as
direct or indirect costs under a Federal contract, the costs of pay or benefits paid
by the organization to an employee assigned to an agency under this chapter for
the period of the assignment.

“§3705. Application to Office of the Chief Technology Officer of the District
of Columbia

“(a) IN GENERAL.—The Chief Technology Officer of the District of Columbia may
arrange for the assignment of an employee of the Office of the Chief Technology Of-
ficer to a private sector organization, or an employee of a private sector organization
to such Office, in the same manner as the head of an agency under this chapter.

“(b) TERMS AND CONDITIONS.—An assignment made pursuant to subsection (a)
shall be subject to the same terms and conditions as an assignment made by the
head of an agency under this chapter, except that in applying such terms and condi-
tions to an assignment made pursuant to subsection (a), any reference in this chap-
ter to a provision of law or regulation of the United States shall be deemed to be
a reference to the applicable provision of law or regulation of the District of Colum-
bia, including the applicable provisions of the District of Columbia Government
Comprehensive Merit Personnel Act of 1978 (sec. 1-601.01 et seq., D.C. Official
Code) and section 601 of the District of Columbia Campaign Finance Reform and
Conflict of Interest Act (sec. 1-1106.01, D.C. Official Code).

“(c) DEFINITION.—For purposes of this section, the term ‘Office of the Chief Tech-
nology Officer’ means the office established in the executive branch of the govern-
ment of the District of Columbia under the Office of the Chief Technology Officer
Establishment Act of 1998 (sec. 1-1401 et seq., D.C. Official Code).

“§3706. Reporting requirement

“(a) IN GENERAL.—The Office of Personnel Management shall, not later than April
30 and October 31 of each year, prepare and submit to the Committee on Govern-
ment Reform of the House of Representatives and the Committee on Governmental
Affairs of the Senate a semiannual report summarizing the operation of this chapter
during the immediately preceding 6-month period ending on March 31 and Sep-
tember 30, respectively.
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“(b) CoNTENT.—Each report shall include, with respect to the 6-month period to
which such report relates—
“(1) the total number of individuals assigned to, and the total number of indi-
viduals assigned from, each agency during such period;
“(2) a brief description of each assignment included under paragraph (1), in-
cluding—

“(A) the name of the assigned individual, as well as the private sector or-
ganization and the agency (including the specific bureau or other agency
component) to or from which such individual was assigned,;

“(B) the respective positions to and from which the individual was as-
signed, including the duties and responsibilities and the pay grade or level
associated with each; and

“(C) the duration and objectives of the individual’s assignment; and

“(3) such other information as the Office considers appropriate.
“(c) PUBLICATION.—A copy of each report submitted under subsection (a)—
“(1) shall be published in the Federal Register; and
“(2) shall be made publicly available on the Internet.
“(d) AGENCY COOPERATION.—On request of the Office, agencies shall furnish such
information and reports as the Office may require in order to carry out this section.

“§3707. Regulations

“The Director of the Office of Personnel Management shall prescribe regulations
for the administration of this chapter.”.
(2) REPORT.—Not later than 4 years after the date of the enactment of this
Act, the General Accounting Office shall prepare and submit to the Committee
on Government Reform of the House of Representatives and the Committee on
Governmental Affairs of the Senate a report on the operation of chapter 37 of
title 5, United States Code (as added by this subsection). Such report shall in-
clude—
(A) an evaluation of the effectiveness of the program established by such
chapter; and
(B) a recommendation as to whether such program should be continued
(with or without modification) or allowed to lapse.
(3) CLERICAL AMENDMENT.—The analysis for part III of title 5, United States
Code, is amended by inserting after the item relating to chapter 35 the fol-
lowing:
“37. Information Technology Exchange Program 3701”.

(d) ETHICS PROVISIONS.—
(1) ONE-YEAR RESTRICTION ON CERTAIN COMMUNICATIONS.—Section
207(c)(2)(A) of title 18, United States Code, is amended—
(A) by striking “or” at the end of clause (iii);
(B) by striking the period at the end of clause (iv) and inserting “; or”;

an
(C) by adding at the end the following:
“(v) assigned from a private sector organization to an agency under chap-
ter 37 of title 5.”.

(2) DISCLOSURE OF CONFIDENTIAL INFORMATION.—Section 1905 of title 18,
United States Code, is amended by inserting “or being an employee of a private
sector organization who is or was assigned to an agency under chapter 37 of
title 5,” after “(15 U.S.C. 1311-1314),”.

(3) CONTRACT ADVICE.—Section 207 of title 18, United States Code, is amend-
ed by adding at the end the following:

“(1) CoNTRACT ADVICE BY FORMER DETAILS.—Whoever, being an employee of a pri-
vate sector organization assigned to an agency under chapter 37 of title 5, within
one year after the end of that assignment, knowingly represents or aids, counsels,
or assists in representing any other person (except the United States) in connection
v;lith arlly contract with that agency shall be punished as provided in section 216 of
this title.”.

(4) RESTRICTION ON DISCLOSURE OF PROCUREMENT INFORMATION.—Section 27
of the Office of Federal Procurement Policy Act (41 U.S.C. 423) is amended in
subsection (a)(1) by adding at the end the following new sentence: “In the case
of an employee of a private sector organization assigned to an agency under
chapter 37 of title 5, United States Code, in addition to the restriction in the
preceding sentence, such employee shall not, other than as provided by law,
knowingly disclose contractor bid or proposal information or source selection in-
formation during the three-year period after the end of the assignment of such
employee.”.

(e) REPORT ON EXISTING EXCHANGE PROGRAMS.—
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(1) EXCHANGE PROGRAM DEFINED.—For purposes of this subsection, the term
“exchange program” means an executive exchange program, the program under
subchapter VI of chapter 33 of title 5, United States Code, and any other pro-
gram which allows for—

(A) the assignment of employees of the Federal Government to non-Fed-
eral employers;

(B) the assignment of employees of non-Federal employers to the Federal
Government; or

(C) both.

(2) REPORTING REQUIREMENT.—Not later than 1 year after the date of the en-
actment of this Act, the Office of Personnel Management shall prepare and sub-
mit to the Committee on Government Reform of the House of Representatives
and the Committee on Governmental Affairs of the Senate a report identifying
all existing exchange programs.

1(3) SPECIFIC INFORMATION.—The report shall, for each such program, in-
clude—

(A) a brief description of the program, including its size, eligibility re-
quirements, and terms or conditions for participation;

(B) specific citation to the law or other authority under which the pro-
gram is established;

(C) the names of persons to contact for more information, and how they
may be reached; and

(D) any other information which the Office considers appropriate.

(f) REPORT ON THE ESTABLISHMENT OF A GOVERNMENTWIDE INFORMATION TECH-
NOLOGY TRAINING PROGRAM.—

(1) IN GENERAL.—Not later January 1, 2003, the Office of Personnel Manage-
ment, in consultation with the Chief Information Officers Council and the Ad-
ministrator of General Services, shall review and submit to the Committee on
Government Reform of the House of Representatives and the Committee on
Governmental Affairs of the Senate a written report on the following:

(A) The adequacy of any existing information technology training pro-
grams available to Federal employees on a Governmentwide basis.

(B)() If one or more such programs already exist, recommendations as to
how they might be improved.

(i1) If no such program yet exists, recommendations as to how such a pro-
gram might be designed and established.

(C) With respect to any recommendations under subparagraph (B), how
the program under chapter 37 of title 5, United States Code, might be used
to help carry them out.

(2) CosT ESTIMATE.—The report shall, for any recommended program (or im-
provements) under paragraph (1)(B), include the estimated costs associated with
the implementation and operation of such program as so established (or esti-
mated difference in costs of any such program as so improved).

(g) TECHNICAL AND CONFORMING AMENDMENTS.—

(1) AMENDMENTS TO TITLE 5, UNITED STATES CODE.—Title 5, United States
Code, is amended—

(A) in section 3111, by adding at the end the following:

“(d) Notwithstanding section 1342 of title 31, the head of an agency may accept
voluntary service for the United States under chapter 37 of this title and regula-
tions of the Office of Personnel Management.”;

(B) in section 4108, by striking subsection (d); and

(C) in section 7353(b), by adding at the end the following:

“(4) Nothing in this section precludes an employee of a private sector organization,
while assigned to an agency under chapter 37, from continuing to receive pay and
benefits from such organization in accordance with such chapter.”.

(2) AMENDMENT TO TITLE 18, UNITED STATES CODE.—Section 209 of title 18,
United States Code, is amended by adding at the end the following:

“(g)(1) This section does not prohibit an employee of a private sector organization,
while assigned to an agency under chapter 37 of title 5, from continuing to receive
pay and benefits from such organization in accordance with such chapter.

“(2) For purposes of this subsection, the term ‘agency’ means an agency (as de-
fined by section 3701 of title 5) and the Office of the Chief Technology Officer of
the District of Columbia.”.

(3) OTHER AMENDMENTS.—Section 125(c)(1) of Public Law 100-238 (5 U.S.C.
8432 note) is amended—

(A) in subparagraph (B), by striking “or” at the end,;

((]13) in subparagraph (C), by striking “and” at the end and inserting “or”;
an

(C) by adding at the end the following:
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“D) an individual assigned from a Federal agency to a private sector or-
ganization under chapter 37 of title 5, United States Code; and”.

SEC. 210. SHARE-IN-SAVINGS INITIATIVES.

(a) DEFENSE CONTRACTS.—(1) Chapter 137 of title 10, United States Code, is
amended by adding at the end the following new section:

“§2332. Share-in-savings contracts

“(a) AUTHORITY TOo ENTER INTO SHARE-IN-SAVINGS CONTRACTS.—(1) The head of
an agency may enter into a share-in-savings contract for information technology (as
defined in section 11101(6) of title 40) in which the Government awards a contract
to improve mission-related or administrative processes or to accelerate the achieve-
ment of its mission and share with the contractor in savings achieved through con-
tract performance.

“(2)(A) Except as provided in subparagraph (B), a share-in-savings contract shall
be awarded for a period of not more than five years.

“(B) A share-in-savings contract may be awarded for a period greater than five
years, but not more than 10 years, if the head of the agency determines in writing
prior to award of the contract that—

“(i) the level of risk to be assumed and the investment to be undertaken by
the contractor is likely to inhibit the government from obtaining the needed in-
formation technology competitively at a fair and reasonable price if the contract
is limited in duration to a period of five years or less; and

“(ii) usage of the information technology to be acquired is likely to continue
for a period of time sufficient to generate reasonable benefit for the government.

“(8) Contracts awarded pursuant to the authority of this section shall, to the max-
imum extent practicable, be performance-based contracts that identify objective out-
comes and contain performance standards that will be used to measure achievement
and milestones that must be met before payment is made.

“(4) Contracts awarded pursuant to the authority of this section shall include a
provision containing a quantifiable baseline that is to be the basis upon which a
savings share ratio is established that governs the amount of payment a contractor
is to receive under the contract. Before commencement of performance of such a con-
tract, the senior procurement executive of the agency shall determine in writing
that the terms of the provision are quantifiable and will likely yield value to the
Government.

“(5)(A) The head of the agency may retain savings realized through the use of a
share-in-savings contract under this section that are in excess of the total amount
of savings paid to the contractor under the contract. Except as provided in subpara-
graph (B), savings shall be credited to the appropriation or fund against which
charges were made to carry out the contract and shall be used for information tech-
nology.

“(B) Amounts retained by the agency under this subsection shall—

“(i) without further appropriation, remain available until expended; and

“(i1) be applied first to fund any contingent liabilities associated with share-
in-savings procurements that are not fully funded.

“(b) CANCELLATION AND TERMINATION.—(1) If funds are not made available for the
continuation of a share-in-savings contract entered into under this section in a sub-
sequent fiscal year, the contract shall be canceled or terminated. The costs of can-
cellation or termination may be paid out of—

“(A) appropriations available for the performance of the contract;

“(B) appropriations available for acquisition of the information technology pro-
cured under the contract, and not otherwise obligated; or

“(C) funds subsequently appropriated for payments of costs of cancellation or
termination, subject to the limitations in paragraph (3).

“(2) The amount payable in the event of cancellation or termination of a share-
in-savings contract shall be negotiated with the contractor at the time the contract
is entered into.

“(38)(A) Subject to subparagraph (B), the head of an agency may enter into share-
in-savings contracts under this section in any given fiscal year even if funds are not
made specifically available for the full costs of cancellation or termination of the
contract if funds are available and sufficient to make payments with respect to the
first fiscal year of the contract and the following conditions are met regarding the
funding of cancellation and termination liability:

“(1) The amount of unfunded contingent liability for the contract does not ex-
ceed the lesser of—

“(I) 25 percent of the estimated costs of a cancellation or termination; or
“II) $5,000,000.
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“(ii) Unfunded contingent liability in excess of $1,000,000 has been approved
by the Director of the Office of Management and Budget or the Director’s des-
ignee.

“(B) The aggregate number of share-in-savings contracts that may be entered into
under subparagraph (A) by all agencies to which this chapter applies in a fiscal
year—

“(1) may not exceed 5, in each of fiscal years 2003, 2004, and 2005; and

“(ii) may not exceed 10, in each of fiscal years 2006, 2007, 2008, and 2009.

“(c) DEFINITIONS.—In this section:

“(1) The term ‘contractor’ means a private entity that enters into a contract
with an agency.

“(2) The term ‘savings’ means—

“(A) monetary savings to an agency; or
“(B) savings in time or other benefits realized by the agency, including
enhanced revenues.

“(3) The term ‘share-in-savings contract’ means a contract under which—

“(A) a contractor provides solutions for—
“(i) improving the agency’s mission-related or administrative proc-
esses; or
“(i1) accelerating the achievement of agency missions; and
“(B) the head of the agency pays the contractor an amount equal to a por-
tion of the savings derived by the agency from—
“(i) any improvements in mission-related or administrative processes
that result from implementation of the solution; or
“(i1) acceleration of achievement of agency missions.

“(d) TERMINATION.—No share-in-savings contracts may be entered into under this
section after September 30, 2009.”.

(2) The table of sections at the beginning of such chapter is amended by adding
at the end of the following new item:

“2332. Share-in-savings contracts.”.
(b) OTHER CONTRACTS.—Title III of the Federal Property and Administrative
Services Act of 1949 is amended by adding at the end the following:

“SEC. 317. SHARE-IN-SAVINGS CONTRACTS.

“(a) AUTHORITY TOo ENTER INTO SHARE-IN-SAVINGS CONTRACTS.—(1) The head of
an executive agency may enter into a share-in-savings contract for information tech-
nology (as defined in section 11101(6) of title 40, United States Code) in which the
Government awards a contract to improve mission-related or administrative proc-
esses or to accelerate the achievement of its mission and share with the contractor
in savings achieved through contract performance.

“(2)(A) Except as provided in subparagraph (B), a share-in-savings contract shall
be awarded for a period of not more than five years.

“(B) A share-in-savings contract may be awarded for a period greater than five
years, but not more than 10 years, if the head of the agency determines in writing
prior to award of the contract that—

“(i) the level of risk to be assumed and the investment to be undertaken by
the contractor is likely to inhibit the government from obtaining the needed in-
formation technology competitively at a fair and reasonable price if the contract
is limited in duration to a period of five years or less; and

“(i1) usage of the information technology to be acquired is likely to continue
for a period of time sufficient to generate reasonable benefit for the government.

“(8) Contracts awarded pursuant to the authority of this section shall, to the max-
imum extent practicable, be performance-based contracts that identify objective out-
comes and contain performance standards that will be used to measure achievement
and milestones that must be met before payment is made.

“(4) Contracts awarded pursuant to the authority of this section shall include a
provision containing a quantifiable baseline that is to be the basis upon which a
savings share ratio is established that governs the amount of payment a contractor
is to receive under the contract. Before commencement of performance of such a con-
tract, the senior procurement executive of the agency shall determine in writing
that the terms of the provision are quantifiable and will likely yield value to the
Government.

“(5)(A) The head of the agency may retain savings realized through the use of a
share-in-savings contract under this section that are in excess of the total amount
of savings paid to the contractor under the contract. Except as provided in subpara-
graph (B), savings shall be credited to the appropriation or fund against which
chiirges were made to carry out the contract and shall be used for information tech-
nology.

“(B) Amounts retained by the agency under this subsection shall—
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“(1) without further appropriation, remain available until expended; and

“(i1) be applied first to fund any contingent liabilities associated with share-
in-savings procurements that are not fully funded.

“(b) CANCELLATION AND TERMINATION.—(1) If funds are not made available for the
continuation of a share-in-savings contract entered into under this section in a sub-
sequent fiscal year, the contract shall be canceled or terminated. The costs of can-
cellation or termination may be paid out of—

“(A) appropriations available for the performance of the contract;

“(B) appropriations available for acquisition of the information technology pro-
cured under the contract, and not otherwise obligated; or

“(C) funds subsequently appropriated for payments of costs of cancellation or
termination, subject to the limitations in paragraph (3).

“(2) The amount payable in the event of cancellation or termination of a share-
in-savings contract shall be negotiated with the contractor at the time the contract
is entered into.

“(8)(A) Subject to subparagraph (B), the head of an executive agency may enter
into share-in-savings contracts under this section in any given fiscal year even if
funds are not made specifically available for the full costs of cancellation or termi-
nation of the contract if funds are available and sufficient to make payments with
respect to the first fiscal year of the contract and the following conditions are met
regarding the funding of cancellation and termination liability:

“(1) The amount of unfunded contingent liability for the contract does not ex-
ceed the lesser of—

“(I) 25 percent of the estimated costs of a cancellation or termination; or
“(II) $5,000,000.

“(ii) Unfunded contingent liability in excess of $1,000,000 has been approved
by the Director of the Office of Management and Budget or the Director’s des-
ignee.

“(B) The aggregate number of share-in-savings contracts that may be entered into
under subparagraph (A) by all executive agencies to which this chapter applies in
a fiscal year—

“(1) may not exceed 5, in each of fiscal years 2003, 2004, and 2005; and

“(ii) may not exceed 10, in each of fiscal years 2006, 2007, 2008, and 2009.

“(c) DEFINITIONS.—In this section:

“(1) The term ‘contractor’ means a private entity that enters into a contract
with an agency.

“(2) The term ‘savings’ means—

“(A) monetary savings to an agency; or
“(B) savings in time or other benefits realized by the agency, including
enhanced revenues.

“(3) The term ‘share-in-savings contract’ means a contract under which—

“(A) a contractor provides solutions for—
“(i) improving the agency’s mission-related or administrative proc-
esses; or
“(i1) accelerating the achievement of agency missions; and
“(B) the head of the agency pays the contractor an amount equal to a por-
tion of the savings derived by the agency from—
“(i) any improvements in mission-related or administrative processes
that result from implementation of the solution; or
“(i1) acceleration of achievement of agency missions.

“(d) TERMINATION.—No share-in-savings contracts may be entered into under this
section after September 30, 2009.”.

(c) DEVELOPMENT OF INCENTIVES.—The Director of the Office of Management and
Budget shall, in consultation with the Committee on Governmental Affairs of the
Senate, the Committee on Government Reform of the House of Representatives, and
executive agencies, develop techniques to permit an executive agency to retain a
portion of the savings (after payment of the contractor’s share of the savings) de-
rived from share-in-savings contracts as funds are appropriated to the agency in fu-
ture fiscal years.

(d) REGULATIONS.—Not later than 270 days after the date of the enactment of this
Act, the Federal Acquisition Regulation shall be revised to implement the provisions
enacted by this section. Such revisions shall—

(1) provide for the use of competitive procedures in the selection and award
of share-in-savings contracts to—

(A) ensure the contractor’s share of savings reflects the risk involved and
market conditions; and
(B) otherwise yield greatest value to the government; and

(2) allow appropriate regulatory flexibility to facilitate the use of share-in-sav-

ings contracts by executive agencies, including the use of innovative provisions
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for technology refreshment and nonstandard Federal Acquisition Regulation
contract clauses.
(e) ADDITIONAL GUIDANCE.—The Administrator of General Services shall—

(1) identify potential opportunities for the use of share-in-savings contracts;

an

(2) in consultation with the Director of the Office of Management and Budget,

provide guidance to executive agencies for determining mutually beneficial sav-
ings share ratios and baselines from which savings may be measured.

(f) OMB REPORT TO CONGRESS.—In consultation with executive agencies, the Di-
rector of the Office of Management and Budget shall, not later than 2 years after
the date of the enactment of this Act, submit to Congress a report containing—

(1) a description of the number of share-in-savings contracts entered into by
each executive agency under by this section and the amendments made by this
section, and, for each contract identified—

(A) the information technology acquired;
(B) the total amount of payments made to the contractor; and
(C) the total amount of savings or other measurable benefits realized;

(2) a description of the ability of agencies to determine the baseline costs of
a project against which savings can be measured; and

(3) any recommendations, as the Director deems appropriate, regarding addi-
tional changes in law that may be necessary to ensure effective use of share-
in-savings contracts by executive agencies.

(g) GAO REPORT TO CONGRESS.—The Comptroller General shall, not later than 6
months after the report required under subsection (f) is submitted to Congress, con-
duct a review of that report and submit to Congress a report containing—

(1) the results of the review; and

(2) any recommendations, as the Comptroller General deems appropriate, on
the use of share-in-savings contracts by executive agencies.

(h) DEFINITIONS.—In this section, the terms “contractor”, “savings”, and “share-
in-savings contract” have the meanings given those terms in section 317 of the Fed-
eral Property and Administrative Services Act of 1949 (as added by subsection (b)).

SEC. 211. AUTHORIZATION FOR ACQUISITION OF INFORMATION TECHNOLOGY BY STATE AND
LOCAL GOVERNMENTS THROUGH FEDERAL SUPPLY SCHEDULES.

(a) AUTHORITY To USE CERTAIN SUPPLY SCHEDULES.—Section 502 of title 40,
United States Code, is amended by adding at the end the following new subsection:

“(c) USE OF CERTAIN SUPPLY SCHEDULES.—

“(1) IN GENERAL.—The Administrator may provide for the use by State or
local governments of Federal supply schedules of the General Services Adminis-
tration for automated data processing equipment (including firmware), software,
supplies, support equipment, and services (as contained in Federal supply clas-
sification code group 70).

“(2) VOLUNTARY USE.—In any case of the use by a State or local government
of a Federal supply schedule pursuant to paragraph (1), participation by a firm
that sells to the Federal Government through the supply schedule shall be vol-
untary with respect to a sale to the State or local government through such sup-
ply schedule.

“(3) DEFINITIONS.—In this subsection:

“(A) The term ‘State or local government’ includes any State, local, re-
gional, or tribal government, or any instrumentality thereof (including any
local educational agency or institution of higher education).

“(B) The term ‘tribal government’ means a tribal organization, as defined
in section 4 of the Indian Self-Determination and Education Assistance Act
(25 U.S.C. 450Db).

“(C) The term ‘local educational agency’ has the meaning given that term
in section 8013 of the Elementary and Secondary Education Act of 1965 (20
U.S.C. 7713).

“(D) The term ‘institution of higher education’ has the meaning given that
term( i;; section 101(a) of the Higher Education Act of 1965 (20 U.S.C.
1001(a)).”.

(b) PROCEDURES.—Not later than 30 days after the date of the enactment of this
Act, the Administrator of General Services shall establish procedures to implement
section 501(c) of title 40, United States Code (as added by subsection (a)).

(¢) REPORT.—Not later than December 31, 2004, the Administrator shall submit
to the Committee on Government Reform of the House of Representatives and the
Committee on Governmental Affairs of the Senate a report on the implementation
and effects of the amendment made by subsection (a).

SEC. 212. INTEGRATED REPORTING STUDY AND PILOT PROJECTS.
(a) PURPOSES.—The purposes of this section are to—
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(1) enhance the interoperability of Federal information systems;

(2) assist the public, including the regulated community, in electronically sub-
mitting information to agencies under Federal requirements, by reducing the
burden (cl)f duplicate collection and ensuring the accuracy of submitted informa-
tion; an

(3) enable any person to integrate and obtain similar information held by 1
or more agencies under 1 or more Federal requirements without violating the
privacy rights of an individual.

(b) DEFINITIONS.—In this section, the term—

(1) “agency” means an Executive agency as defined under section 105 of title
5, United States Code; and

(2) “person” means any individual, trust, firm, joint stock company, corpora-
tion (including a government corporation), partnership, association, State, mu-
nicipality, commission, political subdivision of a State, interstate body, or agen-
cy or component of the Federal Government.

(c) REPORT.—

(1) IN GENERAL.—Not later than 3 years after the date of enactment of this
Act, the Director shall oversee a study, in consultation with agencies, the regu-
lated community, public interest organizations, and the public, and submit a re-
port to the Committee on Governmental Affairs of the Senate and the Com-
mittee on Government Reform of the House of Representatives on progress to-
ward integrating Federal information systems across agencies.

(2) COoNTENTS.—The report under this section shall—

(A) address the integration of data elements used in the electronic collec-
tion of information within databases established under Federal statute
without reducing the quality, accessibility, scope, or utility of the informa-
tion contained in each database;

(B) address the feasibility of developing, or enabling the development of,
software, including Internet-based tools, for use by reporting persons in as-
sembling, documenting, and validating the accuracy of information elec-
tronically submitted to agencies under nonvoluntary, statutory, and regu-
latory requirements;

(C) address the feasibility of developing a distributed information system
involving, on a voluntary basis, at least 2 agencies, that—

(i) provides consistent, dependable, and timely public access to the in-
formation holdings of 1 or more agencies, or some portion of such hold-
ings, without requiring public users to know which agency holds the in-
formation; and

(i1) allows the integration of public information held by the partici-
pating agencies;

(D) address the feasibility of incorporating other elements related to the
purposes of this section at the discretion of the Director; and

(E) make any recommendations that the Director deems appropriate on
the use of integrated reporting and information systems, to reduce the bur-
den on reporting and strengthen public access to databases within and
across agencies.

(d) PiLorT PROJECTS TO ENCOURAGE INTEGRATED COLLECTION AND MANAGEMENT
OF DATA AND INTEROPERABILITY OF FEDERAL INFORMATION SYSTEMS.—

(1) IN GENERAL.—In order to provide input to the study under subsection (c),
the Director shall designate, in consultation with agencies, a series of no more
than 5 pilot projects that integrate data elements. The Director shall consult
with agencies, the regulated community, public interest organizations, and the
public on the implementation of the pilot projects.

(2) GOALS OF PILOT PROJECTS.—

(A) IN GENERAL.—Each goal described under subparagraph (B) shall be
addressed by at least 1 pilot project each.

(B) GoaLs.—The goals under this paragraph are to—

(i) reduce information collection burdens by eliminating duplicative
data elements within 2 or more reporting requirements;

(ii) create interoperability between or among public databases man-
aged by 2 or more agencies using technologies and techniques that fa-
cilitate public access; and

(iii) develop, or enable the development of, software to reduce errors
in electronically submitted information.

(3) InpuT.—Each pilot project shall seek input from users on the utility of the
pilot project and areas for improvement. To the extent practicable, the Director
shall consult with relevant agencies and State, tribal, and local governments in
carrying out the report and pilot projects under this section.
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(e) PROTECTIONS.—The activities authorized under this section shall afford protec-
tions for—

(1) confidential business information consistent with section 552(b)(4) of title
5, United States Code, and other relevant law;

(2) personal privacy information under sections 552(b) (6) and (7)(C) and 552a
of title 5, United States Code, and other relevant law;

(3) other information consistent with section 552(b)(3) of title 5, United States
Code, and other relevant law; and

(4) confidential statistical information collected under a confidentiality pledge,
solely for statistical purposes, consistent with the Office of Management and
Budget’s Federal Statistical Confidentiality Order, and other relevant law.

SEC. 213. COMMUNITY TECHNOLOGY CENTERS.

(a) PURPOSES.—The purposes of this section are to—

(1) study and enhance the effectiveness of community technology centers, pub-
lic libraries, and other institutions that provide computer and Internet access
to the public; and

(2) promote awareness of the availability of on-line government information
and services, to users of community technology centers, public libraries, and
other public facilities that provide access to computer technology and Internet
access to the public.

(b) STUDY AND REPORT.—Not later than 2 years after the effective date of this
title, the Administrator shall—

(1) conduct a study to evaluate the best practices of community technology
centers that have received Federal funds; and

(2) submit a report on the study to—

(A) the Committee on Governmental Affairs of the Senate;

(B) the Committee on Health, Education, Labor, and Pensions of the Sen-
ate;

(C) the Committee on Government Reform of the House of Representa-
tives; and

(D) the Committee on Education and the Workforce of the House of Rep-
resentatives.

(c) CONTENTS.—The report under subsection (b) may consider—

(1) an evaluation of the best practices being used by successful community
technology centers;

(2) a strategy for—

(A) continuing the evaluation of best practices used by community tech-
nology centers; and

(B) establishing a network to share information and resources as commu-
nity technology centers evolve;

(3) the identification of methods to expand the use of best practices to assist
community technology centers, public libraries, and other institutions that pro-
vide computer and Internet access to the public;

(4) a database of all community technology centers that have received Federal
funds, including—

(A) each center’s name, location, services provided, director, other points
of contact, number of individuals served; and
(B) other relevant information,;

(5) an analysis of whether community technology centers have been deployed
effectively in urban and rural areas throughout the Nation; and

(6) recommendations of how to—

(A) enhance the development of community technology centers; and
(B) establish a network to share information and resources.

(d) COOPERATION.—AIl agencies that fund community technology centers shall
provide to the Administrator any information and assistance necessary for the com-
pletion of the study and the report under this section.

(e) ASSISTANCE.—

(1) IN GENERAL.—The Administrator, in consultation with the Secretary of
Education, shall work with other relevant Federal agencies, and other inter-
ested persons in the private and nonprofit sectors to—

(A) assist in the implementation of recommendations; and

(B) identify other ways to assist community technology centers, public li-
braries, and other institutions that provide computer and Internet access
to the public.

(2) TYPES OF ASSISTANCE.—Assistance under this subsection may include—

(A) contribution of funds;
(B) donations of equipment, and training in the use and maintenance of
the equipment; and
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(C) the provision of basic instruction or training material in computer
skills and Internet usage.

(f) ONLINE TUTORIAL.—

(1) IN GENERAL.—The Administrator, in consultation with the Secretary of
Education, the Director of the Institute of Museum and Library Services, other
relevant agencies, and the public, shall develop an online tutorial that—

(A) explains how to access Government information and services on the
Internet; and
(B) provides a guide to available online resources.

(2) DiSTRIBUTION.—The Administrator, with assistance from the Secretary of
Education, shall distribute information on the tutorial to community technology
cerll)tlers, public libraries, and other institutions that afford Internet access to the
public.

(g) PROMOTION OF COMMUNITY TECHNOLOGY CENTERS.—The Administrator, with
assistance from the Department of Education and in consultation with other agen-
cies and organizations, shall promote the availability of community technology cen-
ters to raise awareness within each community where such a center is located.

(h) AUTHORIZATION OF APPROPRIATIONS.—There are authorized to be appropriated
for the study of best practices at community technology centers, for the development
and dissemination of the online tutorial, and for the promotion of community tech-
nology centers under this section—

(1) $2,000,000 in fiscal year 2008;

(2) $2,000,000 in fiscal year 2004; and

(3) such sums as are necessary in fiscal years 2005 through 2007.

SEC. 214. ENHANCING CRISIS MANAGEMENT THROUGH ADVANCED INFORMATION TECH-
NOLOGY.

(a) PURPOSE.—The purpose of this section is to improve how information tech-
nology is used in coordinating and facilitating information on disaster preparedness,
response, and recovery, while ensuring the availability of such information across
multiple access channels.

(b) IN GENERAL.—

(1) STUDY ON ENHANCEMENT OF CRISIS RESPONSE.—Not later than 90 days
after the date of enactment of this Act, the Administrator, in consultation with
the Federal Emergency Management Agency, shall enter into a contract to con-
duct a study on using information technology to enhance crisis preparedness,
response, and consequence management of natural and manmade disasters.

(2) CONTENTS.—The study under this subsection shall address—

(A) a research and implementation strategy for effective use of informa-
tion technology in crisis response and consequence management, including
the more effective use of technologies, management of information tech-
nology research initiatives, and incorporation of research advances into the
information and communications systems of—

(i) the Federal Emergency Management Agency; and
(i1) other Federal, State, and local agencies responsible for crisis pre-
paredness, response, and consequence management; and

(B) opportunities for research and development on enhanced technologies
intcz1 areas of potential improvement as determined during the course of the
study.

(3) REPORT.—Not later than 2 years after the date on which a contract is en-
tered into under paragraph (1), the Administrator shall submit a report on the
study, including findings and recommendations to—

(A) the Committee on Governmental Affairs of the Senate; and

(B) the Committee on Government Reform of the House of Representa-
tives.

(4) INTERAGENCY COOPERATION.—Other Federal departments and agencies
with responsibility for disaster relief and emergency assistance shall fully co-
operate with the Administrator in carrying out this section.

(5) AUTHORIZATION OF APPROPRIATIONS.—There are authorized to be appro-
priated for research under this subsection, such sums as are necessary for fiscal
year 2003.

(c¢) PiLoT PrROJECTS.—Based on the results of the research conducted under sub-
section (b), the Administrator, in consultation with the Federal Emergency Manage-
ment Agency, shall initiate pilot projects or report to Congress on other activities
that further the goal of maximizing the utility of information technology in disaster
management. The Administrator shall cooperate with other relevant agencies, and,
if appropriate, State, local, and tribal governments, in initiating such pilot projects.

SEC. 215. DISPARITIES IN ACCESS TO THE INTERNET.
(a) STUDY AND REPORT.—
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(1) STuDY.—Not later than 90 days after the date of enactment of this Act,
the Administrator of General Services shall request that the National Academy
of Sciences, acting through the National Research Council, enter into a contract
to conduct a study on disparities in Internet access for online Government serv-
ices.

(2) REPORT.—Not later than 2 years after the date of enactment of this Act,
the Administrator of General Services shall submit to the Committee on Gov-
ernmental Affairs of the Senate and the Committee on Government Reform of
the House of Representatives a final report of the study under this section,
which shall set forth the findings, conclusions, and recommendations of the Na-
tional Research Council.

(b) CONTENTS.—The report under subsection (a) shall include a study of—

(1) how disparities in Internet access influence the effectiveness of online Gov-
ernment services, including a review of—

(A) the nature of disparities in Internet access;

(B) the affordability of Internet service;

(C) the incidence of disparities among different groups within the popu-
lation; and

(D) changes in the nature of personal and public Internet access that may
alleviate or aggravate effective access to online Government services;

(2) how the increase in online Government services is influencing the dispari-
ties in Internet access and how technology development or diffusion trends may
offset such adverse influences; and

(3) related societal effects arising from the interplay of disparities in Internet
access and the increase in online Government services.

(¢) RECOMMENDATIONS.—The report shall include recommendations on actions to
ensure that online Government initiatives shall not have the unintended result of
increasing any deficiency in public access to Government services.

(d) AUTHORIZATION OF APPROPRIATIONS.—There are authorized to be appropriated
$950,000 in fiscal year 2003 to carry out this section.

TITLE III—INFORMATION SECURITY

SEC. 301. INFORMATION SECURITY.

(a) SHORT TITLE.—This title may be cited as the “Federal Information Security
Management Act of 2002”.
(b) INFORMATION SECURITY.—
(1) IN GENERAL.—Subchapter II of chapter 35 of title 44, United States Code,
is amended to read as follows:

“SUBCHAPTER II—INFORMATION SECURITY

“§3531. Purposes

“The purposes of this subchapter are to—

“(1) provide a comprehensive framework for ensuring the effectiveness of in-
formation security controls over information resources that support Federal op-
erations and assets;

“(2) recognize the highly networked nature of the current Federal computing
environment and provide effective governmentwide management and oversight
of the related information security risks, including coordination of information
security efforts throughout the civilian, national security, and law enforcement
communities;

“(3) provide for development and maintenance of minimum controls required
to protect Federal information and information systems;

“(4) provide a mechanism for improved oversight of Federal agency informa-
tion security programs;

“(5) acknowledge that commercially developed information security products
offer advanced, dynamic, robust, and effective information security solutions, re-
flecting market solutions for the protection of critical information infrastruc-
tures important to the national defense and economic security of the nation that
are designed, built, and operated by the private sector; and

“(6) recognize that the selection of specific technical hardware and software
information security solutions should be left to individual agencies from among
commercially developed products.

“§ 3532. Definitions

“(a) IN GENERAL.—Except as provided under subsection (b), the definitions under
section 3502 shall apply to this subchapter.
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“(b) ADDITIONAL DEFINITIONS.—As used in this subchapter—

“(1) the term ‘information security’ means protecting information and infor-
mation systems from unauthorized access, use, disclosure, disruption, modifica-
tion, or destruction in order to provide—

“(A) integrity, which means guarding against improper information modi-
fication or destruction, and includes ensuring information nonrepudiation
and authenticity;

“(B) confidentiality, which means preserving authorized restrictions on
access and disclosure, including means for protecting personal privacy and
proprietary information; and

“(C) availability, which means ensuring timely and reliable access to and
use of information;

“(2) the term ‘national security system’ means any information system
(including any telecommunications system) used or operated by an agency or by
a contractor of an agency, or other organization on behalf of an agency—

“(A) the function, operation, or use of which—

“(1) involves intelligence activities;
“(i1) involves cryptologic activities related to national security;
“(iii) involves command and control of military forces;
“(iv) involves equipment that is an integral part of a weapon or weap-
ons system; or
“(v) is critical to the direct fulfillment of military or intelligence mis-
sions,
except that this subparagraph does not include a system that is used for
routine administrative and business applications (including payroll, finance,
logistics, and personnel management applications); or

“(B) is protected at all times by procedures established for information
that have been specifically authorized under criteria established by an Ex-
ecutive order or an Act of Congress to be kept classified in the interest of
national defense or foreign policy; and

“(3) the term ‘information technology’ has the meaning given that term in sec-
tion 11101 of title 40.

“§3533. Authority and functions of the Director

“(a) The Director shall oversee agency information security policies and practices,
including—

“(1) developing and overseeing the implementation of policies, principles,
standards, and guidelines on information security, including through the pro-
mulgation of standards and guidelines under section 11331 of title 40;

“(2) requiring agencies, consistent with the standards promulgated under
such section 11331 and the requirements of this subchapter, to identify and pro-
vide information security protections commensurate with the risk and mag-
nitude of the harm resulting from the unauthorized access, use, disclosure, dis-
ruption, modification, or destruction of—

“(A) information collected or maintained by or on behalf of an agency; or
“(B) information systems used or operated by an agency or by a con-
tractor of an agency or other organization on behalf of an agency;

“(3) coordinating the development of standards and guidelines under section
20 of the National Institute of Standards and Technology Act (15 U.S.C. 278g—
3) with agencies and offices operating or exercising control of national security
systems (including the National Security Agency) to assure, to the maximum ex-
tent feasible, that such standards and guidelines are complementary with
standards and guidelines developed for national security systems;

“(4) overseeing agency compliance with the requirements of this subchapter,
including through any authorized action under section 11303 of title 40, to en-
force accountability for compliance with such requirements;

“(5) reviewing at least annually, and approving or disapproving, agency infor-
mation security programs required under section 3534(b);

“(6) coordinating information security policies and procedures with related in-
formation resources management policies and procedures;

“(7) overseeing the operation of the Federal information security incident cen-
ter required under section 3536; and

“(8) reporting to Congress no later than March 1 of each year on agency com-
pliance with the requirements of this subchapter, including—

“(A) a summary of the findings of evaluations required by section 3535;

“(B) significant deficiencies in agency information security practices;

“(C) planned remedial action to address such deficiencies; and

“(D) a summary of, and the views of the Director on, the report prepared
by the National Institute of Standards and Technology under section
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20(e)(7) of the National Institute of Standards and Technology Act (15
U.S.C. 278g-3).
“(b) Except for the authorities described in paragraphs (4) and (8) of subsection
(a), the authorities of the Director under this section shall not apply to national se-
curity systems.

“§ 3534. Federal agency responsibilities

“(a) The head of each agency shall—

“(1) be responsible for—

“(A) providing information security protections commensurate with the
risk and magnitude of the harm resulting from unauthorized access, use,
disclosure, disruption, modification, or destruction of—

“(i) information collected or maintained by or on behalf of the agency;
and

“(i1) information systems used or operated by an agency or by a con-
tractor of an agency or other organization on behalf of an agency;

“(B) complying with the requirements of this subchapter and related poli-
cies, procedures, standards, and guidelines, including—

“(1) information security standards promulgated by the Director
under section 11331 of title 40; and

“(i1) information security standards and guidelines for national secu-
rity systems issued in accordance with law and as directed by the
President; and

“(C) ensuring that information security management processes are inte-
grated with agency strategic and operational planning processes;

“(2) ensure that senior agency officials provide information security for the in-
formation and information systems that support the operations and assets
under their control, including through—

“(A) assessing the risk and magnitude of the harm that could result from
the unauthorized access, use, disclosure, disruption, modification, or de-
struction of such information or information systems;

“(B) determining the levels of information security appropriate to protect
such information and information systems in accordance with standards
promulgated under section 11331 of title 40, for information security classi-
fications and related requirements;

“(C) implementing policies and procedures to cost-effectively reduce risks
to an acceptable level; and

“(D) periodically testing and evaluating information security controls and
techniques to ensure that they are effectively implemented,;

“(3) delegate to the agency Chief Information Officer established under sec-
tion 3506 (or comparable official in an agency not covered by such section) the
authority to ensure compliance with the requirements imposed on the agency
under this subchapter, including—

“(A) designating a senior agency information security officer who shall—

“d) carry out the Chief Information Officer’s responsibilities under
this section;

“(i1) possess professional qualifications, including training and experi-
ence, required to administer the functions described under this section;

“(i11) have information security duties as that official’s primary duty;
and

“(iv) head an office with the mission and resources to assist in ensur-
ing agency compliance with this section;

“(B) developing and maintaining an agencywide information security pro-
gram as required by subsection (b);

“(C) developing and maintaining information security policies, procedures,
and control techniques to address all applicable requirements, including
those issued under section 3533 of this title, and section 11331 of title 40;

“(D) training and overseeing personnel with significant responsibilities for
information security with respect to such responsibilities; and

“(E) assisting senior agency officials concerning their responsibilities
under paragraph (2);

“(4) ensure that the agency has trained personnel sufficient to assist the
agency in complying with the requirements of this subchapter and related poli-
cies, procedures, standards, and guidelines; and

“(5) ensure that the agency Chief Information Officer, in coordination with
other senior agency officials, reports annually to the agency head on the effec-
tiveness of the agency information security program, including progress of reme-
dial actions.
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“(b) Each agency shall develop, document, and implement an agencywide informa-
tion security program, approved by the Director under section 3533(a)(5), to provide
information security for the information and information systems that support the
operations and assets of the agency, including those provided or managed by an-
other agency, contractor, or other source, that includes—

“(1) periodic assessments of the risk and magnitude of the harm that could
result from the unauthorized access, use, disclosure, disruption, modification, or
destruction of information and information systems that support the operations
and assets of the agency;

“(2) policies and procedures that—

“(A) are based on the risk assessments required by paragraph (1);

. “(]13) cost-effectively reduce information security risks to an acceptable
evel,;

“(C) ensure that information security is addressed throughout the life
cycle of each agency information system; and

“(D) ensure compliance with—

“(i) the requirements of this subchapter;

“(i1) policies and procedures as may be prescribed by the Director,
anld information security standards promulgated under section 11331 of
title 40;

“(iii) minimally acceptable system configuration requirements, as de-
termined by the agency; and

“(iv) any other applicable requirements, including standards and
guidelines for national security systems issued in accordance with law
and as directed by the President;

“(3) subordinate plans for providing adequate information security for net-
works, facilities, and systems or groups of information systems, as appropriate;

“(4) security awareness training to inform personnel, including contractors
and other users of information systems that support the operations and assets
of the agency, of—

“(A) information security risks associated with their activities; and

“(B) their responsibilities in complying with agency policies and proce-
dures designed to reduce these risks;

“(5) periodic testing and evaluation of the effectiveness of information security
policies, procedures, and practices, to be performed with a frequency depending
on risk, but no less than annually, of which such testing—

“(A) shall include testing of management, operational, and technical con-
trols of every information system identified in the inventory required under
section 3505(c); and

“(B) may include testing relied on in a evaluation under section 3535;

“(6) a process for planning, implementing, evaluating, and documenting reme-
dial action to address any deficiencies in the information security policies, pro-
cedures, and practices of the agency;

“(7) procedures for detecting, reporting, and responding to security incidents,
ci)nsistent with standards and guidelines issued pursuant to section 3536(b), in-
cluding—

“(A) mitigating risks associated with such incidents before substantial
damage is done;

“(B) notifying and consulting with the Federal information security inci-
dent center referred to in section 3536; and

“(C) notifying and consulting with, as appropriate—

“(li) law enforcement agencies and relevant Offices of Inspector Gen-
eral;

“@1) an office designated by the President for any incident involving
a national security system; and

“(iii) any other agency or office, in accordance with law or as directed
by the President; and

“(8) plans and procedures to ensure continuity of operations for information
systems that support the operations and assets of the agency.

“(c) Each agency shall—

“(1) report annually to the Director, the Committees on Government Reform
and Science of the House of Representatives, the Committees on Governmental
Affairs and Commerce, Science, and Transportation of the Senate, the appro-
priate authorization and appropriations committees of Congress, and the Comp-
troller General on the adequacy and effectiveness of information security poli-
cies, procedures, and practices, and compliance with the requirements of this
subchapter, including compliance with each requirement of subsection (b);

“(2) address the adequacy and effectiveness of information security policies,
procedures, and practices in plans and reports relating to—
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“(A) annual agency budgets;

“(B) information resources management under subchapter 1 of this chap-
ter;

“(C) information technology management under subtitle III of title 40;

“(D) program performance under sections 1105 and 1115 through 1119 of
title 31, and sections 2801 and 2805 of title 39;

“(E) financial management under chapter 9 of title 31, and the Chief Fi-
nancial Officers Act of 1990 (31 U.S.C. 501 note; Public Law 101-576) (and
the amendments made by that Act);

“(F) financial management systems under the Federal Financial Manage-
ment Improvement Act (31 U.S.C. 3512 note); and

“(G) internal accounting and administrative controls under section 3512
of title 31, (known as the ‘Federal Managers Financial Integrity Act’); and

“(3) report any significant deficiency in a policy, procedure, or practice identi-
fied under paragraph (1) or (2)—

“(A) as a material weakness in reporting under section 3512 of title 31;
and

“(B) if relating to financial management systems, as an instance of a lack
of substantial compliance under the Federal Financial Management Im-
provement Act (31 U.S.C. 3512 note).

“d)(1) In addition to the requirements of subsection (c), each agency, in consulta-
tion with the Director, shall include as part of the performance plan required under
section 1115 of title 31 a description of—

“(A) the time periods, and
“(B) the resources, including budget, staffing, and training,
that are necessary to implement the program required under subsection (b).

“(2) The description under paragraph (1) shall be based on the risk assessments
required under subsection (b)(2)(1).

“(e) Each agency shall provide the public with timely notice and opportunities for
comment on proposed information security policies and procedures to the extent that
such policies and procedures affect communication with the public.

“§ 8535. Annual independent evaluation

“(a)(1) Each year each agency shall have performed an independent evaluation of
the information security program and practices of that agency to determine the ef-
fectiveness of such program and practices.

“(2) Each evaluation by an agency under this section shall include—

“(A) testing of the effectiveness of information security policies, procedures,
and practices of a representative subset of the agency’s information systems;

“(B) an assessment (made on the basis of the results of the testing) of compli-
ance with—

“(i) the requirements of this subchapter; and
“(i1) related information security policies, procedures, standards, and
guidelines; and

“(C) separate presentations, as appropriate, regarding information security re-
lating to national security systems.

“(b) Subject to subsection (¢)—

“(1) for each agency with an Inspector General appointed under the Inspector
General Act of 1978, the annual evaluation required by this section shall be per-
formed by the Inspector General or by an independent external auditor, as de-
termined by the Inspector General of the agency; and

“(2) for each agency to which paragraph (1) does not apply, the head of the
agency shall engage an independent external auditor to perform the evaluation.

“(c) For each agency operating or exercising control of a national security system,
that portion of the evaluation required by this section directly relating to a national
security system shall be performed—

“(1) only by an entity designated by the agency head; and

“(2) in such a manner as to ensure appropriate protection for information
associated with any information security vulnerability in such system commen-
surate with the risk and in accordance with all applicable laws.

“(d) The evaluation required by this section may be based in whole or in part on
an audit, evaluation, or report relating to programs or practices of the applicable
agency.

“(e)(1) Each year, not later than such date established by the Director, the head
of each agency shall submit to the Director the results of the evaluation required
under this section.

“(2) To the extent an evaluation required under this section directly relates to a
national security system, the evaluation results submitted to the Director shall con-



35

tain only a summary and assessment of that portion of the evaluation directly relat-
ing to a national security system.

“(f) Agencies and evaluators shall take appropriate steps to ensure the protection
of information which, if disclosed, may adversely affect information security. Such
protections shall be commensurate with the risk and comply with all applicable laws
and regulations.

“(g)(1) The Director shall summarize the results of the evaluations conducted
under this section in the report to Congress required under section 3533(a)(8).

“(2) The Director’s report to Congress under this subsection shall summarize in-
formation regarding information security relating to national security systems in
such a manner as to ensure appropriate protection for information associated with
any information security vulnerability in such system commensurate with the risk
and in accordance with all applicable laws.

“(3) Evaluations and any other descriptions of information systems under the au-
thority and control of the Director of Central Intelligence or of National Foreign In-
telligence Programs systems under the authority and control of the Secretary of De-
fense shall be made available to Congress only through the appropriate oversight
committees of Congress, in accordance with applicable laws.

“(h) The Comptroller General shall periodically evaluate and report to Congress
on—

“(1) the adequacy and effectiveness of agency information security policies and
practices; and
“(2) implementation of the requirements of this subchapter.

“§3536. Federal information security incident center

“(a) The Director shall ensure the operation of a central Federal information secu-
rity incident center to—

“(1) provide timely technical assistance to operators of agency information
systems regarding security incidents, including guidance on detecting and han-
dling information security incidents;

“(2) compile and analyze information about incidents that threaten informa-
tion security;

“(3) inform operators of agency information systems about current and poten-
tial information security threats, and vulnerabilities; and

“(4) consult with agencies or offices operating or exercising control of national
security systems (including the National Security Agency) and such other agen-
cies or offices in accordance with law and as directed by the President regarding
information security incidents and related matters.

“(b) Each agency operating or exercising control of a national security system
shall share information about information security incidents, threats, and
vulnerabilities with the Federal information security incident center to the extent
consistent with standards and guidelines for national security systems, issued in ac-
cordance with law and as directed by the President.

“§3537. National security systems
“The head of each agency operating or exercising control of a national security
system shall be responsible for ensuring that the agency—

“(1) provides information security protections commensurate with the risk and
magnitude of the harm resulting from the unauthorized access, use, disclosure,
disruption, modification, or destruction of the information contained in such sys-
tem;

“(2) implements information security policies and practices as required by
standards and guidelines for national security systems, issued in accordance
with law and as directed by the President; and

“(3) complies with the requirements of this subchapter.

“§ 3538. Authorization of appropriations

“There are authorized to be appropriated to carry out the provisions of this sub-
chapter such sums as may be necessary for each of fiscal years 2003 through 2007.

“§ 3539. Effect on existing law

“Nothing in this subchapter, section 11331 of title 40, or section 20 of the National
Standards and Technology Act (15 U.S.C. 278g—3) may be construed as affecting the
authority of the President, the Office of Management and Budget or the Director
thereof, the National Institute of Standards and Technology, or the head of any
agency, with respect to the authorized use or disclosure of information, including
with regard to the protection of personal privacy under section 552a of title 5, the
disclosure of information under section 552 of title 5, the management and disposi-
tion of records under chapters 29, 31, or 33 of title 44, the management of informa-
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tion resources under subchapter I of chapter 35 of this title, or the disclosure of in-
formation to the Congress or the Comptroller General of the United States.”.

(2) CLERICAL AMENDMENT.—The items in the table of sections at the begin-
ning of such chapter 35 under the heading “SUBCHAPTER II—INFORMATION
SECURITY” are amended to read as follows:

“3531. Purposes.

“3532. Definitions.

“3533. Authority and functions of the Director.
“3534. Federal agency responsibilities.

“3535. Annual independent evaluation.

“3536. Federal information security incident center.
“3537. National security systems.

“3538. Authorization of appropriations.

“3539. Effect on existing law.”.

(c) INFORMATION SECURITY RESPONSIBILITIES OF CERTAIN AGENCIES.—

(1) NATIONAL SECURITY RESPONSIBILITIES.—(A) Nothing in this Act (including
any amendment made by this Act) shall supersede any authority of the Sec-
retary of Defense, the Director of Central Intelligence, or other agency head, as
authorized by law and as directed by the President, with regard to the oper-
ation, control, or management of national security systems, as defined by sec-
tion 3532(b)(2) of title 44, United States Code.

(B) Section 2224 of title 10, United States Code, is amended—

(i) in subsection (b), by striking “(b) OBJECTIVES AND MINIMUM REQUIRE-
MENTS.—(1)” and inserting “(b) OBJECTIVES OF THE PROGRAM.—;
(i1) in subsection (b), by striking paragraph (2); and
(iii) in subsection (c), in the matter preceding paragraph (1), by inserting
, including through compliance with subtitle II of chapter 35 of title 44”
after “infrastructure”.

(2) ATOMIC ENERGY ACT OF 1954.—Nothing in this Act shall supersede any re-
quirement made by or under the Atomic Energy Act of 1954 (42 U.S.C. 2011
et seq.). Restricted data or formerly restricted data shall be handled, protected,
classified, downgraded, and declassified in conformity with the Atomic Energy
Act of 1954 (42 U.S.C. 2011 et seq.).

SEC. 302. MANAGEMENT OF INFORMATION TECHNOLOGY.

(a) IN GENERAL.—Section 11331 of title 40, United States Code, is amended to
read as follows:

«

“§11331. Responsibilities for federal information systems standards

“(a) INFORMATION SECURITY STANDARDS.—

“(1) IN GENERAL.—(A) Except as provided under paragraph (2), the Director
of the Office of Management and Budget shall, on the basis of proposed stand-
ards developed by the National Institute of Standards and Technology pursuant
to paragraph (3) of section 20(a) of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3(a)), promulgate information security stand-
ards pertaining to Federal information systems.

“(B) Standards promulgated under subparagraph (A) shall include—

“(i) standards that provide minimum information security requirements
as determined under section 20(b) of the National Institute of Standards
and Technology Act (15 U.S.C. 278g-3(b)); and

“(i1) such standards that are otherwise necessary to improve the efficiency
of operation or security of Federal information systems.

“(C) Information security standards described under subparagraph (B) shall
be compulsory and binding.

“(2) NATIONAL SECURITY SYSTEMS.—Standards and guidelines for national se-
curity systems under this subsection shall be developed, promulgated, enforced,
and overseen as otherwise authorized by law and as directed by the President.

“(3) AGENCY HEAD AUTHORITY.—The head of an agency may employ standards
for the cost-effective information security for all operations and assets within
or under the supervision of that agency that are more stringent than the stand-
ards promulgated by the Director under this subsection, if such standards—

“(A) contain, at a minimum, the provisions of those applicable standards
made compulsory and binding by the Director; and

“(B) are otherwise consistent with policies and guidelines issued under
section 3533 of title 44.

“(4) DECISIONS ON PROMULGATION OF STANDARDS.—(A) The decision regarding
the promulgation of any standard by the Director under paragraphs (1) and (2)
shall occur not later than 6 months after the submission of the proposed stand-
ard to the Director by the National Institute of Standards and Technology, as
provided under section 20 of the National Institute of Standards and Tech-
nology Act (15 U.S.C. 278g-3).
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“(B) A decision by the Director to significantly modify, or not promulgate, a
proposed standard submitted to the Director by the National Institute of Stand-
ards and Technology, as provided under section 20 of the National Institute of
Standards and Technology Act (15 U.S.C. 278g-3), shall be made after the pub-
lic is given an opportunity to comment on the Director’s proposed decision.

“(b) ADDITIONAL STANDARDS RELATING TO FEDERAL INFORMATION SYSTEMS.—

“(1) IN GENERAL.—Except as provided under paragraph (2), the Secretary of
Commerce shall, on the basis of proposed standards developed by the National
Institute of Standards and Technology pursuant to paragraph (2) of section
20(a) of the National Institute of Standards and Technology Act (15 U.S.C.
278g—3(a)) and in consultation with the Director of the Office of Management
and Budget, promulgate standards pertaining to Federal information systems.
The Secretary shall make such standards compulsory and binding to the extent
that the Secretary determines necessary to improve the efficiency and effective-
ness of the operation of Federal information systems.

“(2) NATIONAL SECURITY SYSTEMS.—Standards and guidelines for national se-
curity systems under this subsection shall be developed, promulgated, enforced,
and overseen as otherwise authorized by law and as directed by the President.

“(3) AUTHORITY OF SECRETARY.—The authority conferred upon the Secretary
of Commerce by this subsection shall be exercised subject to direction by the
President and in coordination with the Director of the Office of Management
and Budget to ensure fiscal and policy consistency.

“(4) AGENCY HEAD AUTHORITY.—The head of an agency may employ standards
for information systems that are more stringent than the standards promul-
gated by the Secretary of Commerce under this subsection, if such standards
contain, at a minimum, the provisions of those applicable standards made com-
pulsory and binding by the Secretary of Commerce.

“(c) DEFINITIONS.—In this section:

“(1) FEDERAL INFORMATION SYSTEM.—The term ‘Federal information system’
means an information system used or operated by an agency, by a contractor
of an agency, or by another organization on behalf of an agency.

“(2) INFORMATION SECURITY.—The term ‘information security’ has the mean-
ing given that term in section 3532(b)(1) of title 44.

“(3) NATIONAL SECURITY SYSTEM.—The term ‘national security system’ has the
meaning given that term in section 3532(b)(2) of title 44.”.

(b) CLERICAL AMENDMENT.—The item relating to section 11331 in the table of sec-
tions at the beginning of chapter 113 of such title is amended to read as follows:

“11331. Responsibilities for Federal information systems standards.”.
SEC. 303. NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY.

Section 20 of the National Institute of Standards and Technology Act (15 U.S.C.
278g-3), is amended by striking the text and inserting the following:
“(a) The Institute shall—

“(1) have the mission of developing standards, guidelines, and associated
methods and techniques for information systems;

“(2) develop standards and guidelines, including minimum requirements, for
information systems used or operated by an agency or by a contractor of an
agency or other organization on behalf of an agency, other than national secu-
ritg systems (as defined in section 3532(b)(2) of title 44, United States Code);
an

“(3) develop standards and guidelines, including minimum requirements, for
providing adequate information security for all agency operations and assets,
but such standards and guidelines shall not apply to national security systems.

“(b) The standards and guidelines required by subsection (a) shall include, at a
minimum—

“(1)(A) standards to be used by all agencies to categorize all information and
information systems collected or maintained by or on behalf of each agency
based on the objectives of providing appropriate levels of information security
according to a range of risk levels;

“(B) guidelines recommending the types of information and information sys-
tems to be included in each such category; and

“(C) minimum information security requirements for information and infor-
mation systems in each such category;

“(2) a definition of and guidelines concerning detection and handling of infor-
mation security incidents; and

“(3) guidelines developed in coordination with the National Security Agency
for identifying an information system as a national security system consistent
with applicable requirements for national security systems, issued in accordance
with law and as directed by the President.
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“(c) In developing standards and guidelines required by subsections (a) and (b),
the Institute shall—

“(1) consult with other agencies and offices and the private sector (including
the Director of the Office of Management and Budget, the Departments of De-
fense and Energy, the National Security Agency, the General Accounting Office,
and the Secretary of Homeland Security) to assure—

“(A) use of appropriate information security policies, procedures, and
techniques, in order to improve information security and avoid unnecessary
and costly duplication of effort; and

“(B) that such standards and guidelines are complementary with stand-
ards and guidelines employed for the protection of national security systems
and information contained in such systems;

“(2) provide the public with an opportunity to comment on proposed standards
and guidelines;

“(3) submit to the Director of the Office of Management and Budget for pro-
mulgation under section 11331 of title 40, United States Code—

“(A) standards, as required under subsection (b)(1)(A), no later than 12
months after the date of the enactment of this section; and

“(B) minimum information security requirements for each category, as re-
quired under subsection (b)(1)(C), no later than 36 months after the date
of the enactment of this section;

“(4) issue guidelines as required under subsection (b)(1)(B), no later than 18
months after the date of the enactment of this section;

“(5) ensure that such standards and guidelines do not specify the use or pro-
curement of certain products, including any specific hardware or software;

“(6) ensure that such standards and guidelines provide for sufficient flexibility
to permit alternative solutions to provide equivalent levels of protection for
identified information security risks; and

“(7) use flexible, performance-based standards and guidelines that, to the
greatest extent possible, permit the use of off-the-shelf commercially developed
information security products.

“(d)(1) There is established in the Institute an Office for Information Security Pro-

grams.

“(2) The Office for Information Security Programs shall be headed by a Director,
who shall be a senior executive and shall be compensated at a level in the Senior
Executive Service under section 5382 of title 5, United States Code, as determined
by the Secretary of Commerce.

“(3) The Director of the Institute shall delegate to the Director of the Office of
Information Security Programs the authority to administer all functions under this
section, except that any such delegation shall not relieve the Director of the Insti-
tute of responsibility for the administration of such functions. The Director of the
Office of Information Security Programs shall serve as principal adviser to the Di-
rector of the Institute on all functions under this section.

“(e) The Institute shall—

“(1) submit standards developed pursuant to subsection (a), along with rec-
ommendations as to the extent to which these should be made compulsory and
binding, to the Director of the Office of Management and Budget for promulga-
tion under section 11331 of title 40, United States Code;

“(2) provide assistance to agencies regarding—

“(A) compliance with the standards and guidelines developed under sub-
section (a);

“(B) detecting and handling information security incidents; and

“(C) information security policies, procedures, and practices;

“(38) conduct research, as needed, to determine the nature and extent of infor-
mation security vulnerabilities and techniques for providing cost-effective infor-
mation security;

“(4) develop and periodically revise performance indicators and measures for
agency information security policies and practices;

“(5) evaluate private sector information security policies and practices and
commercially available information technologies to assess potential application
by agencies to strengthen information security;

“(6) evaluate security policies and practices developed for national security
systems to assess potential application by agencies to strengthen information
security;

“(7) periodically assess the effectiveness of standards and guidelines devel-
oped under this section and undertake revisions as appropriate;

“(8) solicit and consider the recommendations of the Information Security and
Privacy Advisory Board, established by section 21, regarding standards and
guidelines developed under subsection (a) and submit such recommendations to
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the Director of the Office of Management and Budget with such standards sub-
mitted to the Director; and

“(9) prepare an annual public report on activities undertaken in the previous
year, and planned for the coming year, to carry out responsibilities under this
section.

“(f) As used in this section—

“(1) the term ‘agency’ has the same meaning as provided in section 3502(1)
of title 44, United States Code;

“(2) the term ‘information security’ has the same meaning as provided in sec-
tion 3532(b)(1) of such title;

“(3) the term ‘information system’ has the same meaning as provided in sec-
tion 3502(8) of such title;

“(4) the term ‘information technology’ has the same meaning as provided in
section 11101 of title 40, United States Code; and

“(5) the term ‘national security system’ has the same meaning as provided in
section 3532(b)(2) of title 44, United States Code.

“(g) There are authorized to be appropriated to the Secretary of Commerce
$20,000,000 for each of fiscal years 2003, 2004, 2005, 2006, and 2007 to enable the
National Institute of Standards and Technology to carry out the provisions of this
section.”.

SEC. 304. INFORMATION SECURITY AND PRIVACY ADVISORY BOARD.

Section 21 of the National Institute of Standards and Technology Act (15 U.S.C.
278g—4), is amended—

(1) in subsection (a), by striking “Computer System Security and Privacy Ad-
visory Board” and inserting “Information Security and Privacy Advisory Board”;

(2) in subsection (a)(1), by striking “computer or telecommunications” and in-
serting “information technology”;

(3) in subsection (a)(2)—

(A) by striking “computer or telecommunications technology” and insert-
ing “information technology”; and

(B) by striking “computer or telecommunications equipment” and insert-
ing “information technology”;

(4) in subsection (a)(3)—

(é&) by striking “computer systems” and inserting “information system”;
an

(B) by striking “computer systems security” and inserting “information
security”;

(5) in subsection (b)(1) by striking “computer systems security” and inserting
“information security”;

(6) in subsection (b) by striking paragraph (2) and inserting the following:

“(2) to advise the Institute and the Director of the Office of Management and
Budget on information security and privacy issues pertaining to Federal Gov-
ernment information systems, including through review of proposed standards
and guidelines developed under section 20; and”;

(7) in subsection (b)(3) by inserting “annually” after “report”;

(8) by inserting after subsection (e) the following new subsection:

“(f) The Board shall hold meetings at such locations and at such time and place
as determined by a majority of the Board.”;

(9) by redesignating subsections (f) and (g) as subsections (g) and (h), respec-
tively; and

(10) by striking subsection (h), as redesignated by paragraph (9), and insert-
ing the following:

“(h) As used in this section, the terms ‘information system’ and ‘information tech-
nology’ have the meanings given in section 20.”.

SEC. 305. TECHNICAL AND CONFORMING AMENDMENTS.

(a) COMPUTER SECURITY ACT.—Subsections (b) and (c) of section 11332 of title 40,
United States Code, are repealed.

(b) FLOYD D. SPENCE NATIONAL DEFENSE AUTHORIZATION ACT FOR FISCAL YEAR
2001.—The Floyd D. Spence National Defense Authorization Act for Fiscal Year
2001 (Public Law 106-398) is amended by striking section 1062 (44 U.S.C. 3531
note).

(c) PAPERWORK REDUCTION AcCT.—(1) Section 3504(g) of title 44, United States
Code, is amended—

(A) by adding “and” at the end of paragraph (1);

(B) in paragraph (2)—

(i) by striking “sections 11331 and 11332(b) and (c) of title 40” and insert-
ing “section 11331 of title 40 and subchapter II of this chapter”; and
(i1) by striking “; and” and inserting a period; and
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(C) by striking paragraph (3).

(2) Section 3505 of such title is amended by adding at the end—

“(c)(1) The head of each agency shall develop and maintain an inventory of major
information systems (including major national security systems) operated by or
under the control of such agency.

“(2) The identification of information systems in an inventory under this sub-
section shall include an identification of the interfaces between each such system
and all other systems or networks, including those not operated by or under the con-
trol of the agency.

“(8) Such inventory shall be—

“(A) updated at least annually;
“(B) made available to the Comptroller General; and
“(C) used to support information resources management, including—

“(i) preparation and maintenance of the inventory of information re-
sources under section 3506(b)(4);

“(i1) information technology planning, budgeting, acquisition, and man-
agement under section 3506(h), subtitle III of title 40, and related laws and
guidance;

“(iii) monitoring, testing, and evaluation of information security controls
under subchapter II;

“(iv) preparation of the index of major information systems required
under section 552(g) of title 5, United States Code; and

“(v) preparation of information system inventories required for records
management under chapters 21, 29, 31, and 33.

“(4) The Director shall issue guidance for and oversee the implementation of the
requirements of this subsection.”.

(3) Section 3506(g) of such title is amended—

(A) by adding “and” at the end of paragraph (1);
(B) in paragraph (2)—

(1) by striking “section 11332 of title 40” and inserting “subchapter II of
this chapter”; and

(i1) by striking “; and” and inserting a period; and

(C) by striking paragraph (3).
SEC. 306. CONSTRUCTION.

Nothing in this title, or the amendments made by this title, affects the authority
of the National Institute of Standards and Technology or the Department of Com-
merce relating to the development and promulgation of standards or guidelines
under paragraphs (1) and (2) of section 20(a) of the National Institute of Standards
and Technology Act (15 U.S.C. 278g-3(a)).

TITLE IV—AUTHORIZATION OF
APPROPRIATIONS AND EFFECTIVE DATES

SEC. 401. AUTHORIZATION OF APPROPRIATIONS.

Except for those purposes for which an authorization of appropriations is specifi-
cally provided in title I or II, including the amendments made by such titles, there
are authorized to be appropriated such sums as are necessary to carry out titles I
and II for each of fiscal years 2003 through 2007.

SEC. 402. EFFECTIVE DATES.

(a) TriTLES I AND II.—

(1) IN GENERAL.—Except as provided under paragraph (2), titles I and II and
the amendments made by such titles shall take effect 120 days after the date
of enactment of this Act.

(2) IMMEDIATE ENACTMENT.—Sections 207, 214, and 215 shall take effect on
the date of enactment of this Act.

(b) TiTLES III AND IV.—Title III and this title shall take effect on the date of en-
actment of this Act.

TITLE V—CONFIDENTIAL INFORMATION
PROTECTION AND STATISTICAL EFFICIENCY

SEC. 501. SHORT TITLE.

This title may be cited as the “Confidential Information Protection and Statistical
Efficiency Act of 2002”.
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SEC. 502. DEFINITIONS.

As used in this title:

(1) The term “agency” means any entity that falls within the definition of the
term “executive agency” as defined in section 102 of title 31, United States
Code, or “agency”, as defined in section 3502 of title 44, United States Code.

(2) The term “agent”—

(A) means an employee of a private organization or a researcher affiliated
with an institution of higher learning (including a person granted special
sworn status by the Bureau of the Census under section 23(c) of title 13,
United States Code) with whom a contract or other agreement is executed,
on a temporary basis, by an executive agency to perform exclusively statis-
tical activities under the control and supervision of an officer or employee
of that agency; or

(B) means an individual who is working under the authority of a govern-
ment entity with which a contract or other agreement is executed by an ex-
ecutive agency to perform exclusively statistical activities under the control
of an officer or employee of that agency; or

(C) means an individual who is a self-employed researcher, a consultant,
or a contractor, or who is an employee of a contractor and with whom a
contract or other agreement is executed by an executive agency to perform
a statistical activity under the control of an officer or employee of that
agency; or

(D) means an individual who is a contractor or who is an employee of a
contractor engaged by the agency to design or maintain the systems for
handling or storage of data received under this title; and

(E) who agrees in writing to comply with all provisions of law that affect
information acquired by that agency.

(3) The term “business data” means operating and financial data and infor-
mation about businesses, tax-exempt organizations, and government entities.

(4) The term “identifiable form” means any representation of information that
permits the identity of the respondent to whom the information applies to be
reasonably inferred by either direct or indirect means.

(5) The term “nonstatistical purpose”—

(A) means the use of data in identifiable form for any purpose that is not
a statistical purpose, including any administrative, regulatory, law enforce-
ment, adjudicatory, or other purpose that affects the rights, privileges, or
benefits of a particular identifiable respondent; and

(B) includes the disclosure under section 552 of title 5, United States
Code (popularly known as the Freedom of Information Act) of data that are
ac%uired for exclusively statistical purposes under a pledge of confiden-
tiality.

(6) The term “respondent” means a person who, or organization that, is re-
quested or required to supply information to an agency, is the subject of infor-
mation requested or required to be supplied to an agency, or provides that infor-
mation to an agency.

(7) The term “statistical activities”—

(A) means the collection, compilation, processing, or analysis of data for
the purpose of describing or making estimates concerning the whole, or rel-
evant groups or components within, the economy, society, or the natural en-
vironment; and

(B) includes the development of methods or resources that support those
activities, such as measurement methods, models, statistical classifications,
or sampling frames.

(8) The term “statistical agency or unit” means an agency or organizational
unit of the executive branch whose activities are predominantly the collection,
compilation, processing, or analysis of information for statistical purposes.

(9) The term “statistical purpose”—

(A) means the description, estimation, or analysis of the characteristics
of groups, without identifying the individuals or organizations that com-
prise such groups; and

(B) includes the development, implementation, or maintenance of meth-
ods, technical or administrative procedures, or information resources that
support the purposes described in subparagraph (A).

SEC. 503. COORDINATION AND OVERSIGHT OF POLICIES.

(a) IN GENERAL.—The Director of the Office of Management and Budget shall co-
ordinate and oversee the confidentiality and disclosure policies established by this
title. The Director may promulgate rules or provide other guidance to ensure con-
sistent interpretation of this title by the affected agencies.
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(b) AGENCY RULES.—Subject to subsection (c), agencies may promulgate rules to
implement this title. Rules governing disclosures of information that are authorized
by this title shall be promulgated by the agency that originally collected the infor-
mation.

(¢) REVIEW AND APPROVAL OF RULES.—The Director shall review any rules pro-
posed by an agency pursuant to this title for consistency with the provisions of this
title and chapter 35 of title 44, United States Code, and such rules shall be subject
to the approval of the Director.

(d) REPORTS.—

(1) The head of each agency shall provide to the Director of the Office of Man-
agement and Budget such reports and other information as the Director re-
quests.

(2) Each Designated Statistical Agency referred to in section 522 shall report
annually to the Director of the Office of Management and Budget, the Com-
mittee on Government Reform of the House of Representatives, and the Com-
mittee on Governmental Affairs of the Senate on the actions it has taken to im-
plement sections 523 and 524. The report shall include copies of each written
agreement entered into pursuant to section 524(a) for the applicable year.

(3) The Director of the Office of Management and Budget shall include a sum-
mary of reports submitted to the Director under paragraph (2) and actions
taken by the Director to advance the purposes of this title in the annual report
to the Congress on statistical programs prepared under section 3504(e)(2) of
title 44, United States Code.

SEC. 504. EFFECT ON OTHER LAWS.

(a) SECTION 3510 OF TITLE 44, UNITED STATES CODE.—This title, including
amendments made by this title, does not diminish the authority under section 3510
of title 44, United States Code, of the Director of the Office of Management and
Budget to direct, and of an agency to make, disclosures that are not inconsistent
with any applicable law.

(b) SECTIONS 8, 16, 301, AND 401 OF TITLE 13 AND SECTION 2108 OF TITLE 44,
UNITED STATES CODE.—This title, including amendments made by this title, does
not diminish the authority of the Bureau of the Census to provide information in
accordance with sections 8, 16, 301, and 401 of title 13 and section 2108 of title 44,
United States Code.

(c) SECTION 9 OF TITLE 13, UNITED STATES CODE.—This title, including amend-
ments made by this title, shall not be construed as authorizing the disclosure for
nonstatistical purposes of demographic data or information collected by the Census
Bureau pursuant to section 9 of title 13, United States Code.

(d) SECTION 12 OF THE FEDERAL ENERGY ADMINISTRATION ACT OF 1974.—In ac-
cordance with the provisions of this title, data acquired for exclusively statistical
purposes under a pledge of confidentiality are exempt from mandatory disclosure in
identifiable form for nonstatistical purposes under section 12 of the Federal Energy
Administration Act of 1974 (15 U.S.C. 771).

(e) PREEMPTION OF STATE LAW.—Nothing in this title shall preempt applicable
State law regarding the confidentiality of data collected by the States.

(f) STATUTES REGARDING FALSE STATEMENTS.—Notwithstanding section 512, infor-
mation collected by an agency for exclusively statistical purposes under a pledge of
confidentiality may be provided by the collecting agency to a law enforcement agen-
cy for the prosecution of submissions to the collecting agency of false statistical in-
formation under statutes that authorize criminal penalties (such as section 221 of
title 13, United States Code) or civil penalties for the provision of false statistical
inf(ir{nation, unless such disclosure or use would otherwise be prohibited under Fed-
eral law.

(g) CONSTRUCTION.—Nothing in this title shall be construed as restricting or di-
minishing any confidentiality protections or penalties for unauthorized disclosure
that otherwise apply to data or information collected for statistical purposes or non-
statistical purposes, including, but not limited to, section 6103 of the Internal Rev-
enue Code of 1986 (26 U.S.C. 6103).

Subtitle A—Confidential Information Protection

SEC. 511. FINDINGS AND PURPOSES.
(a) FINDINGS.—Congress finds the following:
(1) Individuals, businesses, and other organizations have varying degrees of
legal protection when providing information to the Federal Government for
strictly statistical purposes.
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(2) Pledges of confidentiality by the Federal Government provide assurances
to the public that information about individuals or organizations or provided by
individuals or organizations for exclusively statistical purposes will be held in
confidence and will not be used against such individuals or organizations in any
Federal Government action.

(3) Protecting the confidentiality interests of individuals or organizations who
provide information for Federal statistical programs serves both the interests of
the public and the needs of society.

(4) Declining trust of the public in the protection of information provided to
the Federal Government adversely affects both the accuracy and completeness
of statistical analyses.

(5) Ensuring that information provided for statistical purposes receives pro-
tection is essential in continuing public cooperation in statistical programs.

(b) PURPOSES.—The purposes of this subtitle are the following:

(1) To ensure that information supplied by individuals or organizations to an
agency for statistical purposes under a pledge of confidentiality is used exclu-
sively for statistical purposes.

(2) To ensure that individuals or organizations who supply information to the
Federal Government for statistical purposes will neither have that information
disclosed in identifiable form to anyone not authorized by this title nor have
that information used for any purpose other than a statistical purpose.

(3) To safeguard the confidentiality of individually identifiable information ac-
quired under a pledge of confidentiality for statistical purposes by controlling
access to, and uses made of, such information.

SEC. 512. LIMITATIONS ON USE AND DISCLOSURE OF DATA AND INFORMATION.

(a) USE OF STATISTICAL DATA OR INFORMATION.—Data or information acquired by
an agency under a pledge of confidentiality and for exclusively statistical purposes
shall be used by officers, employees, or agents of the agency exclusively for statis-
tical purposes.

(b) DISCLOSURE OF STATISTICAL DATA OR INFORMATION.—

(1) Data or information acquired by an agency under a pledge of confiden-
tiality for exclusively statistical purposes shall not be disclosed by an agency in
identifiable form, for any use other than an exclusively statistical purpose, ex-
cept with the informed consent of the respondent.

(2) A disclosure pursuant to paragraph (1) is authorized only when the head
of the agency approves such disclosure and the disclosure is not prohibited by
any other law.

(3) This section does not restrict or diminish any confidentiality protections
in law that otherwise apply to data or information acquired by an agency under
a pledge of confidentiality for exclusively statistical purposes.

(c) RULE FOR USE OF DATA OR INFORMATION FOR NONSTATISTICAL PURPOSES.—A
statistical agency or unit shall clearly distinguish any data or information it collects
for nonstatistical purposes (as authorized by law) by a rule that provides that the
respondent supplying the data or information is fully informed, before the data or
information is collected, that the data or information could be used for nonstatistical
purposes.

(d) DESIGNATION OF AGENTS.—A statistical agency or unit may designate agents,
by contract or by entering into a special agreement containing the provisions re-
quired by section 502, who may perform exclusively statistical activities, subject to
the limitations and penalties described in this title.

SEC. 513. FINES AND PENALTIES.

Whoever, being an officer, employee, or agent of an agency acquiring information
for exclusively statistical purposes, having taken and subscribed the oath of office,
or having sworn to observe the limitations imposed by section 512, comes into pos-
session of such information by reason of his or her being an officer, employee, or
agent and, knowing that the disclosure of the specific information is prohibited
under the provisions of this title, willfully discloses the information in any manner
to a person or agency not entitled to receive it, shall be guilty of a class E felony
and imprisoned for not more than 5 years, or fined not more than $250,000, or both.

Subtitle B—Statistical Efficiency

SEC. 521. FINDINGS AND PURPOSES.
(a) FINDINGS.—Congress finds the following:
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(1) Federal statistics are an important source of information for public and
private decision-makers such as policymakers, consumers, businesses, investors,
and workers.

(2) Federal statistical agencies should continuously seek to improve their effi-
ciency. Statutory constraints limit the ability of these agencies to share data
and thus to achieve higher efficiency for Federal statistical programs.

(3) The quality of Federal statistics depends on the willingness of businesses
to respond to statistical surveys. Reducing reporting burdens will increase re-
sponse rates, and therefore lead to more accurate characterizations of the econ-
omy.

(4) Enhanced sharing of business data among the Bureau of the Census, the
Bureau of Economic Analysis, and the Bureau of Labor Statistics for exclusively
statistical purposes will improve their ability to track more accurately the large
and rapidly changing nature of United States business. In particular, the statis-
tical agencies will be able to better ensure that businesses are consistently clas-
sified in appropriate industries, resolve data anomalies, produce statistical sam-
ples that are consistently adjusted for the entry and exit of new businesses in
a timely manner, and correct faulty reporting errors quickly and efficiently.

(5) Congress enacted the International Investment and Trade in Services Act
of 1990 that allowed the Bureau of the Census, the Bureau of Economic Anal-
ysis, and the Bureau of Labor Statistics to share data on foreign-owned compa-
nies. The Act not only expanded detailed industry coverage from 135 industries
to over 800 industries with no increase in the data collected from respondents
but also demonstrated how data sharing can result in the creation of valuable
data products.

(6) With subtitle A of this title, the sharing of business data among the Bu-
reau of the Census, the Bureau of Economic Analysis, and the Bureau of Labor
Statistics continues to ensure the highest level of confidentiality for respondents
to statistical surveys.

(b) PURPOSES.—The purposes of this subtitle are the following:

(1) To authorize the sharing of business data among the Bureau of the Cen-
sus, the Bureau of Economic Analysis, and the Bureau of Labor Statistics for
exclusively statistical purposes.

(2) To reduce the paperwork burdens imposed on businesses that provide re-
quested information to the Federal Government.

(3) To improve the comparability and accuracy of Federal economic statistics
by allowing the Bureau of the Census, the Bureau of Economic Analysis, and
the Bureau of Labor Statistics to update sample frames, develop consistent clas-
sifications of establishments and companies into industries, improve coverage,
and reconcile significant differences in data produced by the three agencies.

(4) To increase understanding of the United States economy, especially for
key industry and regional statistics, to develop more accurate measures of the
impact of technology on productivity growth, and to enhance the reliability of
the Nation’s most important economic indicators, such as the National Income
and Product Accounts.

SEC. 522. DESIGNATION OF STATISTICAL AGENCIES.

For purposes of this subtitle, the term “Designated Statistical Agency” means
each of the following:
(1) The Bureau of the Census of the Department of Commerce.
(2) The Bureau of Economic Analysis of the Department of Commerce.
(3) The Bureau of Labor Statistics of the Department of Labor.

SEC. 523. RESPONSIBILITIES OF DESIGNATED STATISTICAL AGENCIES.

The head of each of the Designated Statistical Agencies shall—

(1) identify opportunities to eliminate duplication and otherwise reduce re-
porting burden and cost imposed on the public in providing information for sta-
tistical purposes;

(2) enter into joint statistical projects to improve the quality and reduce the
cost of statistical programs; and

(3) protect the confidentiality of individually identifiable information acquired
for statistical purposes by adhering to safeguard principles, including—

(A) emphasizing to their officers, employees, and agents the importance
of protecting the confidentiality of information in cases where the identity
of individual respondents can reasonably be inferred by either direct or in-
direct means;

(B) training their officers, employees, and agents in their legal obligations
to protect the confidentiality of individually identifiable information and in
the procedures that must be followed to provide access to such information;
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(C) implementing appropriate measures to assure the physical and elec-
tronic security of confidential data;

(D) establishing a system of records that identifies individuals accessing
confidential data and the project for which the data were required; and

(E) being prepared to document their compliance with safeguard prin-
ciples to other agencies authorized by law to monitor such compliance.

SEC. 524. SHARING OF BUSINESS DATA AMONG DESIGNATED STATISTICAL AGENCIES.

(a) IN GENERAL.—A Designated Statistical Agency may provide business data in
an identifiable form to another Designated Statistical Agency under the terms of a
written agreement among the agencies sharing the business data that specifies—

(1) the business data to be shared;

(2) the statistical purposes for which the business data are to be used;

(3) the officers, employees, and agents authorized to examine the business
data to be shared; and

(4) appropriate security procedures to safeguard the confidentiality of the
business data.

(b) RESPONSIBILITIES OF AGENCIES UNDER OTHER LAws.—The provision of busi-
ness data by an agency to a Designated Statistical Agency under this subtitle shall
in no way alter the responsibility of the agency providing the data under other stat-
utes (including section 552 of title 5, United States Code (popularly known as the
“Freedom of Information Act”), and section 552b of title 5, United States Code
(popularly known as the “Privacy Act of 1974”)) with respect to the provision or
withholding of such information by the agency providing the data.

(¢) RESPONSIBILITIES OF OFFICERS, EMPLOYEES, AND AGENTS.—Examination of
business data in identifiable form shall be limited to the officers, employees, and
agents authorized to examine the individual reports in accordance with written
agreements pursuant to this section. Officers, employees, and agents of a Des-
ignated Statistical Agency who receive data pursuant to this subtitle shall be sub-
ject to all provisions of law, including penalties, that relate—

(1) to the unlawful provision of the business data that would apply to the offi-
cers, employees, and agents of the agency that originally obtained the informa-
tion; and

(2) to the unlawful disclosure of the business data that would apply to offi-
cers, employees, and agents of the agency that originally obtained the informa-
tion.

(d) NoTICE.—Whenever a written agreement concerns data that respondents were
required by law to report and the respondents were not informed that the data
could be shared among the Designated Statistical Agencies, for exclusively statis-
tical purposes, the terms of such agreement shall be described in a public notice
issued by the agency that intends to provide the data. Such notice shall allow a min-
imum of 60 days for public comment.

SEC. 525. LIMITATIONS ON USE OF BUSINESS DATA PROVIDED BY DESIGNATED STATISTICAL
AGENCIES.
(a) IN GENERAL.—Business data provided by a Designated Statistical Agency pur-
suant to this subtitle shall be used exclusively for statistical purposes.
(b) PUBLICATION OF DATA.—Publication of business data acquired by a Designated
Statistical Agency shall occur in a manner whereby the data furnished by any par-
ticular respondent are not in identifiable form.

SEC. 526. CONFORMING AMENDMENTS.

(a) DEPARTMENT OF COMMERCE.—Section 1 of the Act of January 27, 1938 (15
U.S.C. 176a) is amended by striking “The” and inserting “Except as provided in the
Confidential Information Protection and Statistical Efficiency Act of 2002, the”.

(b) TiTLE 13.—Chapter 10 of title 13, United States Code, is amended—

(1) by adding after section 401 the following:

“§402. Providing business data to Designated Statistical Agencies

“The Bureau of the Census may provide business data to the Bureau of Economic
Analysis and the Bureau of Labor Statistics (‘Designated Statistical Agencies’) if
such information is required for an authorized statistical purpose and the provision
is the subject of a written agreement with that Designated Statistical Agency, or
their successors, as defined in the Confidential Information Protection and Statis-
tical Efficiency Act of 2002.”; and

(2) in the table of sections for the chapter by adding after the item relating
to section 401 the following:

“402. Providing business data to Designated Statistical Agencies.”.
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I. PURPOSE

H.R. 2458, the bipartisan, “Electronic Government Act of 2002,”
introduced by Congressman Jim Turner (TX), provides a new
framework for managing the Federal government’s information re-
sources and increasing the availability of information to citizens
through electronic government initiatives. The act establishes an
E-Government fund and creates a new Office of Electronic Govern-
ment in the Office of Management and Budget, which will be led
by a presidentially appointed E-Government Administrator. The
new office can then focus on better management of our information
resources. H.R. 2458 includes several provisions intended to ensure
greater citizen access to the Federal government through the im-
proved application of information technology (IT). The act strength-
ens information security government-wide and addresses the man-
agement and protection of information collected for statistical pur-
poses. It also encourages contractor innovation for information
technology solutions that will enhance electronic government serv-
ices and processes, and allows for the limited use of share-in-sav-
ings contracts for the procurement of information technology solu-
tions.

II. BACKGROUND AND NEED FOR LEGISLATION

The Federal government, as well as State and local governments,
are increasingly turning to the Internet and other information tech-
nologies to conduct the business of government. In addition to in-
ternal agency electronic initiatives, Federal agencies are conducting
paperless acquisitions for goods and services, developing interactive
electronic services for the public, and engaging in electronic collec-
tion and dissemination of information. Electronic government is the
term that captures this use of technology, particularly Web-based
Internet applications, to enhance the access to and delivery of gov-
ernment information and services to citizens, businesses, employ-
ees, agencies, and other governments.

As the General Accounting Office (GAO) has pointed out: “While
the Internet opens new opportunities for streamlining processes
and enhancing delivery of services, federal executives and man-
agers must also be cognizant of the responsibilities and challenges
that accompany these opportunities. These challenges include (1)
sustaining committed executive leadership, (2) building effective e-
government business cases, (3) maintaining a citizen focus, (4) pro-
tecting personal privacy, (5) implementing appropriate security
controls, (6) maintaining electronic records, (7) maintaining a ro-
bust technical infrastructure, (8) addressing human capital con-
cerns, and (9) ensuring uniform service to the public.” ! These chal-
lenges must be met in order for E-Government initiatives to suc-
ceed. Therefore, this act provides for critically needed training for
information technology managers, improvements in information se-
curity, and facilitates the procurement of information technology
solutions.

Congressman Tom Davis noted at the October 1, 2002, Sub-
committee on Technology and Procurement Policy mark-up that

1“Electronic Government: Challenges Must Be Addressed With Effective Leadership and Man-
agement,” GAO-01-959T, July 11, 2001.
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H.R. 2458 is “strong piece of legislation that will bring an analog
federal government into the digital age.” It is an amalgam of provi-
sions from several important pieces of legislation that the Com-
mittee on Government Reform has developed. Most of these provi-
sions were passed and reported by the Committee, which incor-
porated them into H.R. 2458 to form a comprehensive approach to
the implementation of E-Government initiatives. Among the critical
provisions incorporated into this act is S. 803, the Senate com-
panion bill introduced by Senator Joseph Lieberman and passed by
the Senate on June 27, 2002, by unanimous consent. This includes
several programs to improve the deployment of E-Government,
such as the creation of a government-wide Web site, government-
wide information collection and dissemination provisions, privacy
provisions, and studies on disaster management, the community
technology centers, and the digital divide.

The Committee intends this Act to promote streamlining of tech-
nology requirements in a way that allows the Federal government
to respond to changes in technology in a timely manner, rather
than to introduce unnecessary layers of bureaucratic process to the
mission of expanding and furthering electronic government. The
Committee intends the Act to assist the Federal government in
leveraging technology in a way that enhances agency business
processes to serve the needs of the citizen.

TITLE I: OFFICE OF MANAGEMENT AND BUDGET ELECTRONIC
GOVERNMENT SERVICES

Summary.—In Title I, the act provides several measures to
strengthen government-wide approaches to improving the use of in-
formation technology for service delivery and governmental effi-
ciency and effectiveness. It establishes an Office of Electronic Gov-
ernment in the Office of Management and Budget (OMB) to focus
OMB and government-wide management attention on the impor-
tant tasks of developing information technology capabilities to en-
able electronic government initiatives. Second, it endeavors to insti-
tutionalize reforms in agency information resources management
by establishing a statutory basis for the interagency Chief Informa-
tion Officers Council. Third, it establishes a program to promote
contractor innovation and excellence in E-Gov services and proc-
esses. Finally, the act establishes an interagency E-Gov Fund to
provide funding for innovative E-Gov initiatives.

The major impetus for the provisions of Title I is the repeated
call for improved leadership for electronic government. Currently,
Federal information resources management (IRM) is overseen by
OMB’s Office of Information and Regulatory Affairs (OIRA) under
the Paperwork Reduction Act, 44 U.S.C. ch. 35. Over the years,
there have been many complaints about agency IRM practices and
OIRA IRM oversight.2

Rather than address the challenges of electronic government
through review and perhaps revision of the IRM framework in the

2See, for example, “Paperwork Reduction Act Reauthorization and Government Information
Management Issues,” Congressional Research Service, RL30590, February 7, 2001, and
“Information Resources Management: Comprehensive Strategic Plan Needed to Address Mount-
ing Challenges,” General Accounting Office, GAO-02-292, February 2002; “Paperwork Reduc-
tion Act of 1995,” Report of the Committee on Government Reform and Oversight, House of Rep-
resentatives, Report 104-37, February 15, 1995.
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Paperwork Reduction Act, the current legislation reflects a decision
to establish a separate office and management approach for E-Gov.
Given the pressing nature of the problems the legislation address-
es, and given the broad support for this approach in both this body
and the Senate, the Committee supports the effort at this time,
with reservation. The Committee will watch the implementation of
these provisions very closely, however, to assess whether they actu-
ally improve Federal management of information resources.

Definitions.—This Title uses the definitions provided in 44 U.S.C.
3502, but provides eight additional definitions, including “electronic
government” and “enterprise architecture.” The Committee intends
the definition of “electronic government” to be interpreted as apply-
ing to agency information technologies in the same manner as is
applied to information technology under the Clinger Cohen Act, in-
cluding appropriate exemptions in that statute for national security
systems.

The Committee defines the term “enterprise architecture” be-
cause successful public and private-sector organizations have used
such architectures as best practice for effective business and tech-
nology transformation. In simplest terms, an enterprise represents
the entire scope of an entity (e.g., an entire agency or set of agen-
cies performing a related function), and an architecture is the
structural description of the processes that make up the entity; an
“enterprise architecture” describes the business, information, tech-
nology, and infrastructure of such entities. The architecture de-
scribes the current, or “as is,” environment, as well as the target,
or “to be,” environment, and the modernization plan that bridges
the two. When well implemented, enterprise architectures bring
clarity to the interrelationships among business operations and the
underlying IT that support the operations, and can be used to
guide IT investments in a way that reduces redundancies in sys-
tems and processes, modernizes operations, and improves program
performance.

Categorization Standards and Guidelines.—The E-Government
Administrator will assist the OMB Director in establishing policies
to support IT standards and guidelines. The Committee intends
that the standards and guidelines to be developed by the National
Institute of Standards and Technology for the categorization of
Federal Government electronic information shall be consistent with
the recommendation for any similar standards required in Section
207(d) of this Act.

Ongoing Dialogue.—The Office of Electronic Government sponsor
ongoing dialogue that shall be conducted among Federal (in the ex-
ecutive, legislative, and judicial branches), State, local, and tribal
government leaders on electronic Government to encourage collabo-
ration and enhance understanding of best practices and innovative
approaches in acquiring, using, and managing information re-
sources.

Chief Information Officers Council.—The Committee recognizes
that as technology and management priorities change, the agenda
of the CIO Council must allow for flexibility. The functions of the
Council that this bill describes are intended to be sufficiently broad
so as to provide OMB and CIOs with flexibility to address and
manage change so that the Administration can adjust the priorities
of the Council accordingly.
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E-Government Fund.—The act establishes an interagency E-Gov
Fund to provide funding for innovative E-Gov initiatives. Section
3604 outlines criteria by which projects submitted to for funding
from this Fund are to be evaluated. The Committee notes that
OMB must “consider” certain criteria under 3604(c)(1), but that ap-
plying each of these criteria is not mandatory in every case and
projects should be evaluated by relevant criteria. The Committee
also notes that these criteria will evolve to meet the needs of elec-
tronic government, and that the Office of Electronic Government
shall be responsible for ensuring that the criteria for evaluating
projects applying for funds reflect changes to the government’s elec-
tronic government initiatives.

TITLE II: FEDERAL MANAGEMENT AND PROMOTION OF ELECTRONIC
GOVERNMENT SERVICES

Summary

Title II mandates a broad array of specific initiatives that require
the use of Internet applications and other information technologies
to enhance Federal E-Government capabilities. Among its provi-
sions are requirements to support broader use of electronic signa-
tures, develop a Federal Internet portal, improve public access to
public information in Federal agencies and the courts, strengthen
privacy protections, improve Federal workforce information tech-
nology skills, to harness the innovative spirit of the private sector
by making greater use of share-in-savings contracts, research the
use of information technologies for better crisis management, and
mandate more effective use of community technology centers.

The spectacular growth of the Internet and the increasing use of
information technology applications by government agencies not
only have fueled a drive for broad government-wide reforms to pro-
mote E-Gov, but also have provided insights into opportunities for
specific E-Gov initiatives. The following provisions are necessary to
ensure the implementation of the concepts outlined and promoted
in this act.

Agency Responsibilities

Title II establishes agency responsibilities for implementing this
act, including the development of performance measures to help
agencies ensure that the E-Government initiatives will enable
progress toward agency objectives. Agencies are required to report
to OMB on their compliance with the act’s provisions. The agencies
are instructed to consider the impact of E-Government initiatives
on citizens without access to the Internet and to ensure that the
availability of government information resources is not diminished
for such persons.

Accessibility to People with Disabilities.—The Committee intends
that the term “information technology” in this Section be inter-
preted in the same manner as the term “Electronic and Informa-
tion Technology” under Section 508 of the Rehabilitation Act of
1973, as amended.

E-government Status Report.—The Committee notes that in pre-
paring for this annual reporting requirement, that agencies should
report on the sections of this Act that are relevant to agency activi-
ties and initiatives, unless noted. Further, as many electronic gov-
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ernment initiatives involve cross-agency collaboration, the Com-
mittee intends that cross-agency initiatives be included in the re-
port. In cases where agencies are involved in collaborative efforts,
one agency may serve as the lead agency in reporting on the status
of the imitative on behalf of its partner agencies.

Public Access

Provisions in this section are intended to increase the availability
of information and the ease with which the public may access it.
Sifting through the wealth of information disseminated by the gov-
ernment can be daunting and confusing. Currently, the federal gov-
ernment organizes publicly available information according to
agency jurisdiction which often leads to duplicative information re-
source management efforts, and may be counter-intuitive for citi-
zens conducting searches.

This Act requires federal agencies to improve online access to
agency information through a number of initiatives. For instance,
the federal Internet portal will help improve public access to gov-
ernment information and services. The Committee intends that ac-
cess to information on a portal web site be consistent with existing
laws and policies on privacy. Portal web sites maintained by Fed-
eral agencies should only allow access to information on individuals
if such access fully complies with privacy protections under existing
law and policy. A directory of government websites organized by
subject matter, will be created and linked to the federal Internet
portal. Furthermore, regulatory agencies will be required to include
on a publicly accessible website all information required to be pub-
lished in the Federal Register and to keep public rulemaking infor-
mation online. Federal Courts will be required to have information
and judicial opinions on websites.

OMB will be responsible for providing guidance to agencies in a
number of areas so that they may improve the organization, pres-
entation, and public accessibility of their information, including in-
formation on the Internet. OMB must establish an Interagency
Committee on Government Information which will submit its rec-
ommendations to OMB about information access, dissemination,
and retention. OMB must then issue policies to address such mat-
ters as standards for the organization and categorization of govern-
ment information in a way that is searchable electronically and
interoperable across agencies. OMB must also issue guidance to
agencies regarding the content requirements and accessibility of
their websites.

Electronic Docketing.—Subsection (d) requires agencies, “to the
extent practicable,” to include submissions under section 553(c) of
title 5, U.S.C., and other materials that agencies include in their
dockets (by rule or practice) in their electronic dockets, “whether or
not submitted electronically.” The Committee intends that this re-
quirement serve to increase transparency for agency rulemaking by
making agency dockets accessible online wherever possible. The
Committee notes that agencies receive many materials in the dock-
et that may be difficult to make accessible through electronic
means. There are also copyright issues associated with some mate-
rials submitted to agency dockets. To avoid the burden associated
with transferring certain items to electronic format, such as books
or physical objects, agencies may simply provide notice of the avail-
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ability of the material, including in the electronic docket a descrip-
tion of the item and instructions for the public on accessing the
material through the agency docket. Agencies may also consider
using visual means, such as digital photos, to make materials
available through the agency’s electronic docket.

Section 207 “Accessibility, Usability, and Preservation of Govern-
ment Information”

Process.—The Committee notes that the activities of the Inter-
agency Committee outlined in this section will lead to further ac-
tions, and uses this opportunity to clarify this process. In all cases,
the Interagency Committee is charged with making recommenda-
tions to OMB and/or the Executive Branch agency with authorities
in that topic area. OMB will then develop and issue guidance and/
or policy based on the recommendation of the Committee. Federal
agencies are then responsible for implementing those guidelines/
policies. Information placed on government web sites can be federal
records; federal records should be routinely reviewed to assure
proper scheduling for archival storage.

Consultation of the Interagency Committee.—The Committee in-
tends that the consultation of the Interagency Committee on Gov-
ernment Information with interested groups be done in such a way
as to simply seek views and not to warrant the establishment of
a Federal Advisory Committee. The Committee does not con-
template the consultation activities of the Interagency Committee
to provide advice that would invoke the Federal Advisory Com-
mittee Act (FACA)

Searchable Identifiers.—The Committee intends that the search-
able identifiers developed under this section will build on an ad-
Xéarcllce the purposes of Section 3511 of title 44 of the United States

ode.

Privacy

The revolutionary impact of the Internet and the growing num-
ber of online transactions raise concerns about the protection of in-
formation collected in an “identifiable form,” that is information
that permits the identity of the individual to whom the information
applies to be reasonably inferred directly or indirectly.

Privacy Impact Assessments.—This section requires agencies,
with OMB guidance, to complete Privacy Impact Assessments (PIA)
before collecting information in an identifiable form or procuring
information technology that collects, maintains, or disseminates
such information. The Committee intends that the OMB guidance
on for conducting Privacy Impact Assessments (PIAs) under Section
208(b) address initial, high-level assessments that are consistent
with post-procurement PIAs done by some agencies.

In addition, the Committee intends that the OMB guidance on
process for developing a Privacy Impact Assessment (PIA) be done
in a way that allows for consistency with work done by agencies
to assess privacy requirements under the Paperwork Reduction Act
(PRA) and the Privacy Act of 1974, with regard to new collections
of information that include personally identifiable information.

In section 208(b)(1)(B)(iii), the Committee intends that on occa-
sions where a Privacy Act systems of record notice is required,
agencies can satisfy the publication requirement for PIAs by at-
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taching a PIA to a Privacy Act systems of records notice published
in the Federal Register.

OMB must also issue guidance regarding the posting of privacy
notices on agency websites. This will give the public a better under-
standing of what and why information is collected, its use, with
whom it will be shared, individual rights with regard to the infor-
mation, and how it will be secured. Additionally, OMB guidance
will cover the conversion of privacy policies into machine-readable
formats to provide the public with a simple automated way to bet-
ter control the use of personal information on websites they visit.

Tracking.—In addition, the Committee intends this Act to be con-
sistent with OMB policy and the restrictions on the tracking of in-
dividuals through agency websites through the use of such devices
as persistent cookies.

Information technology training

E-Government initiatives require a well-trained information tech-
nology workforce to implement them. However, in 2001 the General
Accounting Office added the Federal government’s human capital
management crisis to its annual high-risk list. The expected per-
sonnel shortages are greatest in the information technology fields.
In fact, fifty percent of the federal government’s information tech-
nology workforce will be eligible to retire by 2006, compared to 34
percent government-wide. Therefore, it is critical that the federal
government retains and recruits talented IT workers, but the com-
petition from the private sector is fierce. Currently, federal agen-
cies face overwhelming obstacles in enticing IT workers away from
the private sector and into the federal workforce. The federal gov-
ernment simply cannot compete with the salaries, benefits, and
comprehensive training offered by the private sector. For these rea-
sons, the act creates training opportunities in information tech-
nology management through the Digital Tech Corps, an exchange
of eligible mid-level staff between leading-edge private sector orga-
nizations and governmental agencies. The Digital Tech Corps pro-
gram is intended to invigorate the current IT workforce and help
establish the Federal government as a desirable employer in the IT
arena. This program is based on H.R. 3925, the Digital Tech Corps
Act of 2002, which the Committee on Government Reform favorably
reported by voice vote on March 14, 2002.

Technical innovations

In order to evaluate the overwhelming number of industry pro-
posals offering solutions to the Federal government’s IT challenges,
this act includes technical innovation provisions based on H.R.
4629, introduced by Congressman Tom Davis on May 1, 2002. The
E-Government Administrator will establish a multi-agency screen-
ing board to review and assess cutting-edge technologies that prom-
ise to facilitate and enhance the rapid deployment of IT solutions
that will breakdown stovepipes and achieve greater interagency co-
operation. The screening board will then submit its assessments to
the E-Government Administrator for funding consideration under
the E-Government Fund or will forward them to the appropriate
agency. These provisions are an excellent means to leverage inno-
vative technology solutions that would not otherwise be available
to the government.
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Share-in-savings

To date, congressional reforms of the government procurement
process include streamlining measures, cost-savings, access to tech-
nological advancements, and reduced procurement cycles. As a re-
sult there has been an improvement in the quality of products and
services purchased by the federal government. However, these re-
forms do not address the growth in agency purchases of services
necessary to meet their mission objectives, particularly in the IT
field. Therefore, this act will authorize the government-wide use of
share-in-savings contracts for information technology.

Share-in savings is an innovative contract vehicle that allows
agencies to leverage their limited resources in order to achieve a
greater return on investment. Agencies can use this type of con-
tract to improve their service delivery and lower their costs without
initial capital expenditures since the contractor would provide the
technology. Further, agencies would be obligated to pay the con-
tractor for the services only if savings are realized and then pay-
ment is limited to an agreed upon portion of the total savings real-
ized. The agency may retain a portion of the remaining savings.
Agencies would be permitted to enter into share-in-savings con-
tracts for five years, and with appropriate approval up to 10 years.
The share-in-savings provisions would sunset in September 2009.
The federal government may use an aggregate of five such con-
tracts during fiscal years 2003, 2004, and 2005. Beginning in fiscal
year 2006, the aggregate number would increase to ten. Two years
after enactment, the Office of Management and Budget is required
to report to Congress on the number of share-in-savings contracts
entered into and its recommendations for changes in law to encour-
age their use. The General Accounting Office is required to review
the OMB report. It is the hope of the Committee that OMB will en-
courage federal agencies to engage in these contracts and contact
the Administrator of General Services for guidance in identifying
share-in-savings contract opportunities as directed under these pro-
visions. The share-in-savings concept originated in H.R. 3832, the
Services Acquisition Reform Act (SARA). The Subcommittee on
Technology and Procurement Policy held a legislative hearing on
SARA on March 7, 2002.

Integrated reporting study and pilot projects

The Committee notes that this section is consistent with the Ad-
ministration’s approach to consolidation of information by collection
of information one time, and using such information to populate
data elements that can be utilized across many purposes and trans-
actions. By “collect once, use many,” the Administration seeks to
reduce stovepipes and to reduce the reporting burdens on citizen
and businesses. The Committee understands that the Administra-
tion’s electronic government initiatives will demonstrate methods
by which this principle can be realized, while ensuring the security
and privacy of personal information.

Contents of study on enhancement of crisis response

The Committee intends that the contents of the commissioned
study examine opportunities for research and development on en-
hanced technologies for improving communications with citizens at
risk before and during a crisis; enhancing the use of remote sensor
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data and other information sources for planning, mitigation, re-
sponse, and advance warning; building more robust and trust-
worthy systems for communications in crises; facilitating coordi-
nated actions among responders through more interoperable com-
munications and information systems; and other areas of potential
improvement as determined during the course of the study.

Disparities in access to the Internet

In our efforts to modernize the government’s information re-
sources management and implement E-Government initiatives, we
must bear in mind that not all citizens have Internet access. There-
fore, the act requires the General Services Administration to com-
mission a study to examine the disparities in Internet access, in-
cluding a review of alternative sources of internet access, particu-
larly access through public libraries. The study must include rec-
ommendations for ensuring that E-Government initiatives do not
decrease public access to government information. The Committee
intends that the commissioned study should examine disparities in
Internet access, including a review of alternative sources of inter-
net access, particularly access through public libraries.

TITLE III: INFORMATION SECURITY

A. Summary

Title III of H.R. 2458 is the “Federal Information Security Man-
agement Act of 2002” (FISMA). It is intended to revise GISRA, the
Government Information Security Reform provisions of the Floyd
D. Spence National Defense Authorization Act for Fiscal Year 2001
(Div. A, Title X, Subtitle G, sec. 1061-1065; Pub. L. 106-398, Octo-
ber 30, 2000).

The purpose of FISMA is to permanently authorize a govern-
ment-wide risk-based approach to information security by elimi-
nating GISRA’s two-year sunset, and to further strengthen Federal
information security by requiring compliance with minimum man-
datory management controls for securing information and informa-
tion systems, clarifying and strengthening current management
and reporting requirements, and strengthening the role of National
Institute of Standards and Technology (NIST).

In accomplishing this range of reforms, FISMA takes the signifi-
cant step of consolidating current information security require-
ments spread across the GISRA, the Computer Security Act, the
Clinger-Cohen Act, and the Paperwork Reduction Act. FISMA
eliminates obsolete mandates, updates outmoded provisions, har-
monizes overlapping requirements, and strengthens key require-
ments. The result is a clearer and stronger law to guide Federal
agencies to provide needed improvements to their information secu-
rity.

Title III largely reflects the provisions of H.R. 3844, introduced
on March 5, 2002, by Representative Tom Davis, for himself and
Representative Steve Horn. Following introduction, H.R. 3844 was
referred to the Committees on Government Reform and the Com-
mittee on Science. Several legislative hearings were held:

¢ On March 6, 2002, the Subcommittee on Government Effi-
ciency, Financial Management and Intergovernmental Rela-
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tions held a hearing, Lessons Learned from the Government
Information Security Reform Act of 2000.

e On May 2, 2002, the Subcommittee on Government Effi-
ciency, Financial Management and Intergovernmental Rela-
tions and the Subcommittee on Technology and Procurement
Policy held a joint hearing on H.R. 3844.

e On July 10, 2002, the Committee on Government Reform
voted to accept a revised version of H.R. 3844 as an amend-
ment to H.R. 5005, the Homeland Security Act. On July 26,
2002, a somewhat further modified version of the legislation
was accepted as a floor amendment to H.R. 5005. As thus
amended, H.R. 5005 was passed by the House of Representa-
tives on July 26, 2002.

e On October 9, 2002, an again slightly modified version of
H.R. 3844 was considered by the Committee on Government
Reform, as Title III of the instant legislation, H.R. 2458.

B. Background and Need for the Legislation

Increases in computer interconnectivity, especially through the
Internet, continue to revolutionize the way our government, our na-
tion, and much of the world communicate and conduct business.
Unfortunately, this interconnectivity has also dramatically in-
creased significant risks to our computer systems and the critical
operations and infrastructures they support, such as telecommuni-
cations, power distribution, public health, national defense and law
enforcement.

As greater amounts of money are transferred through computer
systems, as more sensitive economic and commercial information is
exchanged electronically, and as the nation’s defense and intel-
ligence communities increasingly rely on commercially available in-
formation technology, the likelihood increases that information at-
tacks will threaten vital governmental and national interests. Gov-
ernment officials are increasingly concerned about attacks from in-
dividuals and groups with malicious intent, including for reasons
of crime, terrorism, foreign intelligence gathering, and acts of war.
According to the FBI, terrorists, transnational criminals, and for-
eign intelligence services are learning to use tools such as computer
viruses, Trojan horses, worms, logic bombs, and eavesdropping
sniffers that can destroy, intercept, degrade the integrity of, or
deny access to information and systems. These growing threats are
in addition to the continuing problem faced by all organizations
from disgruntled insiders who often have the knowledge to gain ac-
cess and inflict damage or steal assets, even if they do not know
a great deal about computers.

Over the past several years, GAO has reported numerous times
that poor information security is a widespread federal problem with
potentially devastating consequences.? Although agencies have
taken steps to redesign and strengthen their information system

3U.S. General Accounting Office, Information Security: Opportunities for Improved OMB
Oversight of Agency Practices. GAO/AIMD-96-110 (Washington, D.C.: Sept. 24, 1996). U.S.
General Accounting Office, Information Security: Serious Weaknesses Place Critical Federal Op-
erations and Assets at Risk, GAO/AIMD-98-92 (Washington, D.C.: Sept. 23, 1998); Information
Security: Serious and Widespread Weaknesses Persist at Federal Agencies, GAO/AIMD-00-295
(Washington, D.C.: Sept. 6, 2000). U.S. General Accounting Office, Computer Security: Improve-
ments Needed to Reduce Risk to Critical Federal Operations and Assets, GAO-02-231T
(Washington, D.C.: Nov. 9, 2001).
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security programs, GAO analyses of information security at major
federal agencies have shown that federal systems were not being
adequately protected from computer-based threats, even though
these systems process, store, and transmit enormous amounts of
sensitive data and are indispensable to many federal agency oper-
ations.*

The weaknesses GAO identified place a broad array of federal op-
erations and assets at risk. For example:

e Resources, such as federal payments and collections, could
be lost or stolen;

e Computer resources could be used for unauthorized pur-
poses or to launch attacks on others;

e Sensitive information, such as taxpayer data, social secu-
rity records, medical records, and proprietary business infor-
mation, could be inappropriately disclosed or browsed or copied
for purposes of espionage or other types of crime;

e Critical operations, such as those supporting national de-
fense and emergency services, could be disrupted;

e Data could be modified or destroyed for purposes of fraud
or disruption; and

e Agency missions could be undermined by embarrassing in-
cidents that result in diminished confidence in their ability to
conduct operations and fulfill their fiduciary responsibilities.

Concerned with accounts of attacks on commercial systems via
the Internet and reports of significant weaknesses in federal com-
puter systems that make them vulnerable to attack, on October 30,
2000, the Congress enacted GISRA, the Government Information
Security Reform provisions of the Floyd D. Spence National De-
fense Authorization Act for Fiscal Year 2001 (Div. A, Title X, Sub-
title G, sec. 1061-1065; Pub. L. 106-398, October 30, 2000). GISRA
supplements information security requirements established in the
Computer Security Act of 1987, the Paperwork Reduction Act of
1995, and the Clinger-Cohen Act of 1996. GISRA drew on these
separate requirements to establish an overall framework for man-
aging information security centered on the establishment of agen-
cy-wide information security management programs involving peri-
odic risk assessments and periodic management testing and eval-
uation; and annual independent evaluation of each agency’s infor-
mation security program and practices.

GAO has reported that the first-year implementation of GISRA
yielded significant benefits in terms of agency focus on information
security.? Agency Inspectors General (IG) also have described
GISRA as a positive step toward improving information security
particularly by increasing agency management’s focus on this issue.
However, GAO and IG’s have also reported on problems in imple-
menting GISRA, as well as the potential problems created by the
expiration of GISRA on November 29, 2002.

4U.S. General Accounting Office, High-Risk Series: Information Management and Technology,
GAO/HR-97-9 (Washington, D.C.: Feb. 1, 1997); High-Risk Series: An Update, GAO/HR-99-1
(Washington, D.C.: Jan. 1999); High Risk Series: An Update, GAO-01-263 (Washington, D.C.:
Jan. 2001).

5U.S. General Accounting Office, Information Security: Additional Actions Needed to Fully
Implement Reform Legislation. GAO-02-470T. (Washington, D.C.: March 6, 2002). U.S. General
Accounting Office, Information Security: Comments on the Proposed Federal Information Secu-
rity Management Act of 2002. GAO-02—-677T. (Washington, D.C.: May 2, 2002).
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GAO has identified several key issues that remain a problem for
federal information security under GISRA. Currently, agencies
have wide discretion in deciding what computer security controls to
implement and the level of rigor with which to enforce these con-
trols. In theory, some discretion is appropriate since, as OMB and
NIST guidance state, the level of protection that agencies provide
should be commensurate with the risk to agency operations and as-
sets. In essence, one set of specific controls will not be appropriate
for all types of systems and data. Nevertheless, GAO studies of
best practices at leading organizations have shown that more spe-
cific guidance is important.® In particular, specific mandatory
standards for specified risk levels can clarify expectations for infor-
mation protection, including audit criteria; provide a standard
framework for assessing information security risk; help ensure that
shared data are appropriately and consistently protected; and re-
duce demands for already limited agency information security re-
sources to independently develop security controls.

The Congress should have consistent and timely information for
overseeing agencies’ efforts to implement information security re-
quirements and for taking corrective actions, as well as for budget
deliberations. Unfortunately, both GAO and the Subcommittee on
Government Efficiency, Financial Management and Intergovern-
mental Relations have experienced difficulties in getting access to
information concerning agency implementation of GISRA. Clarified
statutory language, including more precise reporting requirements
should help ensure that Congress receives the information it needs
to perform its oversight function.

Experience under GISRA has also highlighted a number of other
provisions that complicate fulfillment of the law’s purposes. There
is significant variation among agencies in structuring their agency
information security programs, and not all agencies have well-es-
tablished information security offices. Reliance on different provi-
sions in GISRA have led to some confusion about requirements for
information security “programs” as opposed to “plans”, as well as
“mission critical systems.” Agencies also continue to lack adequate
plans and procedures to respond to information security incidents
and ensure the continuity of operations for information systems
that support the operations and assets of the agency.

The imminent expiration of GISRA along with identified Federal
information security weaknesses not adequately addressed under
current law argues for legislation to strengthen Federal informa-
tion security.

C. Explanation of the Legislation

Title III, entitled the “Federal Information Security Management
Act of 2002” (FISMA), largely reflects the provisions of H.R. 3844,
introduced on March 5, 2002, by Rep. Tom Davis, for himself and
Rep. Steve Horn. The provisions amend the Government Informa-
tion Security Reform (GISRA) provisions of the Floyd D. Spence
National Defense Authorization Act for Fiscal Year 2001 (Div. A,
Title X, Subtitle G, sec. 1061-1065; Pub. L. 106-398, October 30,
2000).

6 GAO/AIMD-98-68, May 1998.
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FISMA is composed of GISRA revisions, provisions of the
“Federal Information Policy Act of 2000” (H.R. 5024), introduced on
July 27, 2000, by Rep. Tom Davis (R—-VA), and the original GISRA
legislation, the “Government Information Security Act of 1999 (S.
1993), introduced on November 19, 1999, by Senator Fred Thomp-
son (R-TN) and Senator Joseph Lieberman (D—CT). The legislation
also includes elements similar to provisions in the “Computer Secu-
rity Enhancement Act of 20017 (H.R. 1259), introduced on March
28, 2001 (and passed by the House on November 27, 2001), by Rep.
Connie Morella (R-MD).

In summary, FISMA:

e Permanently authorizes the government-wide risk-based
approach to information security by striking the current 44
U.S.C. 3536, thus eliminating GISRA’s two-year sunset;

e Strengthens Federal information security by requiring
compliance with minimum mandatory management controls for
securing information and information systems to manage risks
as determined by agencies;

» Improves accountability and congressional oversight by
clarifying agency reporting requirements and ensuring access
to information security evaluation results by the GAO;

¢ Improves compliance by streamlining a number of GISRA
requirements and clarifying inconsistent and unclear terms
and provisions;

 Clarifies provisions regarding responsibilities for national
security systems;

e Improves Federal information security by strengthening
the role of NIST; and

e Streamlines statutory requirements by repealing duplica-
tive provisions in the Computer Security Act and the Paper-
work Reduction Act.

Overall, the goal of FISMA is to continue and strengthen the risk
management information security reforms first enacted into law in
GISRA. This goal is accomplished through six key sets of provi-
sions.

First, in §3533, FISMA sets out OMB’s information security re-
sponsibilities. In one respect, FISMA expands OMB responsibilities
provided under GISRA, requiring OMB to promulgate information
security standards developed by NIST. By this change, OMB would
take over this function from the Secretary of Commerce, who would
still promulgate NIST-developed information system standards.
Otherwise, FISMA refines the comparable GISRA section to
streamline the OMB provisions and avoid unnecessary duplication
with other provisions of law.

Second, in § 3534, FISMA sets out Federal agency information se-
curity responsibilities. Again, FISMA maintains the general range
of agency responsibilities provided under GISRA, while refining
specific provisions to streamline provisions and more clearly specify
key requirements, for example, providing more detailed require-
ments for the agency information security office, and responsibil-
ities for periodic management testing and evaluation.

Third, in § 3535, FISMA provides for annual independent evalua-
tion of agency information security programs and practices. Pre-
serving the general scheme established under GISRA, FISMA re-
fines the requirements of this section to address concerns raised by
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agency program and Inspectors General officials about the scale
and scope of the annual evaluation. The overall goal of FISMA’s re-
vision is to ensure accountability for a comprehensive evaluation of
agency information security. This does not require a single simulta-
neous or integrated review of all systems. Rather, the Committee
envisions a set of reviews involving testing of systems with dif-
ferent standards of frequency and rigor depending on risk levels
and unique requirements, including those for national security sys-
tems. Thus, each agency’s annual information security evaluation
should be comprehensive in its scope while selective in its detail.
The goal is to ensure accountability for a review or set of reviews
that in combination covers the full extent of an agency’s informa-
tion security program and practices. Given the Committee’s concern
that these evaluations be carried out in a way that provides mean-
ingful review and accountability without jeopardizing efficient and
effective operations of either agency program operations, agency
1G’s, or OMB, the Committee expects OMB to report on the costs
and benefits of this process.

Fourth, in §3536, FISMA provides for the operation of a central
Federal information security incident center. The Committee recog-
nizes the current successful operation of GSA’s incident center,
FedCIRC. The purpose of the requirement in this section is to pro-
vide a permanent authorization for a center such as FedCIRC, and
to insure that its activities are broadly conceived and faithfully car-
ried out consistent with the mandate in this section. Testimony by
GAO and others in both the context of government information se-
curity and critical infrastructure protection have stressed the im-
portance of having a well-established government-wide incident
center that can analyze security incidents, provide timely assist-
ance, and consult with agencies across the entire range of govern-
ment, including national security agencies, to ensure an effective
government-wide response to information security threats and
vulnerabilities. The Committee believes the statutory mandate in
this section will accomplish this goal.

Fifth, in § 3537, FISMA places national security systems within
the government-wide information security risk management frame-
work of the legislation. The purpose of the section is to make clear
that while agencies must manage national security systems con-
sistent with applicable national security requirements (independent
of OMB or NIST system requirements), they must also secure those
systems with the same risk-based management approach and the
same commitment to agency accountability applicable to all Fed-
eral agencies through provisions of the instant legislation, most no-
tably the requirements at § 3534 and § 3535.

This section is intended to complement other provisions that ad-
dress the unique needs of national security systems within the
framework of a government-wide approach to information security,
while at the same time simplify GISRA’s varied formulations for
national security-related systems. For example:

* FISMA’s § 3532 replaces GISRA’s “mission critical system”
definition with a “national security system” definition that en-
compasses the two traditional components of national security-
related systems: (1) the so-called “Warner Amendment” na-
tional security systems, most recently enacted into law in sec-
tion 5142 of the Clinger-Cohen Act of 1996 (40 U.S.C. 11103);
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and (2) the Computer Security Act’s description of systems pro-
tected by procedures for classified information (15 U.S.C.
278g-3(a)(3)). This revision restores the longstanding statutory
treatment of military and intelligence mission-related systems
and classified systems.

« FISMA’s §3533 limits OMB authority over national secu-
rity systems to oversight and reporting to Congress. This par-
allels FISMA’s sec. 303, which continues the Computer Secu-
rity Act’s exemption of national security systems from NIST-
developed standards.

* FISMA’s §3535 similarly revise GISRA to eliminate un-
necessarily complicated provisions, while maintaining protec-
tions for national security systems. It clarifies procedures for
evaluating national security systems within the context of
agency-wide evaluations and strikes the GISRA requirements
for audits of national security system evaluations. FISMA
clearly requires agencies, as well as evaluators, to take all ap-
propriate steps necessary to protect the security of national se-
curity systems. Furthermore, as under GISRA, FISMA pro-
vides that agencies responsible for national security systems
have complete discretion in choosing entities to perform the re-
quired independent evaluations. The Committee believes that
these and the other steps provide ample protection for national
security systems and for the agencies responsible for them. An
additional audit process neither is necessary to provide protec-
tion nor would produce any information of value to assessing
the adequacy and effectiveness of any information security pro-
gram or practice.

Sixth, FISMA would require the development, promulgation, and
compliance with minimum mandatory management controls for se-
curing information and information systems to manage risks as de-
termined by agencies. Specifically:

* Under the amendments to the NIST Act in sec. 303,
FISMA would maintain NIST’s current standards development
mission, but would require NIST to develop: (1) standards for
categorizing information according to information security con-
trol objectives and risk levels; and (2) minimum information
security requirements for each information category. FISMA
also would strengthen NIST’s research and technical assist-
ance role.

e Under the amendments to the Clinger-Cohen Act in sec-
tion 302, OMB would issue information security standards
based on the NIST-developed standards and would require
agencies to comply with them. This increases OMB’s informa-
tion security authority, given that the Secretary of Commerce
is currently required by the Computer Security Act to issue
such standards. The Secretary of Commerce would retain the
responsibility for promulgating NIST-developed information
system standards.

e Under §3534, agencies would have to comply with the
OMB-promulgated information security standards, and the use
of more stringent protections would have to be consistent with
the NIST/OMB standards. To achieve greater consistency with-
in and across agencies, waivers of the standards are not per-
mitted. These requirements are intended to provide a con-
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sistent information security approach across all agencies, while
meeting the mission-specific needs of each agency.

It should be noted that in this section FISMA refers to “security”
instead of “security and privacy,” as under the Computer Security
Act. The elimination of references to privacy reflects the decision
to have NIST focus on technical issues critical to developing effec-
tive information security controls. While the Computer Security Act
linked security and privacy, experience over the last decade and a
half has shown that privacy policy is largely outside the area of ex-
pertise of NIST. This is a reflection of the differences between in-
formation security and privacy. Information security requires the
development and use of technical and management controls and
processes to provide appropriate levels of information integrity,
confidentiality, and availability. Without adequate security, per-
sonal information is, of course, vulnerable to a breach of privacy,
but the protection of privacy flows from policy decisions about lev-
els of confidentiality to apply to specific sets of personal informa-
tion. Thus, the congressional Office of Technology Assessment stat-
ed in 1995, “Privacy refers to the social balance between an indi-
vidual’s right to keep information confidential and the societal ben-
efit derived from sharing information, and how this balance is codi-
fied to give individuals the means to control personal information.”
Issue Update on Information Security and Privacy in Network En-
vironments, June 1995. The development of such policy choices is
not a technical matter for an agency such as NIST. On the other
hand, attention to standards and guidelines necessary to provide
agreed upon confidentiality in information systems is a matter for
the agency.

The Committee believes that the provisions of FISMA can signifi-
cantly strengthen information security in the Federal government.
The Committee’s view is that while the initial implementation of
GISRA has been beneficial, the changes provided in this title can
drive further reforms in Federal information security. This legisla-
tion is needed therefore not simply to remove the sunset that will
otherwise soon end GISRA, but also to reinforce and redouble the
Federal government’s commitment to establishing information se-
curity as an integral part of its operations.

TITLE IV: AUTHORIZATION OF APPROPRIATIONS AND EFFECTIVE DATES

Title IV provides authorization of appropriations and effective
dates for this legislation.

TITLE V: CONFIDENTIAL INFORMATION PROTECTION AND STATISTICAL
EFFICIENCY

This act establishes new processes for the improved accuracy,
management, and protection of information collected from busi-
nesses for statistical purposes. It lifts the current statutory barriers
on information sharing of business-related statistical data between
the Census Bureau, the Bureau of Labor Statistics, and the Bureau
of Economic Analysis so that the Federal government can improve
accuracy and correct anomalies in economic statistics. Additionally,
the act would reduce the reporting burdens on the businesses that
must now supply data separately to the individual agencies. The
data-sharing will be conducted according to written agreements
that will specify its uses, including which data is to be used and
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the appropriate security safeguards that will be followed. The Act
will also ensure that the confidential data that individual citizens
and businesses provide to Federal agencies for statistical purposes
are subject to uniform and rigorous confidentiality protections. The
Act includes severe fines and penalties for willful disclosure of col-
lected data. These provisions originated in H.R. 5215, the Confiden-
tial Information Protection and Statistical Efficiency Act of 2002,
which passed by voice vote in the Committee on Government Re-
form on October 9, 2002.

ITII. LEGISLATIVE HEARINGS AND COMMITTEE ACTION

H.R. 2458, the bipartisan “E-Government Act of 2001” was intro-
duced on July 11, 2001, by Congressman Jim Turner (TX), the
Ranking Member of the Government Reform Subcommittee on
Technology and Procurement Policy. As introduced, the legislation
largely reflected the provisions of Title I and II of the current Act.
After introduction, the bill was referred to the Government Reform
and the Subcommittee on Technology and Procurement Policy.

On September 18, 2002, the Subcommittee on Technology and
Procurement Policy held a legislative hearing to consider the legis-
lation and S. 803, the Senate companion bill, which was passed by
the Senate on June 27, 2002. The Subcommittee heard testimony
from Linda Koontz of GAO; Mark Forman from the Office of Man-
agement and Budget; Pat McGinnis from the Council of Excellence
in Government; Mr. Tom Gann, Vice President of Government Re-
lations for Siebel Systems testifying on behalf of the Information
Technology and Industry Council, and Mr. Roger Baker, former
Chief Information Officer of the Department of Commerce.

On October 1, 2002, the Subcommittee held a mark-up of the bill.
Subcommittee Chairman Tom Davis offered three amendments
that were accepted by voice vote. The first amendment strikes the
Senate confirmation requirement for the Administrator of Elec-
tronic Government. The second amendment increases training op-
portunities for IT managers through the creation of the Digital
Tech Corps, which will encourage the exchange of talented mid-
level staff between leading-edge private sector organizations and
governmental agencies. The third amendment authorizes the gov-
ernment-wide use of share-in-savings contracts for information
technology solutions. These amendments were incorporated into a
manager’s amendment in the nature of a substitute that the Sub-
committee approved by voice vote. This substitute reflected the cur-
rent form of the legislation, namely, Titles I, II, ITI, IV, and V.

On October 9, 2002, the Committee on Government Reform held
a business meeting where it marked up H.R. 2458. The Committee,
by voice vote, did not accept an amendment offered by Congress-
man Jim Turner to reinstate Senate confirmation of the Adminis-
trator of Electronic Government. By voice vote, the Committee then
approved reporting H.R. 2458 without amendment to the full
House.

IV. SECTION-BY-SECTION ANALYSIS
SECTION 1. SHORT TITLE; TABLE OF CONTENTS
This Act may be cited as the “E-Government Act of 2002.”
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SEC. 2. FINDINGS AND PURPOSES
(a) Findings

This subsection lists seven findings including: (1) that the use of
computers and the internet is transforming the relationships
among citizens, private businesses, and the Government, (2) that
the Federal Government has had uneven success in applying ad-
vances in information technology to enhance it services and func-
tions, (3) that most Internet services of the Federal Government
have been developed and presented separately, according to the ju-
risdictional boundaries of the individual department or agency
rather than being integrated cooperatively according to function or
topic, and (4) that to take full advantage of improved Government
performance that can be achieved through Internet-based tech-
nology requires strong leadership, better organization, improved
interagency collaboration, and more focused oversight of agency
compliance with statutes related to information resources manage-
ment.

(b) Purposes

This subsection lists 11 purposes of the Act, including: (1) to pro-
vide effective leadership of Federal Government efforts to develop
and promote electronic Government services and processes by es-
tablishing an Administrator of a new Office of Electronic Govern-
ment within the Office of Management and Budget (OMB), (2) to
improve the ability of the Government to achieve agency missions
and program performance goals, (3) to promote the use of the Inter-
net and emerging technologies within and across the Government
agencies to provide citizen-centric Government information and
services, (4) to promote access to high quality Government informa-
tion and services across multiple channels and (5) to transform
agency operations by utilizing, where appropriate, best practices
from public and private sector organizations.

TITLE I—OFFICE OF MANAGEMENT AND BUDGET
ELECTRONIC GOVERNMENT SERVICES

SEC. 101. MANAGEMENT AND PROMOTION OF ELECTRONIC
GOVERNMENT SERVICES

This section creates a new chapter 36 in title 44, U.S. Code, enti-
tled “Management and Promotion of Electronic Government Serv-
ices.” This chapter follows the Paperwork Reduction Act (PRA),
which comprises chapter 35 in title 44. The new chapter 36 has six
sections:

§ 3601. Definitions;
§ 3602. Office of Electronic Government;
§ 3603. Chief Information Officers Council;
§3604. E-Government Fund,;
» §3605. Program to Encourage Innovative Solutions to En-
hance Electronic Government Services and Processes; and
* §3606. E-Government Report.

This section establishes an OMB Office of Electronic Govern-
ment, headed by an Administrator of Electronic Government, to
provide overall leadership and direction to the executive branch on
electronic Government initiatives. The E-Gov Administrator would
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be appointed by the President. The E-Gov Administrator will co-
ordinate E-Gov efforts with the Administrator of the Office of Infor-
mation and Regulatory Affairs (OIRA) to ensure consistent imple-
mentation of related information management laws.

$3601. Definitions

The new chapter 36 uses the definitions provided in 44 U.S.C.
3502, but provides eight additional definitions, including:
¢ Electronic Government, which is the use of “web-based
Internet applications and other information technologies” to
“enhance the access to and delivery of Government information
and services” or improve Government operations;
o Enterprise architecture, which is defined as strategic infor-
mation base and described as including a baseline architecture,
a target architecture, and a sequencing plan; and
 Integrated service delivery, which means “the provision of
Internet-based Federal Government information or services in-
tegrated according to function or topic rather than separated
according to the boundaries of agency jurisdiction.”

$3602. Office of Electronic Government

This section establishes an OMB Office of Electronic Govern-
ment, to be headed by an Administrator for Electronic Government.
The E-Gov Administrator’s functions are to:

e Assist the OMB Director in carrying out the functions of
this Act and other electronic Government initiatives [§ 3602(c)];

o Assist the OMB Director and work with the OIRA Admin-
istrator “in setting strategic direction for implementing elec-
tronic Government” under the Paperwork Reduction Act (PRA),
the Clinger-Cohen Act (subtitle III of title 40 of the U.S. Code),
the Privacy Act (section 552a of title 5), the Government Pa-
perwork Elimination Act (GPEA), the Federal Information Se-
curity Management Act of 2002, and the Computer Security
Act [§3602(d)];

¢ Work with the OIRA Administrator and other OMB offices
to oversee implementation of E-Gov under this Act, the PRA,
and other laws relating to a variety of information resources
management (IRM) functions, e.g., information technology (IT)
capital planning and investment control, information security,
privacy, and other areas of E-Gov [§ 3602(e)];

e Assist the OMB Director by performing E-Gov functions,

as follows:
1. Advise on resources needed for Federal information
systems;
2. Recommend changes in E-Gov strategies and prior-
ities;

3. “Provide overall leadership and direction to the execu-
tive branch on electronic Government.”

4. “Promote innovative uses of information technology;”

5. Oversee the E-Gov Fund;

6. Coordinate with the General Services Administration
(GSA) re: GSA E-Gov and IT programs;

7. “Lead the activities” of the Chief Information Officers
(CIO) Council;
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8. Assist the OMB Director in establishing policies to
support IT standards, developed by the National Institute
of Standards and Technology (NIST) and issued by the
Secretary of Commerce, including standards for
interconnectivity and interoperability, for categorizing Fed-
eral electronic information, and for computer system effi-
ciency and security;

9. Sponsor dialogue with governmental and non-govern-
mental leaders to improve IRM and innovative use of IT;

10. Sponsor activities to involve the public in improving
“citizen-centered” strategies and services;

11. Oversee the development of the “integrated Internet-
based system” by GSA and other agencies;

12. Coordinate with the Administrator for Federal Pro-
curement Policy to ensure effective electronic procurement
initiatives;

13. Assist agencies in implementing accessibility stand-
ards in the Rehabilitation Act of 1973;

14. Oversee the development of agency enterprise archi-
tectures;

15. Assist in overseeing that agency e-Gov activities
have adequate security;

16. Administer the Office of Electronic Government; and

17. Assist in preparing the E-Government Report
[§ 3602(0)].

§3603. Chief Information Officers Council

This section establishes the CIO Council. The Council is com-
prised of the OMB Deputy Director for Management (DDM), the E-
Gov Administrator, the OIRA Administrator, CIO’s from major
agencies, the CIA, the Department of Defense Service CIO’s, and
any other Federal employees designated by the DDM. The E-Gov
Administrator is to lead the activities of the Council on behalf of
the DDM who chairs the Council. GSA is to provide administrative
and other support to the Council.

The CIO Council is the principal interagency IRM forum with
functions to include:

* Development of recommendations for OMB on IRM policies
and requirements;

» Sharing of IRM best practices and innovative approaches;

o Assisting the E-Gov Administrator with multi-agency and
other innovative initiatives to improve government perform-
ance through the use of IT,

* Promoting common IRM performance measures;

e Helping NIST and the E-Gov Administrator develop rec-
ommendations on IT standards

* Working with OPM to improve IRM staffing;

e Working with the Archivist of the U.S. to assess how IRM
activities can address Federal Records Act issues; and

e Regular consultation with representatives of State, local,
and tribal governments.

§3604. E-Government Fund

This section establishes an E-Government Fund in the U.S.
Treasury. GSA is to administer the Fund to support projects ap-



66

proved by the Director of OMB, assisted by the E-Gov Adminis-
trator, that improve the ability of the Federal Government to con-
duct activities electronically using the Internet and other electronic
methods. Projects funded by the Fund may include efforts to make
information and services more readily available to the public, make
it easier for the public to conduct transactions with the Federal
Government, and improve information sharing among government
agencies.

The E-Gov Administrator is to establish procedures for funding,
consult with interagency councils, and assist the OMB Director in
coordinating agency expenditure of funds. The E-Gov Adminis-
trator is also to adhere to procedures to insure accountability, plan-
ning and review, including the OMB Director’s final authority to
select projects to be funded. Finally, the E-Gov Administrator is to
recommend projects for funding based on criteria that include
meeting needs of identified groups, ensuring security and privacy,
interagency in scope, performance objectives tied to agency mission
goals, as well as 12 criteria for ranking proposals that focus on in-
novative Government-wide applications of information technology.

No Fund money may be transferred to an agency until 15 days
after GSA reports to Congress. OMB is to report annually to Con-
gress on the Fund as part of the E-Government report required
under §3606. Authorization of appropriations rises from $45 mil-
lion in 2003 to $150 million in 2006, with such sums as are nec-
essary authorized for 2007, with all appropriated funds available
until expended.

§3605. Program to encourage innovative solutions to enhance elec-
tronic government services and process

This section, which is based on H.R. 4629, introduced by Rep-
resentative Tom Davis on May 1, 2002, would provide for a pro-
gram run by the E-Government Administrator to encourage con-
tractor innovation by the issuance of announcements seeking inno-
vative solutions to enhance electronic government services and
processes. The program would include the formation of a multi-
agency technical assistance team to screen the proposals sub-
mitted. After evaluating the proposals the team would submit
them, along with the assessment, to the Administrator who would
consider funding appropriate proposals under the E-Government
Fund or forward them to the appropriate agency.

$3606. E-Government report

This section requires the OMB Director to submit an annual E-
Government report to Congress. The report is to contain a sum-
mary of information reported by agencies (including the E-Gov Sta-
tus Report required by sec. 202(g)), information about the oper-
Ztions of the E-Gov Fund, and a description of compliance with the

ct.

SEC. 102. CONFORMING AMENDMENTS

Sec. 102(a). Electronic Government and information technologies

This subsection amends chapter 3 of title 40, U.S. Code to add
a new section 305 to require GSA to consult with the OMB E-Gov
office on Electronic Government and other IT initiatives.
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Sec. 102(b). Modification of Deputy Director for Management Func-
tions (DDM)

This subsection amends 31 U.S.C. 503(b), which establishes the
functions of the OMB DDM, to state that the DDM chairs the CIO
Council.

Sec. 102(c). Office of Electronic Government

This subsection amends 31 U.S.C. 505 to state that the E-Gov of-
fice is an office of OMB.

TITLE II—_FEDERAL MANAGEMENT AND PROMOTION OF
ELECTRONIC GOVERNMENT SERVICES

SEC. 201. DEFINITIONS

This section states that unless otherwise provided, the title uses
definitions from the Paperwork Reduction Act (44 U.S.C. 3502) and
title I of the Act.

SEC. 202. FEDERAL AGENCY RESPONSIBILITIES

This section provides a variety of requirements for agencies
under the Act.

Sec. 202(a). In general

This subsection requires each agency head to ensure: (1) compli-
ance with the Act, related OMB information resource management
(IRM) policies and guidance, and IT standards promulgated by the
Commerce Secretary; (2) effective communication of such policies,
guidance, and standards to relevant agency officials; and (3) sup-
port for OMB and GSA efforts to develop, maintain, and promote
an integrated Internet-based system of delivering information and
services to the public.

Sec. 202(b). Performance integration

This subsection requires agencies to: (1) develop E-Gov perform-
ance measures; (2) try to rely on existing data collections; (3) con-
sider measuring performance in customer service, agency produc-
tivity, and use of innovative technology; (4) link their performance
goals as appropriate to key groups and to “internal Federal Govern-
ment operations; and (5) try to “work collectively in linking their
performance goals” to such groups and use IT to deliver informa-
tion and services to those groups.

Subsection 202(c). Avoiding diminished access

This subsection requires agency heads to consider the impact of
E-Gov initiatives on persons without access to the Internet, ensure
that the availability of government services and information has
not been diminished for such persons, and “pursue alternate modes
of delivery” to make such services and information available to
them. This provision is complemented by the requirement in sec.
215 for a study of disparities in access to the Internet.

Subsection 202(d). Accessibility to people with disabilities

This subsection states that agencies must comply with section
508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d).
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Subsection 202(e). Sponsored activities

This subsection states that agencies must support the use of IT
“to engage the public in the development and implementation of
policies and programs.”

Subsection 202(f). Chief Information Officers (CIO)

This subsection states that agency CIO’s are to participate in the
CIO Council and monitor implementation of IT standards.

Subsection 202(g). E-Gov status report

This subsection states that each agency must submit an annual
report to OMB on the status of implementation of E-Gov initiatives
and compliance with the Act.

Subsection 202(h). Use of technology

This subsection states that nothing in the Act supersedes any
agency responsibility “to use or manage information technology to
deliver Government information and services that fulfill the statu-
tory mission and programs of the agency.”

Subsection (i). National security systems

This subsection states that Title II of the Act does not apply to
national security systems, as defined at 40 U.S.C. 11103, except
sections 202, 203 and 214 apply to such systems “to the extent
practicable and consistent with law.”

SEC. 203. COMPATIBILITY OF EXECUTIVE AGENCY METHODS FOR USE
AND ACCEPTANCE OF ELECTRONIC SIGNATURES

This section supports the interoperable implementation of elec-
tronic signatures that are necessary for secure electronic trans-
actions with Government. The section requires agencies to ensure
that their methods for the use and acceptance of electronic signa-
tures are compatible with OMB policies and procedures. The sec-
tion also requires GSA to establish a framework for efficient inter-
operability among agencies when using electronic signatures, in-
cluding digital signatures. To support this effort, the section au-
thorizes the appropriation of $8 million in FY 2003 and such sums
as necessary for each year thereafter for a Federal bridge certifi-
cation authority to support interoperable use of digital signatures
and for other electronic signature initiatives.

SEC. 204. FEDERAL INTERNET PORTAL

This section directs the Director of OMB to work with GSA and
other agencies to “maintain and promote” an integrated Internet-
based system to give the public consolidated access to Government
information and services (State and local, as well as Federal) from
a single point, and organized according to function rather than
agency jurisdiction. The section further authorizes to be appro-
priated to GSA $15,000,000 for the system for fiscal year 2003 and
such sums as necessary for fiscal years 2004—2007.

SEC. 205. FEDERAL COURTS

This section requires the Supreme Court, each circuit court, each
district court, and each bankruptcy court of a district to establish
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a website for public access to current and updated information
about the court and cases before the court, including electronic fil-
ings. The section does, however, permit courts to defer compliance
if they notify the Administrative Office of the U.S. Courts of the
reasons for the deferral. The Judicial Conference of the U.S. is to
report to Congressional Committees on the deferral notifications.
The section is intended to provide the public with greater access to
judicial information.

SEC. 206. REGULATORY AGENCIES

This section requires Federal agencies to improve public online
access to agency information. To the extent practicable, and in con-
sultation with the Office of Management and Budget, agencies are
to: (1) Include in a publicly accessible website all information re-
quired to be published in the Federal Register under the Freedom
of Information Act, at 5 U.S.C. 552(a)(1) & (2); (2) Accept public
rulemaking comments by electronic means; and (3) Have a public
website containing electronic rulemaking dockets, including public
comments and other material in the agency’s rulemaking docket.

SEC. 207. ACCESSIBILITY, USABILITY, AND PRESERVATION OF
GOVERNMENT INFORMATION

This section would improve the organization, preservation, and
public accessibility of Government information, including informa-
tion on the Internet.

First, OMB is to establish the Interagency Committee on Govern-
ment Information to consult with interested parties, conduct stud-
ies, submit recommendations, and share effective practices with re-
gard to information access, dissemination and retention. On the
basis of recommendations from that committee, OMB is to issue
policies on: (1) Standards for the organization and categorization of
Government information in ways that are searchable electronically
and are interoperable across agencies; (2) Categories of Govern-
ment information to be classified under the standards; and (3) Pri-
orities and schedules for the initial agency implementation of the
standards.

Also on the basis of recommendations of the committee, the Na-
tional Archives and Records Administration (NARA) is to issue
policies and procedures to ensure that Federal Records Act
(chapters 21, 25, 27, 29, and 31 of title 44, U.S. Code) requirements
are applied to Government information on the Internet and to
other electronic records.

The section requires OMB to issue guidance for agency websites
with requirements for links to descriptions of an agency’s organiza-
tion, mission and statutory authority, as well as public information
under the Freedom of Information Act (5 U.S.C. 552(a)(1) and (b)).
The OMB guidance is also to include minimum goals for agencies
to assist public users to navigate agency websites, e.g., search re-
trieval speed, data aggregation tools, and security protocols.

Agencies are to consult with the committee and the public as
part of establishing a process for determining which Government
information the agency intends to make available and accessible to
the public on the Internet and by other means.

The section also requires the establishment of a public domain
directory of public Federal Government websites that is to be devel-
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oped in a collaborative effort with librarians, IT managers, records
managers, and others.

The section, at subsection (g), also requires the OMB Director to
work with the Office of Science and Technology Policy (OSTP) and
other agencies to ensure the development and maintenance of a re-
pository, and one or more publicly accessible websites, with de-
tailed information about federally funded research and develop-
ment (R&D). OMB is to issue guidance for the information to be
put in the repository. The repository and website(s) are to include
information about: (1) Federally funded R&D performed by the
Federal Government and institutions and individuals outside the
Federal Government; and (2) Each separate R&D task or award,
including dates, summaries, objectives, researchers, funds, informa-
tion restrictions, and other information.

The purpose of creating broader access to this information is to
facilitate: coordination of Federal R&D, collaboration among re-
searchers; technology transfer; and access by policymakers and the
public to information about Federal R&D. The subsection would au-
thorize to be appropriated $2 million in each of fiscal years 2003—
2005.

SEC. 208. PRIVACY PROVISIONS

This section requires agencies, with OMB guidance, to conduct
and review a privacy impact assessment before collecting informa-
tion in an identifiable form, or developing or procuring information
technology that collects, maintains, or disseminates such informa-
tion. The definition of information in an “identifiable form” means
information that permits the identity of the individual to whom the
information applies to be reasonably inferred directly or indirectly.

This section also requires OMB to issue guidance for privacy no-
tices on agency public websites. The notices are to address what
and why information is collected, its use, with whom it will be
shared, individual rights with regard to the information, and how
the information will be secured. The OMB guidance is also to ad-
dress translating privacy policies into standardized machine-read-
able formats.

SEC. 209. FEDERAL INFORMATION TECHNOLOGY WORKFORCE
DEVELOPMENT

This section requires the Office of Personnel Management (OPM)
in consultation with OMB, the CIO Council, and GSA, to analyze
Federal IT and IRM personnel needs, oversee the development of
training programs, and assess the adequacy of training for Federal
employees in IT “disciplines.” In carrying out these duties, the Di-
rector of OPM may provide for a program allowing federal workers
to be detailed to the private sector for training purposes, under sec-
tion 3703 below.

The section at subsection (¢) would also amend subpart B of part
IIT of title 5 of the U.S. Code by adding a new chapter 37 estab-
lishing an IT exchange program. The provisions are also contained
in legislation previously introduced as H.R. 3925, the Digital Tech
Corps Act of 2002, which was reported by the Government Reform
Committee on March 14, 2002, and passed the House of Represent-
ati¥els1 on April 10, 2002. The provisions of the new chapter 37 are
as follows:
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$3701. Definitions

For purposes of this chapter, the term “agency” applies only to
executive branch agencies, and the term “detail” means either an
assignment of an employee of a private sector company to a Fed-
eral agency, or it means an assignment of an employee of a Federal
agency to a private sector company.

$3702. General provisions

a. Initiation and Eligibility provisions: The IT Exchange Program
is initiated via an agreement of the agency, the private sector orga-
nization, and the employee involved. Eligible employees are those
that are: (1) working in IT management; (2) considered exceptional
performers; and (3) expected to assume increased IT management
responsibilities in the future. Employees detailed from the Federal
government must be in the GS 11-15 range and serving under ca-
reer or career-conditional appointment (or the equivalent in the ex-
cepted service). Schedule C employees are prohibited from partici-
pation.

b. Written agreement required: Establishing an IT Exchange Pro-
gram requires a written agreement between the agency, the em-
ployee and the private sector organization involved. This agree-
ment must contain, at a minimum, requirements that Federal em-
ployees must return to service of the Government for a period of
not less than the length of the exchange (on penalty of paying the
Government back the costs of the exchange).

c. Assignment Termination: Provides that the agency or the pri-
vate sector organization involved can terminate the exchange pro-
gram at any time, for any reason.

d. Duration of Exchange: Provides that exchange assignments
under this program will be from three months to 1 year and can
be extended in 3 month increments for up to one additional year
(i.e., 2 year maximum).

e. Chief Information Officers Council Participation: Provides that
the CIO Council may participate in the administration of the IT
Exchange Program.

f. Small Business Concerns: Requires that small business con-
cerns be appropriately represented in the IT Exchange Program.

$3703. Assignment of employees to private sector organizations

a. Detail of a Regular Work Assignment: This clarifies that a Fed-
eral employee who agrees to participate in the IT Exchange Pro-
gram remains a Federal employee while detailed to a private sector
organization. Thus she or he will retain uninterrupted pay, credits
for step increases, retention, sick and leave accrual, insurance, and
retirement benefits. Nothing about participation in the IT Ex-
change Program will be detrimental to the Federal employee’s ca-
reer, livelihood, or benefits.

b. Coverage Under Workers Compensation and Wrongful Death:
This provision specifies that while on detail, a Federal employee re-
tains his or her coverage for purposes of injury or death while on
the job. Also, so that there is no double compensation, the provision
also states that if the Federal employee is similarly covered by the
private sector organizations, the payment or benefit for the same
injury or death will be appropriately credited.
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c. Travel and Transportation Cost Reimbursements: This provi-
sion allows agencies to fund the travel and transportation costs of
Federal employees participating in the IT Exchange Program. This
reimbursement is subject to the same conditions as are applicable
in 5 U.S.C. §3375.

d. Tort Claims Act Protection: This provision provides that a Fed-
eral employee assigned to a private sector organization under the
IT Exchange Program is covered under the Federal Tort Claims
Act and any other Federal tort liability statutes.

e. Small Business Concerns: Requires that agencies ensure that
20% of assignments in the IT Exchange Program are to small busi-
ness concerns as defined in the Small Business Act.

$3704. Assignment of employees from private sector organizations

a. In General: This provision provides that an employee of a pri-
vate sector organization assigned to an agency under this chapter
is deemed to be on detail to such agency. The purpose of this sec-
tion is to provide that a private sector employee’s pay and benefits
are to be provided by the private sector employer while on the de-
tail. There is no cost to the government for this employee’s services
while detailed.

b. Terms and Conditions: An employee of a private sector organi-
zation assigned to an agency under this chapter is governed by the
following four provisions.

1. The employee may receive pay from the private sector em-
ployer: This provision clarifies that a private sector employee will
not be in violation of ethics statutes for receiving pay from the em-
ployee’s private sector employer under the IT Exchange Program.

2. The employee is deemed a Federal government employee for
purposes of Federal employee ethics and revolving door require-
ments, including:

A. Chapter 73 of title 5 of the U.S. Code: This puts a Tech
Corps private sector participant who is detailed to a Federal
agency under the provisions of the Hatch Act, except that the
salary received from the private sector employer is not consid-
ered an impermissible act;

B. Sections 201, 203, 205, 207, 208, 209, 603, 606, 607, 643,
654, 1905, and 1913 of title 18 of the U.S. Code: These criminal
law provisions govern the behavior of private sector Tech Corps
participants while detailed to agencies. They include restric-
tions and prohibitions against:

¢ Acting as a lobbyist (1 year after detail);

¢ Accepting bribes for official work;

¢ Aiding in the obtaining of contracts (1 year after de-
tail);

e Suing the government (other than in the proper dis-
charge of official duties);

¢ Revolving door activities;

* Financial conflicts of interest;

¢ Making political contributions;

¢ Intimidation to secure political contributions;

¢ Receipt of political contributions;

* Embezzlement;

e Disclosure of confidential information/trade secrets
during and for 3 years after detail; and
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¢ Lobbying with appropriated funds;

C. Sections 1343, 1344, and 1349(b) of title 31 of the U.S.
Code: These provisions state that Tech Corps detailees are for-
bidden to have government funded cars or planes;

D. The Federal Tort Claims Act and any other Federal tort
liability statute;

E. Ethics in Government Act of 1978;

F. Section 1043 of the Internal Revenue Code of 1986: This
provision affects sale of property to resolve financial conflicts
of interest and specifies how the IRS treats these sales; and

G. Section 27 of the Office of Federal Procurement Policy
Act: This provision would prohibit Tech Corps detailees from
disclosing procurement information, during and for 3 years
after the detail.

3. The employee may not have access to any trade secrets or to
any other nonpublic information, which is of commercial value to
the private sector organization from which he is assigned.

4. The employee is subject to such regulations as the President
may prescribe to govern the IT Exchange Program.

In addition, private sector employees working at Federal agen-
cies will be under the supervision of the agency’s Federal man-
agers.

c. Private Sector Employee Covered by Workers Compensation and
Wrongful Death If Not Otherwise Covered: This provision provides
that if a private sector employee participating in the IT Exchange
Program is not covered by a private sector company for workers
compensation or wrongful death, then the Government will provide
these benefits if injury or death occurs during the performance of
official duties under the IT Exchange Program.

d. Prohibition on Charging Costs: This provision prevents private
sector company with an employee on assignment to the IT Ex-
change Program from charging the costs of pay or benefits under
a Federal Government contract.

$3705. Application to Office of the Chief Technology Officer of the
District of Columbia

This section provides that the Tech Corps program applies to IT
workers in the District of Columbia government.

$3706. Reporting requirement

This section requires OPM to do a semiannual report to congres-
sional committees summarizing the operation of this chapter.

$3707. Regulations

This section provides that OPM is to issue regulations imple-
menting the IT Exchange Program. It also requires that OPM pre-
pare a report identifying all existing exchange programs and IT
training opportunities for Federal employees. Also requires that the
General Accounting Office (GAO) report on the IT Exchange Pro-
gram established in this chapter not later than four years after en-
actment (program sunsets in five years). Finally the section pro-
vides for a number of technical and conforming amendments to cur-
rent law, including titles 5, 18, and 31 of the U.S. Code.
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SEC. 210. SHARE-IN-SAVINGS INITIATIVES

The section would amend chapter 137 of title 10, U.S. Code and
title III of the Federal Property and Administrative Services Act to
authorize government-wide the use of share in savings contracts for
information technology. These contracts represent an innovative
approach to encourage industry to share creative technology solu-
tions with the Government. Through these contracts agencies can
lower their costs and improve service delivery without large “up
front” investments as the contractor provides the technology and is
compensated by receiving a portion of savings achieved. The section
is based upon a provision contained in the Services Acquisition Re-
form Act of 2002, H.R. 3832.

The section would authorize agencies to enter into share-in-sav-
ings contracts for information technology for a term of 5 years, and
with the appropriate approval for up to 10 years, to pay contractors
from the savings realized, and to retain those savings that exceed
the amount paid to the contractor. The section would permit agen-
cies to use various options for funding cancellation or termination
costs and would permit the cancellation or termination amount to
be negotiated by the parties. The section would require that con-
tracts awarded pursuant to this section include a provision con-
taining a quantifiable baseline for savings that is approved by the
agency’s senior procurement executive. Currently, agencies subject
to title 10 of the U.S. Code would be permitted to enter into an ag-
gregate of up to 5 contracts each during fiscal years 2003, 2004,
and 2005 where funds are only available for the first fiscal year of
the contract and certain conditions met. The same number would
be authorized for the same period for agencies under title 41 of the
U.S. Code. The number of such contracts authorized would increase
to an aggregate of ten for agencies under each title starting in
2006. Further, the section would require that the Federal Acquisi-
tion Regulation (FAR) be revised to implement this section and to
provide for such matters as the use of competitive procedures and
innovative provisions for technology refreshment, appropriate regu-
latory flexibility to facilitate the use of such contracts. Further,
GSA is to provide additional guidance to agencies in identifying ad-
ditional opportunities for the use of these contracts and for deter-
mining baselines and saving share ratios. Finally, the section
would require the Director of OMB to report to Congress two years
after enactment describing the number of share-in savings con-
tracts entered into and making recommendations for changes in
law needed to encourage their use and the GAO would review the
OMB report. The provisions would sunset in September 2009.

SEC. 211. AUTHORIZATION FOR ACQUISITION OF INFORMATION TECH-
NOLOGY BY STATE AND LOCAL GOVERNMENTS THROUGH FEDERAL
SUPPLY SCHEDULES

The section would amend section 502 of title 40 of the U.S. Code
to give the GSA Administrator the authority to provide for the use
by State or local governments of the Federal Supply Schedules of
the GSA for automated data processing equipment, software, sup-
port equipment and services, and other items contained in Federal
supply classification group 70. The section would further provide
that participation by a Federal Supply Schedule contractor in a
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sale to a State or local government would be voluntary. Not later
than December 31, 2004, the Administrator is to report on the im-
plementation and effects of the new provision.

SEC. 212. INTEGRATED REPORTING STUDY AND PILOT PROJECTS

This section would enhance the interoperability of Federal infor-
mation systems; reduce information collection burdens and assure
accuracy of submitted information; and enable individuals to inte-
grate and obtain similar bodies of agency information.

The section requires the OMB to report to Congress within 3
years on progress toward integrating Federal information systems
across agencies. The report is to address:

e The integration of data elements used in electronic infor-
mation collection within Federal databases “established under
Federal statute;”

» The feasibility of developing software “for use by reporting
persons in assembling, documenting, and validating the accu-
racy of information electronically submitted to agencies under
non-voluntary, statutory, and regulatory requirements;”

» The feasibility of developing a distributed information sys-
tem involving at least 2 agencies to allow the integration of
public information held by the agencies and provide public ac-
cess “to the information holdings of 1 or more agencies, or
some portion of such holdings, including the underlying raw
data, without requiring public users to know which agency
holds the information”.

To assist in the study, OMB is designating up to 5 pilot projects
to integrate data elements in order to reduce information collection
burdens by eliminating duplicative data, create interoperability
among public databases, and use software to reduce errors.

SEC. 213. COMMUNITY TECHNOLOGY CENTERS

This section requires a study by the E-Gov. Administrator of best
practices of Federally funded community technology centers, how to
enhance their development, and how to improve sharing of infor-
mation and resources. The E-Gov. Administrator in consultation
with the Secretary of Education is to work with other agencies to
assist in the implementation of the study’s recommendations. The
E-Gov. Administrator in consultation with the Secretary of Edu-
cation is also to develop an online tutorial to explain how to access
Government information and services on the Internet.

SEC. 214. ENHANCING CRISIS MANAGEMENT THROUGH ADVANCED
INFORMATION TECHNOLOGY

This section provides for a 2-year study to be performed by a con-
tractor and overseen by the E-Gov. Administrator in consultation
with the Federal Emergency Management Agency (FEMA), to de-
velop a research and implementation strategy for the use of IT in
disaster preparedness, response, and recovery. Based on the results
of the study, the E-Gov. Administrator in consultation with FEMA
is to initiate pilot projects or report to Congress on other activities
to maximize the use of IT in disaster management.
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SEC. 215. DISPARITIES IN ACCESS TO THE INTERNET

This section provides for a 2-year study to be requested by GSA
and conducted by a contractor selected by the National Academy of
Sciences on disparities in Internet access for online government
services. The study is to include recommendations for ensuring that
online government initiatives do not have the “unintended result of
increasing any deficiency in public access to Government services.”

TITLE III—INFORMATION SECURITY

Title III contains six sections:

» Section 301 revises GISRA, the Government Information
Security Reform provisions of the Floyd D. Spence National
Defense Authorization Act for Fiscal Year 2001 (Div. A, Title
X, Subtitle G, sec. 1061-1065; Pub. L. 106-398, October 30,
2000), and is drafted as a substitute to subchapter II of chap-
ter 35 of title 44, U.S. Code, to facilitate understanding given
the number of amended provisions;

e Section 302 amends the Federal information systems
standards provisions of the Clinger-Cohen Act regarding pro-
mulgation of NIST-developed information security standards
(40 U.S.C. 11331, originally enacted into law as sec. 4 of the
Computer Security Act of 1987);

* Section 303 revises NIST’s information security and sys-
tems standards role (15 U.S.C. 278g—3, section 3 of the Com-
puter Security Act);

» Section 304 revises the role of the NIST Computer System
Security and Privacy Advisory Board (15 U.S.C. 278g-4, sec-
tion 3 of the Computer Security Act);

* Section 305 makes technical and conforming amendments,
including repealing unnecessary provisions of the Computer
Security Act and the Paperwork Reduction Act;

» Section 306 provides rules of construction to ensure proper
implementation of standards promulgation authority by OMB
and the Department of Commerce.

SEC. 301. INFORMATION SECURITY

Subsection (a) states that this title may be cited as the “Federal
Information Security Management Act of 2002” (FISMA), reflecting
its origins in H.R. 3844, of the same name.

Subsection (b) amends subchapter II of chapter 35 of title 44,
U.S. Code, to include the following provisions.

$3531. Purposes

The provision provides that the purposes of this subchapter are
to:

* Provide a comprehensive framework for ensuring the effec-
tiveness of Federal information security through a risk-based
entity-wide management approach;

* Recognize the highly networked nature of the Federal com-
puting environment and provide effective government-wide
management and oversight of related information security
risks;

e Provide for the development and maintenance of minimum
security controls;
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* Provide a mechanism for improved oversight through an-
nual independent evaluations of agency information security
practices;

e Acknowledge that commercial available information secu-
rity products offer effective information solutions; and

* Recognize that the selection of specific technical informa-
tion security solutions should be left to individual agencies
from among commercially developed products.

$3532. Definitions

The definition for the term “information security” covers the pro-
tection of both information and information systems from unau-
thorized access, use, disclosure, disruption, modification, or de-
struction. This definition addresses the three objectives of informa-
tion integrity, confidentiality, and availability. These three con-
cepts are the widely accepted key organizing principles for informa-
tion security and encompass concepts such as non-repudiation and
authenticity. Including the three objectives reflects the importance
of recognizing that information security not only involves keeping
secrets (confidentiality), but also depends on protecting the ability
to use and rely on information and information systems (integrity
and availability).

This section’s definition of “national security system” encom-
passes the longstanding statutory treatment of military and intel-
ligence mission-related systems and classified systems. This defini-
tion replaces Government Information Security Reform Act’s
(GISRA) introduction of the term “mission critical system.” It re-
stores reliance on: (1) “Warner Amendment” national security sys-
tems, most recently reenacted into law in section 5142 of the
Clinger-Cohen Act of 1996, at 40 U.S.C. 11103(a); and (2) the Com-
puter Security Act’s treatment of systems protected by procedures
for information authorized to be kept secret in the interest of na-
tional defense or foreign policy, at 15 U.S.C. 278g-3. The provision
uses “classified” instead of “secret” to reflect the use of the term
in recent Executive Orders on information classification.

This section’s definition of “information technology” references
the current definition of the term in the Clinger-Cohen Act, at 40
U.S.C. 11101(6).

§3533. Authority and functions of the Director

This section states that OMB is to oversee agency information se-
curity policies and practices, including through:

1. Developing and overseeing information security policies,
principles, standards and guidelines, including through the
promulgation of standards and guidelines developed by NIST;

2. Requiring agencies to identify and provide information se-
curity protections commensurate with the risk and the mag-
nitude of harm to information and information systems;

3. Coordinating the development of NIST standards with
agencies responsible for national security systems to ensure
that NIST-developed standards and national security system
standards are complementary;

4. Overseeing agency compliance with the requirements of
this Act, including through authorized action, such as through
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the budget process, to enforce agency accountability for compli-
ance with this subchapter;

5. Annually reviewing, and approving or disapproving, agen-
cy information security programs;

6. Coordinating information security policies and procedures
with related IRM policies and procedures;

7. Overseeing the Federal information security incident cen-
ter, required under § 3536; and

8. Reporting to Congress on agency compliance with the sub-
chapter.

The purpose of these provisions is to clarify and streamline
OMB’s statutory requirements in comparison with those under
GISRA. The new section eliminates unnecessary and redundant
language and harmonizes the provisions with current law in the
Paperwork Reduction Act and the Clinger-Cohen Act. It also
strengthens OMB’s role in several respects, for example, height-
ening its responsibility to ensure agency compliance with informa-
tion system and security standards.

This section also clarifies the scope of the law with regard to the
treatment of national security systems. At §3533(b), it provides
that OMB’s authorities under this section do not apply to national
security systems except for oversight of agency compliance under
subsection (a)(4), and reporting to Congress under subsection (a)(8).
The purpose of this provision is to recognize OMB’s continuing
oversight and reporting responsibilities, while also recognizing that
information security for national security systems is to be provided
under standards and guidelines as required by law and as directed
by the President for national security systems. Neither NIST nor
OMB will establish requirements for those systems. This mandate
is reiterated in the statement of general agency responsibilities, at
§3534(a)(1)(B), and in a separate section specifically on agency re-
sponsibilities for national security systems, at §3537. This ap-
proach is consistent with that of Executive Order No. 13231
(October 16, 2001).

$3534. Federal agency responsibilities

This section details Federal agency information security respon-
sibilities:

1. Agency heads are responsible for agency information secu-
rity;

2. Senior program officials are responsible for applying the
risk-based approach to securing the information and systems
supporting the operations and assets under their control;

3. The agency CIO is responsible for ensuring agency compli-
ance with the subchapter’s requirements;

4. Each agency must have an agency-wide information secu-
rity program; and

5. Each agency must report on its information security ac-
tivities in budget and management reports.

This section maintains the key requirements in GISRA for agen-
cies to establish agency-wide information security programs.
FISMA goes on, however, to revise the GISRA provisions in this
section to streamline provisions and more clearly specify key agen-
cy requirements.
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First, §3534(a)(1)(B), provides that agencies must comply with
NIST-developed information security standards, as well as applica-
ble national security system standards. This provision bases agency
information security programs in compliance with standards, as
well as in individual agency risk management. Historically, Federal
information security system standards have not been mandatory.
Agencies will be responsible for compliance with all applicable
standards—for national security as well as non-national security
systems. While standards development and oversight is divided be-
tween NIST and OMB for non-national security systems and the
Department of Defense (including roles for the Director of Central
Intelligence and the National Security Agency) for national security
systems, it remains the obligation of every agency to comply with
applicable requirements to provide adequate security for informa-
tion and information systems supporting the agency’s operations
and assets, whether they involve non-national security or national
security systems. While some agencies may have only one or the
other, others have both national security and non-national security
systems. The key to information security for those agencies is to
have an agency-wide information security program that can ad-
dress both national security and non-national security system secu-
rity needs, including compliance with applicable standards.

Third, § 3534(a)(3) describes the information security responsibil-
ities of each agency CIO. This expands the same subsection in
GISRA to include a more detailed requirement for the designation
of a senior agency information security officer. Under this provi-
sion, this official is to: (1) carry out the CIO’s responsibilities under
the Act; (2) possess appropriate professional qualifications; (3) have
information security as his or her primary duty; and (4) head an
information security office with the mission and resources needed
to help ensure agency compliance with the Act. GAO has found
that an information security best practice is the establishment of
a central management focal point to ensure adequate attention to
information security. This provision will help agencies implement
this practice.

Fourth, §3534(b) requires each agency to “document” its agency-
wide security program, and prepare “subordinate plans” as needed
for networks, facilities, and systems, at § 3534(b)(3). These provi-
sions replace GISRA’s alternating use of “program” and “plan,” as
well as the Computer Security Act’s exclusive reliance on indi-
vidual system security plans, repealed at sec. 305(a). These provi-
sions are meant to ensure that each agency’s information security
program will represent an agency-wide management process that is
adequately documented at appropriate component and agency-wide
levels.

Fifth, §3534(b)(5) strengthens GISRA by providing more precise
management testing and evaluation requirements. Each agency in-
formation security program must include periodic testing and eval-
uation of the effectiveness of policies, procedures, and practices, to
be performed. depending on risk, but at least annually. This re-
quirement is part of the ongoing obligation of systems owners and
managers to maintain a current understanding of the security sta-
tus of their systems and the steps needed to address security weak-
nesses.
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This requirement is not intended to mean the degree of testing
and evaluation associated with formal certification and accredita-
tion (C & A) processes, although timely C & A testing, as well as
other relevant tests and evaluations, can be used to satisfy this re-
quirement. Rather, it reflects the need for program officials and
systems owners to maintain an understanding of the effectiveness
of the security controls for programs and systems over which they
have responsibility. Overall, this provision underscores the need for
periodic control checks as a matter of ongoing management respon-
sibility. Particularly given the rapid pace of emerging threats and
vulnerabilities, waiting as much as three years for a formal C &
A will not provide an adequate assurance that appropriate controls
are in place and operating as intended.

Finally, §3534 refines a number of GISRA provisions with re-
gards to agency information security responsibilities:

* The section adds a paragraph, at §3534(b)(8), to require
agencies to have plans and procedures to ensure continuity of
operations. Public and private sector experience with hackers
and viruses has proven the absolute necessity for agencies to
have contingency plans to help restore critical systems and ap-
plications after disruptions to agency operations.

e The section strengthens oversight of agency information
security activities with a requirement at §3534(c)(1) for agen-
cies to report annually to OMB, GAO, and Congress. This re-
places the GISRA provision that provides that each agency se-
curity program be “subject to the approval” of the OMB Direc-
tor, at 44 U.S.C. 3534(b)(3). It should be noted that the annual
reporting requirement is not intended to lead to multiple dupli-
cative reports. OMB guidance should facilitate the combination
of any similar reports as long as the resulting report addresses
the requirements of this Act. Thus, for example, the Depart-
ment of Defense should, with OMB guidance, ensure that its
annual report satisfies the requirements of both this Act and
the Defense Information Assurance Program (DIAP) under 10
U.S.C. 2224.

e The section clarifies that any significant information secu-
rity deficiency be reported as a material weakness in reporting
under 31 U.S.C. 3512 (the Federal Managers Financial Integ-
rity Act), and, if relating to financial management systems, as
an instance of a lack of substantial compliance under 31 U.S.C.
3512 note (the Federal Financial Management Improvement
Act), at §3805(c)(3).

e The section adds a provision, at § 3534(e), to require agen-
cies to give public notice and opportunity to comment on pro-
posed information security policies and procedures that affect
communication with the public, such as encryption standards.
This requirement should not be interpreted as requiring disclo-
sure of information security procedures and practices that
would reveal vulnerabilities or otherwise increase information
security risks.

§3535. Annual independent evaluation

This section requires that each agency have performed an annual
independent evaluation of its information security program and
practices by either its Inspector General or an independent exter-
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nal auditor. The evaluation is to be submitted to the OMB Director,
who is to summarize the results in the annual report to Congress
on compliance with the subchapter.

This section continues the GISRA requirement for an annual
independent evaluation at 44 U.S.C. 3535. Several changes are
made to the provisions of the section for the sake of clarity. For ex-
ample, §3535(a)(2)(A) is revised by substituting “representative”
for “appropriate.” An evaluation should involve the examination of
a sample of systems and procedures. Such a sample should be rep-
resentative of the whole. The word “appropriate” does not express
that concept. The word “representative” also better reflects the
Committee’s view that the evaluations are meant to provide an
overview of each agency’s information security program and prac-
tices, rather than an exhaustive review of every system and proce-
dure.

The section is revised to clarify procedures for evaluating na-
tional security systems within the context of the agency-wide eval-
uation. These revisions address the confusion created when GISRA
established separate procedures for the evaluation of national secu-
rity systems and left unexplained the relation of those evaluations
to the agency-wide evaluation. Because most agencies with national
security systems also have non-national security systems, agency-
wide evaluations must take into account both categories of systems.

To achieve this goal of a more reasoned approach to the evalua-
tion of agency-wide information security, including national secu-
rity systems, this section provides that:

e Agencies and evaluators must take appropriate steps to
protect information, which, if disclosed, might harm informa-
tion security—this provision, at § 3535(f), preserves the GISRA
provisions, at 44 U.S.C. 3535(e), regarding the responsibility of
agencies and their evaluators to take all necessary precautions
to protect security while performing the required evaluations.

e The evaluations should have separate presentations, as ap-
propriate, regarding information security for national security
systems—this new formulation, at § 3535(a)(2)(C), ensures that
while all necessary steps are taken to protect the security of
national security systems, the agency will have a record of a
comprehensive evaluation of its information security program
and practices.

» The portion of the agency-wide evaluation directly relating
to a national security system shall be performed by an eval-
uator chosen by the agency and in such a manner to ensure
appropriate information security protections—this subsection,
at §3535(c), preserves the GISRA provision protecting agency
responsibility for national security system information security,
but revises GISRA, at 44 U.S.C. 3535(b)(1)(B), to ensure that
national security system evaluations are performed in the con-
text of the agency-wide evaluation.

* The results of the evaluations shall be submitted to OMB,
which will then prepare a summary report for Congress. These
provisions, at § 3535(e) and (g) (1) and (2), which revise GISRA
at 44 U.S.C. 3535(c) and (d)(1), ensure reporting to OMB and
Congress, while protecting information security by requiring
submission to OMB of the evaluation results, not the evalua-
tion itself, and requiring reporting to Congress on a summary
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of the results, not the results or the evaluations themselves.
Furthermore, § 3535(e)(2) specifies that the results of evalua-
tions that directly relate to a national security system should
only be submitted to OMB in the form of a summary and as-
sessment. This is meant to ensure that no unnecessary risks
are undertaken with regard to national security information
through, for example, the burdensome transmission of classi-
fied materials to the offices of OMB.

* As under GISRA at 44 U.S.C. 3535(d)(2), evaluations and
any descriptions of intelligence-related national security sys-
tems shall only be made available to Congress through the In-
telligence Committees, at § 3535(g)(3).

Given these FISMA provisions relating to the evaluation of na-
tional security systems, the Committee would eliminate the GISRA
requirement for audits of evaluations of national security systems
at 44 U.S.C. 3535(b)(1)(A), (¢)(2), and (d)(2). The Committee be-
lieves the GISRA audit of evaluations requirement is unnecessary
and unduly complicated.

Finally, § 3535(h) requires periodic GAO evaluation of agency in-
formation security policies and practices. This is a new subsection
and is meant to ensure that GAO continues to perform its valuable
service in assisting Congress in the oversight of Federal informa-
tion security.

§3536. Federal information security incident center

This section directs OMB to ensure the operation of a central
Federal information security incident center. The Committee recog-
nizes the current successful operation of GSA’s incident center,
FedCIRC. The purpose of the requirement in this section is to pro-
vide a permanent authorization for a center such as FedCIRC, and
to insure that its activities are broadly conceived and faithfully car-
ried out consistent with the mandate in this section. Under sub-
section (a), the center’s mission is to: (1) Provide timely technical
assistance to agencies and other operators of Federal information
systems; (2) Compile and analyze information security incident in-
formation; Inform agencies about information security threats and
vulnerabilities; and (3) Consult with national security agencies and
other appropriate agencies, e.g., an infrastructure protection office.

The section, at §3536(b), provides that agencies responsible for
national security systems are to share information about informa-
tion security incidents with the center to the extent consistent with
national security system standards and guidelines. This provision
is intended to encourage inter-agency communication and consulta-
tion, while preserving national security agency discretion to deter-
mine appropriate information sharing.

$3537. National security systems

This section states that agencies operating or controlling national
security systems must: Provide information security protections
commensurate with the risk and magnitude of harm for informa-
tion maintained in such systems; Implement all applicable national
security system standards and guidelines; and Comply with the re-
quirements of the subchapter.

The purpose of the section is to make clear that agencies must
manage national security systems consistent with applicable na-
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tional security requirements (independent of OMB or NIST-devel-

oped guidance for other systems), but that they must also secure

those systems with the same risk-based management approach and

the same commitment to agency accountability applicable to all

g‘ederal agencies, most notably the requirements at §3534 and
3535.

$3538. Authorization of appropriations

This section authorizes such sums as may be necessary to carry
out the provisions of the subchapter for five years. This limited au-
thorization will help ensure periodic congressional oversight, with-
out limiting the effectiveness of the law, as was accomplished by
GISRA’s two-year sunset, currently at 44 U.S.C. 3536.

$3539. Effect on existing law

This section provides that nothing in this subchapter or those
provisions of law relating to the development and promulgation of
NIST-developed standards may be construed as affecting current
authorities regarding the use or disclosure of information, including
under the Privacy Act, Freedom of Information Act, the Federal
Records Act, the Paperwork Reduction Act, or disclosure of infor-
mation to the General Accounting Office.

SEC. 301(C). INFORMATION SECURITY RESPONSIBILITIES OF CERTAIN
AGENCIES

This subsection states that nothing in this subchapter supersedes
any authority of the Secretary of Defense, the Director of Central
Intelligence, or other agency head, as authorized by law and as di-
rected by the President, with regard to the operation, control, or
management of national security systems. This subsection, at para-
graph (B), also amends several provisions of law to clarify and har-
monize language with the subchapter. Further, this subsection pro-
vides (in the same terms as in GISRA) that nothing in the sub-
chapter supersedes any requirement made by or under the Atomic
Energy Act of 1954. Finally, this subsection revises section 1062 of
GISRA to eliminate unnecessary statutory language and rely in-
stead on current guidance in OMB Circular A-130, and to simplify
the treatment of national security systems.

SEC. 302. MANAGEMENT OF INFORMATION TECHNOLOGY

This section amends 40 U.S.C. 11331 (sec. 5131 of the Clinger-
Cohen Act) to:

* Require OMB to issue NIST-developed information secu-
rity standards, while preserving Commerce promulgation of
other information system standards;

* Require that the security standards include minimum
mandatory requirements geared to control objectives and risk
levels;

 Distinguish between NIST-developed standards and those
developed for national security systems; and

¢ Eliminate the ability to waive standards.

The purpose of this section is to strengthen the process for the
promulgation of information security standards.

The section, at subparagraph (a)(1)(A), requires OMB to issue
Federal information security standards developed by NIST under
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section 20(a)(3) of the NIST Act. This responsibility is limited by
paragraph (a)(2), which states the standards and guidelines for na-
tional security systems are to be developed, promulgated, enforced,
and overseen as otherwise authorized by law and as directed by the
President. Thus, this section continues the principle in law since
the enactment of the Computer Security Act of 1987, namely that
NIST is to develop standards for all Federal systems, other than
national security systems.

Under subparagraph (a)(1)(B), OMB must make these standards
compulsory to the extent they: (1) Provide minimum mandatory re-
quirements as determined under the NIST Act; or (2) Otherwise
are necessary for information security. This requirement for the
issuance of minimum mandatory standards is the counterpart to
FISMA'’s other requirements for NIST to develop minimum manda-
tory standards, and for agency compliance with, and OMB over-
sight of, such standards (see discussion of sec. 303, below, and 44
U.S.C. 3533 & 3534, above).

Paragraph (a)(3) preserves the provision in current law (at 40
U.S.C. 11331(c)) permitting agencies to use more stringent stand-
ards than provided by NIST-developed standards, but only if those
more stringent standards incorporate applicable mandatory NIST
requirements and are otherwise consistent with the risk manage-
ment policies and guidelines issued by OMB under 44 U.S.C. 3533.
This provision is consistent with the principle that NIST-developed
standards are generally intended to provide minimum guidance.
The requirements are to be geared to risk levels and would have
minimum requirements by such risk levels.

These FISMA provisions permitting the use of more stringent
standards should be distinguished from requirements in GISRA to
develop “more stringent” policies for national security systems
(GISRA, sec. 1062(b)), and to make such policies available to other
agencies (GISRA, sec. 1062(f)). The FISMA provisions permit the
use of more stringent requirements and envision building more
stringent protections on top of minimum requirements, depending
on the nature of information security risks. GISRA, on the other
hand, mandates the use of requirements for defense systems that
provide more stringent protection than that otherwise provided
under GISRA (GISRA, sec. 1062(b)). This approach imposes an ar-
bitrary and illogical ceiling on the law’s own risk management
principles, and could lead to unnecessarily inconsistent approaches
to information security.

FISMA eliminates the current provision at 40 U.S.C. 11331(d)
permitting waivers of standards. Agencies currently operate under
a blanket delegation of waiver authority from the Secretary of
Commerce (Memorandum to the Heads of Executive Departments
and Agencies, Secretary of Commerce, November 14, 1988). The
Committee believes it is inconsistent with the purpose of devel-
oping standards needed for information security to provide such a
broad waiver under the argument that compliance with the stand-
ards would have an adverse impact on the mission of the agency.
The fundamental purpose of FISMA is to require each agency to
employ information security policies and practices in order to man-
age risks to the agency’s operations and assets. FISMA’s equally
fundamental presumption is that the Federal government must
have a consistent information security approach across all agencies.
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FISMA’s standards are intended to provide that consistent ap-
proach, while meeting the mission-specific needs of each agency.
Accordingly, the Committee believes that a strengthened process is
needed to focus on developing and implementing workable manda-
tory standards.

Subsection (b) provides a similarly revised standards promulga-
tion process for the Secretary of Commerce, with regard to systems
standards, developed by NIST under section 20(a)(2) of the NIST
Act. Again, this process is currently found at 40 U.S.C. 11331.

SEC. 303. NATIONAL INSTITUTE OF STANDARDS AND TECHNOLOGY

This section revises section 20 of the National Institute of Stand-
ards and Technology (NIST) Act (15 U.S.C. 278g—3), originally en-
acted as part of the Computer Security Act of 1987, to update the
mission of NIST in light of current understandings of information
security and related provisions in FISMA.

Subsection (a) maintains NIST’s three-part standards mission of
developing standards and guidelines for information systems, for
Federal information systems, and for Federal information security.
However, it updates original Computer Security Act language to
focus on information systems and information security, and other-
wise conform to the definitions provided in FISMA.

Subsection (b) establishes new requirements for NIST-developed
standards to include: (1) Standards for categorizing the criticality
and sensitivity of agency information according to information se-
curity control objectives and across a range of risk levels, and (2)
Minimum information security requirements for each information
category. The subsection also would have NIST develop guidance,
in coordination with NSA, for identifying national security systems.
This guidance is not to govern such systems, but rather to ensure
that agencies receive consistent guidance on the identification of
systems that should be governed by national security system re-
quirements. NIST is required to develop this guidance in coordina-
tion with NSA to ensure consistency with national security system
requirements.

Subsection (c¢) requires NIST to consult with other agencies to
improve security and avoid duplication of effort, and to ensure that
NIST standards are complementary with national security system
requirements. This provision maintains the basic consultation re-
quirements of the Computer Security Act at 15 U.S.C. 278g-3(b)(5)
and (c¢), while revising the language for clarity and consistency with
other FISMA terms and requirements. For example, it strikes the
reference to achieving consistency “to the maximum extent pos-
sible” with national security system requirements, and substitutes
a requirement that the NIST-developed standards should be
“complementary with standards and guidelines” for national secu-
rity systems. The use of the term “consistency” has proven unsatis-
factory, as it has raised arguments that these standards might be
“inconsistent” and, conversely, that “consistency” might require
identical = requirements. @ The  Committee believes that
“complementary” is a formulation that helps communicate the im-
portance of the Federal government having requirements that can
meet the needs of different agencies and programs while fitting to-
gether in a coordinated manner to provide government-wide infor-
mation security.
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This subsection also provides for the submission of NIST-devel-
oped information security standards to OMB for promulgation;
deadlines for the developing standards and guidelines; and man-
dates to avoid prescriptive technology-specific requirements, pro-
vide for flexibility to permit alternative solutions to information se-
curity problems, and ensure the use of performance-based stand-
ards to the greatest extent possible.

Subsection 303(c)(5) emphasizes that open, transparent stand-
ards activities undertaken by NIST, such as the development and
publication of the Advanced Encryption Standard, promote flexi-
bility by permitting alternative hardware and software solutions to
provide equivalent levels of protection and enable vendors to offer
a variety of solutions to meet customer needs. By contrast, when
standards development has not been open and the resulting NIST
standard is not published and flexibly implementable, the standard
has failed to gain broad acceptance and use. The Clipper Chip is
an example of this failed effort.

Subsection (d), strengthens NIST’s organizational attention and
commitment to information security by establishing a NIST Office
for Information Security Programs.

Subsection (e) strengthens other current NIST responsibilities re-
lating to standards development, technical assistance, research,
and evaluation. First, NIST is to submit standards to OMB along
with recommendations as to the extent to which they should be
made mandatory. Second, NIST is to provide assistance to agencies
with regard to compliance with standards and guidelines, detecting
and handling security incidents, and information security policies
and procedures. Third, NIST is to conduct research, as needed, into
information security matters. Fourth, NIST is to develop and peri-
odically revise information security performance indicators and
measures. Fifth, NIST is to evaluate private sector information se-
curity policies and practices and assess their potential application
in government. Sixth, NIST is to evaluate national security policies
and practices and assess their potential application to other agen-
cies. Seventh, NIST is to periodically assess the effectiveness of its
standards and guidelines, and undertake revisions as appropriate.
Eighth, NIST is to solicit and consider its advisory board’s rec-
ommendations with regards to proposed NIST standards and
guidelines. Ninth, NIST is to prepare an annual public report on
its activities.

Finally, subsection (f) revises Computer Security definitions to
coréfolvlrgn to the definitions in 44 U.S.C. 3532, as amended by
FI .

SEC. 304. INFORMATION SECURITY AND PRIVACY ADVISORY BOARD

This section revises section 21 of the NIST Act (15 U.S.C. 278g—
4) regarding the Computer System Security and Privacy Advisory
Board. The subchapter strengthens the board and updates its name
and mission to ensure that it has sufficient independence and re-
sources to consider information security issues and provide useful
advice to NIST.

At §278g-4(a), FISMA changes the board’s name from the Com-
puter System Security and Privacy Advisory Board (CSSPAB) to
the Information Security and Privacy Advisory Board, consistent
with general use of the term “information security.”
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At §278g-4(b)(2), FISMA strengthens the role of the board by
mandating that it provide advice not only to NIST in developing
standards, but also to OMB, which is to promulgate the NIST-de-
veloped standards.

At §278g-4(b)(3), FISMA strengthens the role of the board by re-
quiring that it prepare an annual report. For a number of years the
CSSPAB produced annual reports that reflect the board’s consider-
ation of important security issues. In more recent years, the board
did not produce such reports. The Committee believes Federal in-
formation security could be assisted by the preparation and dis-
semination of these reports.

At §278g—4(f), FISMA strengthens the board by authorizing it to
hold its meetings where and when it chooses. To function as an ef-
fective advisory board, it would be useful for the board to be able
to hold meetings in locations easily accessible by expert witnesses
and interested Federal employees as well as members of the public.

At §278g—4(h), FISMA revises Computer Security Act definitions
consistent with its other definitional changes.

SEC. 305. TECHNICAL AND CONFORMING AMENDMENTS

Sec. 305(a) repeals sections 5 and 6 of the Computer Security Act
of 1987, at 40 U.S.C. 11332(b) and (c). These sections are super-
seded by the new legislation. Section 5 of the Computer Security
Act covers computer system security training. These provisions are
unnecessary given FISMA’s training provisions at § 3534(a)(3)(D) &
(4), (b)(4), and (d)(1)(B). Section 6 of the Computer Security Act re-
quires the identification of systems containing sensitive informa-
tion and the development of systems security plans. This section is
unnecessary given the overall scheme and specific requirements for
agency risk-based management of information and information sys-
tems supporting agency operations and assets. With regard to the
other substantive provisions of the Computer Security Act, FISMA,
at sec. 302, amends section 4 (section 5131 of the Clinger-Cohen
Act, at 40 U.S.C. 11331), and, at sec. 303 and 304, amends section
3 (sections 20 & 21 of the NIST Act, 15 U.S.C. 278g-3 & 4).

Sec. 305(b) repeals sec. 1062 of Pub. L. 106-398, the section of
the Government Information Security Reform (GISRA) provisions
of the 2001 Defense Authorization Act, not directly superseded by
FISMA, which is intended to represent a complete substitute revi-
sion of GISRA. FISMA, sec. 301(b)(1), supersedes GISRA, sec. 1061;
FISMA, sec. 301(c)(1)(B), supersedes GISRA, sec. 1063; FISMA, sec.
301(c)(2), supersedes GISRA, sec. 1062(g); FISMA, sec. 301(b)(2),
supersedes GISRA, sec. 1064; and FISMA, sec. 402, supersedes
GISRA, sec. 1065. Accordingly, FISMA, sec. 305(b), repeals the re-
maining provisions in GISRA, sec. 1062.

The establishment of specific information security requirements
for OMB and Federal agencies by FISMA obviates the need for sev-
eral provisions in the Paperwork Reduction Act (PRA), which de-
scribe general information security mandates. Accordingly, FISMA,
at sec. 305(c), amends the PRA to strike duplicative language and
otherwise update references to refer to FISMA. Further, at sec.
305(c)(2), FISMA amends the PRA to establish a requirement for
a regular inventory of major information systems to support infor-
mation security and broader information resources management
decision-making.
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SEC. 306. CONSTRUCTION

This section provides that nothing in the subchapter affects the
authority of NIST or the Department of Commerce concerning the
development and promulgation of information standards or guide-
lines under paragraphs (1) and (2) of section 20(a) of the NIST Act.
This is to ensure that the transfer of authority to promulgate infor-
mation security standards from Commerce to OMB not affect or
otherwise interfere with the continuing responsibility of NIST and
Commerce with regard to other information system standards.

TITLE IV—AUTHORIZATION OF APPROPRIATIONS AND
EFFECTIVE DATES

SEC. 401. AUTHORIZATION OF APPROPRIATIONS

The section authorizes such sums as are necessary to carry out
titles I and II for fiscal years 2003 through 2007, except where au-
thorization is specifically provided in those titles.

SEC. 402. EFFECTIVE DATES

The section provides that titles I and II and their amendments
are to be effective 120 days after enactment, except sections 207,
216, and 217, which are to be effective on the date of enactment.
The section further provides that title III and IV shall take effect
on the date of enactment.

TITLE V—CONFIDENTIAL INFORMATION PROTECTION AND
STATISTICAL EFFICIENCY

SEC. 501. SHORT TITLE

The section provides that this title may be cited as the
“Confidential Information Protection and Statistical Efficiency Act
of 2002.”

SEC. 502. DEFINITIONS

This section contains definitions of nine terms including; “agent,”
“identifiable form,” “business data,” “statistical activities,”
“statistical purpose, and nonstatistical purpose”.

SEC. 503. COORDINATION AND OVERSIGHT OF POLICIES

The section specifies that the Director of OMB shall coordinate
and oversee the confidentiality and information sharing policies
and rules established by the various agencies under this title.
Among other required reports, each designated statistical agency is
required to report to the Director of OMB and to the House Com-
mittee on Government Reform and the Senate Committee on Gov-
ernmental Affairs on actions taken under subtitle B of this title.

SEC. 504. EFFECT ON OTHER LAWS

The section provides that this title does not affect other laws, in-
cluding Bureau of Census provisions providing for limited disclo-
sures of business statistical information. Also specifies that State
laws on the confidentiality of data are not preempted and that sta-
tistical information may be disclosed to a law enforcement agency
for prosecutions for the submission of false statistical information.
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Subtitle A—Confidential Information Protection
SEC. 511. FINDINGS AND PURPOSES

The section lists five findings including: that protecting the con-
fidentiality interests of individuals or organizations who provide in-
formation for federal statistical programs serves both the interests
of the public and the needs of society and that ensuring that infor-
mation provided for statistical purposes receives protection is es-
sential in continuing public cooperation in statistical programs. The
section further lists the proposes for the title which include ensur-
ing that information supplied to an agency for statistical purposes
under a pledge of confidentiality is used only for statistical pur-
poses and to safeguarding individually identifiable information ac-
quired under a confidentiality pledge by controlling access to and
uses made of such information.

SEC. 512. LIMITATIONS ON USE AND DISCLOSURE OF DATA AND
INFORMATION

The section would protect information submitted to all agencies
under a pledge of confidentiality and for statistical purposes and
sets strict rules for the confidentiality of the data provided. It pro-
hibits disclosure of the data or information in an identifiable form
for any use other than a statistical one except with the informed
consent of the person or organization providing the information.
Such disclosure is only authorized when approved by an agency
head and it is not otherwise prohibited by law.

SEC. 513. FINES AND PENALTIES

The section provides felony criminal penalties (up to 5 years in
jail and a maximum $250,000 fine) for any knowing and willful dis-
closures by an agency officer, employee, or agent of information ac-
quired exclusively for statistical purposes in violation of this title.

Subtitle B—Statistical Efficiency
SEC. 521. FINDINGS AND PURPOSES

The section lists six findings including: that federal statistics are
an important source of information for public and private decision
makers, the quality of federal statistics depends on the willingness
of businesses to respond to surveys, and enhanced sharing of busi-
ness data among the Bureau of the Census, the Bureau of Eco-
nomic Analysis, and the Bureau of Labor Statistics for exclusively
statistical purposes will improve their ability to track more accu-
rately the changing nature of U.S. business. The section further
provides that the purposes of this subtitle include authorizing the
sharing of business data among the Bureaus of Census, Economic
Analysis, and Labor Statistics for only statistical purposes, to re-
duce paperwork burdens on businesses that provide information to
the Government, and to improve the comparability and accuracy of
Federal economic statistics
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SEC. 522. DESIGNATION OF STATISTICAL AGENCIES

This section designates that the U.S. Census Bureau, the U.S.
Bureau of Labor Statistics and the U.S. Bureau of Economic Anal-
ysis as statistical agencies for the purposes of this subtitle.

SEC. 523. RESPONSIBILITIES OF DESIGNATED STATISTICAL AGENCIES

The section provides that the head of each of the three statistical
agencies is to identify opportunities to eliminate duplication in the
collection and reporting of statistical business data, enter into joint
projects to improve the quality and reduce costs, protect the con-
fidentiality of individually identifiable information by, among other
things, emphasizing to employees and agents the importance of
protecting the confidentiality of identifiable information, and imple-
menting appropriate measures to assure security.

SEC. 524. SHARING OF BUSINESS DATA AMONG DESIGNATED
STATISTICAL AGENCIES

This section would allow that the U.S. Census Bureau, the U.S.
Bureau of Labor Statistics and the U.S. Bureau of Economic Anal-
ysis to enter into a written agreement to provide business data in
an identifiable form in their possession to each other and specifies
that any information sharing will be accorded all of the confiden-
tiality provisions of subtitle A and other existing laws. The written
agreement must specify: (1) the business data to be shared; (2) the
statistical purpose for which it can be used; (3) who in each agency
can examine the data; and (4) appropriate security procedures to
safeguard the confidentiality of the business data.

SEC. 525. LIMITATIONS ON USE OF BUSINESS DATA PROVIDED BY
STATISTICAL AGENCIES

The section provides that any shared business data under this
subtitle shall be used exclusively for statistical purposes and that
any publication of business data shall occur only in a form where
the data is not personally identifiable.

SEC. 526. CONFORMING AMENDMENTS

The section provides for amendments to current law, including
adding a new section 402 to chapter 10 of title 13 of the U.S. Code
allowing the Census Bureau to provide business data to the Bu-
reaus of Economic Analysis and Labor Statistics.

U.S. CONGRESS,
CONGRESSIONAL BUDGET OFFICE,
Washington, DC, November 14, 2002.
Hon. DAN BURTON,
Chairman, Committee on Government Reform,
House of Representatives, Washington, DC.

DEAR MR. CHAIRMAN: The Congressional Budget Office has pre-

pared the enclosed cost estimate for H.R. 2458, the E-Government
Act of 2002.
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If you wish further details on this estimate, we will be pleased
to provide them. The CBO staff contact is Matthew Pickford.
Sincerely,
DaAN L. CRIPPEN,
Director.

Enclosure.
CONGRESSIONAL BUDGET OFFICE COST ESTIMATE

H.R. 2458—E-Government Act of 2002

Summary: H.R. 2458 would authorize appropriations for pro-
grams to improve the coordination and deployment of information
technology, as well as improve electronic access to government in-
formation and services. The bill would:

» Establish an Office of Electronic Government within the
Office of Management and Budget (OMB),

* Create a Chief Information Officers Council,

« Establish an E-Government Fund administered through
the General Services Administration (GSA),

e Create an exchange program between the federal govern-
ment and the private sector to promote information technology
management,

« Expand the use of information technology share-in-savings
(SIS) pilot programs through 2009, and

* Allow the Census Bureau, the Bureau of Economic Anal-
ysis (BEA), and the Bureau of Labor Statistics (BLS) to share
business data subject to certain confidentiality restrictions and
would create new criminal penalties for violations of these re-
strictions.

Assuming appropriation of the necessary amounts, we estimate
that implementing H.R. 2458 would cost about $60 million in 2003
and about $600 million over the 2003—2007 period. That spending
could be partially offset by savings of up to $10 million a year after
a two- or three-year implementation period, assuming that appro-
priations for the Census Bureau and BLS are reduced accordingly.
We also estimate that enacting the bill would increase direct
spending by $7 million over the 2003—2007 period and $22 million
over the 2003—2012 period. That spending would be for the esti-
mated cost of unfunded termination liability of SIS contracts au-
thorized by the bill. CBO estimates that the provisions regarding
civil and criminal penalties would have no significant effect on rev-
enues.

H.R. 2458 contains no intergovernmental or private-sector man-
dates as defined in the Unfunded Mandates Reform Act (UMRA)
and would impose no costs on state, local, or tribal governments.
Provisions of title II would benefit the District of Columbia by au-
thorizing employees of the Office of the Chief Technology Officer to
be assigned to a private-sector organization or an employee of such
organization to be assigned to the office. Other provisions of title
II could benefit state and local governments by authorizing the
General Services Administration to allow them access to certain
federal purchasing schedules.

Estimated cost to the Federal Government: As shown in the fol-
lowing table, CBO estimates that implementing H.R. 2458 would
cost about $570 million over the 2003—-2007 period, subject to ap-
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propriation of the necessary amounts, as well as $8 million in new
direct spending over the same period. The costs of this legislation
fall within budget functions 370 (commerce and housing credit),
500 (education, training, employment, and social services), and 800
(general government).

By fiscal year, in millions of dollars—

2003 2004 2005 2006 2007

CHANGES IN SPENDING SUBJECT TO APPROPRIATION
Specified Authorization Level 100 74 122 170 20
Estimated Outlays 59 57 76 112 20
Electronic Government Programs:
Estimated Authorization Level 3 31 34 36 191
Estimated Outlays 2 32 34 36 165
BLS and Census Savings:
Estimated Authorization Level 0 0 —10 —10 —10
Estimated Outlays 0 0 —10 —10 —10
Total Estimated Authorization Level 103 105 146 196 201
Total Estimated Outlays 61 89 100 138 175

CHANGES IN DIRECT SPENDING

Estimated Budget Authority (1) 1 1 2 3
Estimated Outlays (1) 1 1 2 3

1=|ess than $500,000.

Basis of estimate: For this estimate, we assume that the nec-
essary amounts will be provided each year and that spending will
follow historical patterns for similar activities. CBO estimates that
H.R. 2458 would authorize the appropriation of approximately $750
million over the 2003-2007 period for managing and promoting
electronic government services and processes. This estimate as-
sumes that funding would be adjusted for anticipated inflation.

Specific authorizations

The bill would authorize the appropriation of $486 million over
the 2003-2007 period for the following activities:

e $369 million for the GSA to operate the E-Government
Fund for interagency projects, develop electronic signatures for
executive agencies, maintain and promote the federal Internet
portal, and to study disparities in access to the internet;

e $100 million for the National Institute of Standards and
Technology to create a new Office for Information Security Pro-
grams, which would conduct research and issue standards re-
lated to the security of federal information systems; and

e $17 million for ongoing efforts, including developing and
maintaining databases and websites for federally funded re-
search, information technology training, and education.

Estimated authorizations

The authorizations specified in H.R. 2458 would cover different
time periods. For example, some are only for fiscal year 2003, but
others extend for four or five years. In addition to these specified
authorizations, H.R. 2458 also would authorize such sums as nec-
essary during the next five years to fund electronic government
programs. These include operating the E-Government Fund; main-
taining and promoting the federal Internet portal; developing elec-
tronic signatures; developing and maintaining databases and
websites for federally funded research; and supporting information
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technology training, research, reports, and education. CBO esti-
mates that continuing the activities authorized by the bill would
require the appropriation of $295 million over the 2003-2007 pe-
riod, assuming adjustments for anticipated inflation.

Savings

The use of electronic information systems to collect information
form the public and to provide government services could reduce
administrative costs at federal agencies; however, CBO has no
basis for estimating any such savings over the next few years.

CBO also expects that allowing the Census Bureau and BLS to
share business data could generate cost savings for the two agen-
cies. Under current law, statistical agencies cannot exchange such
data, and therefore sometimes collect duplicative information. For
example, the Census Bureau and BLS together typically spend
about $150 million a year to collect and process data for their own
independent lists of business establishments. Under H.R. 5215,
these agencies could create one master list and potentially reduce
total data collection and maintenance costs. Based on information
from the two agencies, OMB and the General Accounting Office,
CBO estimates that, after an implementation period of two or three
years, the Census Bureau and BLS could achieve savings of up to
$10 million annually, assuming that appropriations for the two
agencies are reduced accordingly.

Direct spending and revenues

H.R. 2458 would authorize federal agencies to use SIS contracts
for the purchase of information technology consultants and hard-
ware through September 2009. The bill would allow up to five con-
tracts per year in fiscal years 2003 through 2005 and up to 10 con-
tracts per year in fiscal year 2006 through 2009.

A SIS contract can be used to procure products and services
without an up-front payment. Payment for such goods and services
would be made from any operational savings or increased collec-
tions generated from the contract. In addition, H.R. 2458 would
allow agencies to enter into SIS contracts without funds available
for the termination cost of the contract. The bill would limit the
amount of such unfunded termination liability to $5 million per
contract (or 25 percent of the termination costs, whichever is less).

For this estimate, we assume that the new authority provided by
the bill will be fully used. Based on information from GSA about
the current use of SIS contracts, CBO estimates that 10 percent of
the SIS contracts authorized by H.R. 2458 would be terminated be-
fore completion. Assuming that SIS contracts have an average du-
ration of five years and that the maximum termination liability
could be incurred in any year, we estimate this provision would
cost $7 million over the 2003—-2007 period and $22 over the 2003—
2012 period.

Intergovernmental and private-sector impact: H.R. 2458 contains
no intergovernmental or private-sector mandates as defined in
UMRA and would impose no costs on state, local, or tribal govern-
ments. Provisions of title II would benefit the District of Columbia
by authorizing employees of the Office of the Chief Technology Offi-
cer to be assigned to a private-sector organization or an employee
of such organization to be assigned to the office. Other provisions
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of title II could benefit state and local governments by authorizing
the General Services Administration to allow them access to cer-
tain federal purchasing schedules.

Previous CBO estimate: On June 7, 2002, CBO transmitted a
cost estimate for S. 803, the E-Government Act of 2002, as ordered
reported by the Senate Committee on Governmental Affairs on
March 21, 2002. These pieces of legislation are very similar, how-
ever, the House bill would authorize the appropriation of about
$100 million more than S. 803. In addition, the House bill would
authorize SIS contracts, and S. 803 would not.

Title V of H.R. 2458, concerning sharing business data among
federal statistical agencies, is identical to H.R. 5215, as ordered re-
ported by the House Committee on Government Reform on October
9, 2002, for which CBO transmitted a cost estimate on November
8, 2002. The estimated budgetary effects of those provisions are the
same.

Estimate prepared by: Census and BLS: Ken Johnson and Chris-
tina Hawley Sadoti; Other Federal Costs: Matthew Pickford; Im-
pact on State, Local, and Tribal Governments: Susan Sieg Tomp-
kins; and Impact on the Private Sector: Paige Piper/Bach.

Estimated approved by: Peter H. Fontaine, Deputy Assistant Di-
rector for Budget Analysis.

CHANGES IN EXISTING LAW MADE BY THE BILL, AS REPORTED

In compliance with clause 3(e) of rule XIII of the Rules of the
House of Representatives, changes in existing law made by the bill,
as reported, are shown as follows (existing law proposed to be omit-
ted is enclosed in black brackets, new matter is printed in italic,
existing law in which no change is proposed is shown in roman):

TITLE 44, UNITED STATES CODE
PUBLIC PRINTING AND DOCUMENTS

Chap. Sec.

1. Joint Committee on Printing ..............cccccoviiiiiiiiiiiiiiieeceeeeen 101

36. Management and Promotion of Electronic Government Services ..... 3601
% % # # % % #

CHAPTER 35—COORDINATION OF FEDERAL
INFORMATION POLICY

SUBCHAPTER I—FEDERAL INFORMATION POLICY

Sec.
3501. Purposes.

SUBCHAPTER II—INFORMATION SECURITY
Sec.

[3531. Purposes.

[3532. Definitions.

[3533. Authority and functions of the Director.
[3534. Federal agency responsibilities.

[3535. Annual independent evaluation.

[3536. Expiration.]
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3531. Purposes.

3532. Definitions.

3533. Authority and functions of the Director.
3534. Federal agency responsibilities.

3535. Annual independent evaluation.

3536. Federal information security incident center.
3537. National security systems.

3538. Authorization of appropriations.

3539. Effect on existing law.

SUBCHAPTER I—FEDERAL INFORMATION POLICY

% * * * % * *

§ 3504. Authority and functions of Director
(a) kok ok

* k *k & * k *k

(g) With respect to privacy and security, the Director shall—

(1) develop and oversee the implementation of policies, prin-
ciples, standards, and guidelines on privacy, confidentiality, se-
curity, disclosure and sharing of information collected or main-
tained by or for agencies; and

(2) oversee and coordinate compliance with sections 552 and
552a of title 5, sections 20 and 21 of the National Institute of
Standards and Technology Act (15 U.S.C. 278g-3 and 278g—4),
[sections 11331 and 11332(b) and (c) of title 40] section 11331
of title 40 and subchapter II of this chapter, and related infor-
mation management laws[; and].

[(3) require Federal agencies, consistent with the the stand-
ards and guidelines promulgated under sections 11331 and
11332(b) and (c) of title 40, to identify and afford security pro-
tections commensurate with the risk and magnitude of the
harm resulting from the loss, misuse, or unauthorized access
to or modification of information collected or maintained by or
on behalf of an agency.]

* * * * * * *

§3505. Assignment of tasks and deadlines
(a) ok ok

* * * * * * *

(c)(1) The head of each agency shall develop and maintain an in-
ventory of major information systems (including major national se-
curity systems) operated by or under the control of such agency.

(2) The identification of information systems in an inventory
under this subsection shall include an identification of the inter-
faces between each such system and all other systems or networks,
including those not operated by or under the control of the agency.

(3) Such inventory shall be—

(A) updated at least annually;
(B) made available to the Comptroller General; and
(C) used to support information resources management, in-
cluding—
(i) preparation and maintenance of the inventory of infor-
mation resources under section 3506(b)(4);
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(it) information technology planning, budgeting, acquisi-
tion, and management under section 3506(h), subtitle III of
title 40, and related laws and guidance;

(ii) monitoring, testing, and evaluation of information
security controls under subchapter II;

(iv) preparation of the index of major information sys-
tems required under section 552(g) of title 5, United States
Code; and

(v) preparation of information system inventories re-
quged for records management under chapters 21, 29, 31,
and 33.

(4) The Director shall issue guidance for and oversee the imple-
mentation of the requirements of this subsection.

§3506. Federal agency responsibilities
(a) ko ok

* * * & * * *

(g) With respect to privacy and security, each agency shall—

(1) implement and enforce applicable policies, procedures,
standards, and guidelines on privacy, confidentiality, security,
disclosure and sharing of information collected or maintained
by or for the agency; and

(2) assume responsibility and accountability for compliance
with and coordinated management of sections 552 and 552a of
title 5, [section 11332 of title 401 subchapter II of this chapter,
and related information management laws[; and].

[(3) consistent with section 11332 of title 40, identify and af-
ford security protections commensurate with the risk and mag-
nitude of the harm resulting from the loss, misuse, or unau-
thorized access to or modification of information collected or
maintained by or on behalf of an agency.]

* * * & * * *k

[SUBCHAPTER II—INFORMATION SECURITY

[§3531. Purposes

[The purposes of this subchapter are the following:

[(1) To provide a comprehensive framework for establishing
and ensuring the effectiveness of controls over information re-
sources that support Federal operations and assets.

[(2)(A) To recognize the highly networked nature of the Fed-
eral computing environment including the need for Federal
Government interoperability and, in the implementation of im-
proved security management measures, assure that opportuni-
ties for interoperability are not adversely affected.

[(B) To provide effective governmentwide management and
oversight of the related information security risks, including
coordination of information security efforts throughout the ci-
vilian, national security, and law enforcement communities.

[(3) To provide for development and maintenance of min-
imum controls required to protect Federal information and in-
formation systems.

[(4) To provide a mechanism for improved oversight of Fed-
eral agency information security programs.
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[§ 3532. Definitions

[(a) Except as provided under subsection (b), the definitions
under section 3502 shall apply to this subchapter.
[(b) In this subchapter:

[(1) The term “information technology” has the meaning
given that term in section 5002 of the Clinger-Cohen Act of
1996 (40 U.S.C. 1401).

[(2) The term “mission critical system” means any tele-
communications or information system used or operated by an
agency or by a contractor of an agency, or other organization
on behalf of an agency, that—

[(A) is defined as a national security system under sec-
tion 5142 of the Clinger-Cohen Act of 1996 (40 U.S.C.
1452);

[(B) is protected at all times by procedures established
for information which has been specifically authorized
under criteria established by an Executive order or an Act
of Congress to be classified in the interest of national de-
fense or foreign policy; or

[(C) processes any information, the loss, misuse, disclo-
sure, or unauthorized access to or modification of, would
have a debilitating impact on the mission of an agency.

[§3533. Authority and functions of the Director

[(a)(1) The Director shall establish governmentwide policies for
the management of programs that—

[(A) support the cost-effective security of Federal informa-
tion systems by promoting security as an integral component
of each agency’s business operations; and

[(B) include information technology architectures as defined
under section 5125 of the Clinger-Cohen Act of 1996 (40 U.S.C.
1425).

[(2) Policies under this subsection shall—
[(A) be founded on a continuing risk management cycle that
recognizes the need to—
[(i) identify, assess, and understand risk; and
[(ii) determine security needs commensurate with the
level of risk;

[(B) implement controls that adequately address the risk;

[(C) promote continuing awareness of information security
risk; and

[(D) continually monitor and evaluate policy and control ef-
fectiveness of information security practices.

[(b) The authority under subsection (a) includes the authority
to—

[(1) oversee and develop policies, principles, standards, and
guidelines for the handling of Federal information and infor-
mation resources to improve the efficiency and effectiveness of
governmental operations, including principles, policies, and
guidelines for the implementation of agency responsibilities
under applicable law for ensuring the privacy, confidentiality,
and security of Federal information;

[(2) consistent with the standards and guidelines promul-
gated under section 5131 of the Clinger-Cohen Act of 1996 (40
U.S.C. 1441) and sections 5 and 6 of the Computer Security
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Act of 1987 (40 U.S.C. 1441 note; Public Law 100-235; 101
Stat. 1729), require Federal agencies to identify and afford se-
curity protections commensurate with the risk and magnitude
of the harm resulting from the loss, misuse, or unauthorized
access to or modification of information collected or maintained
by or on behalf of an agency;

[(3) direct the heads of agencies to—

[(A) identify, use, and share best security practices;

[(B) develop an agencywide information security plan;

[(C) incorporate information security principles and
practices throughout the life cycles of the agency’s informa-
tion systems; and

[(D) ensure that the agency’s information security plan
is practiced throughout all life cycles of the agency’s infor-
mation systems;

[(4) oversee the development and implementation of stand-
ards and guidelines relating to security controls for Federal
computer systems by the Secretary of Commerce through the
National Institute of Standards and Technology under section
5131 of the Clinger-Cohen Act of 1996 (40 U.S.C. 1441) and
section 20 of the National Institute of Standards and Tech-
nology Act (15 U.S.C. 278g-3);

[(5) oversee and coordinate compliance with this section in
a manner consistent with—

[(A) sections 552 and 552a of title 5;

[(B) sections 20 and 21 of the National Institute of
Standards and Technology Act (15 U.S.C. 278g-3 and
278g—4);

[(C) section 5131 of the Clinger-Cohen Act of 1996 (40
U.S.C. 1441);

[(D) sections 5 and 6 of the Computer Security Act of
1987 (40 U.S.C. 1441 note; Public Law 100-235; 101 Stat.
1729); and

[(E) related information management laws; and

[(6) take any authorized action under section 5113(b)(5) of
the Clinger-Cohen Act of 1996 (40 U.S.C. 1413(b)(5)) that the
Director considers appropriate, including any action involving
the budgetary process or appropriations management process,
to enforce accountability of the head of an agency for informa-
tion resources management, including the requirements of this
subchapter, and for the investments made by the agency in in-
formation technology, including—

[(A) recommending a reduction or an increase in any
amount for information resources that the head of the
agency proposes for the budget submitted to Congress
under section 1105(a) of title 31;

[(B) reducing or otherwise adjusting apportionments
and reapportionments of appropriations for information re-
sources; and

[(C) using other authorized administrative controls over
appropriations to restrict the availability of funds for infor-
mation resources.

[(c) The authorities of the Director under this section (other than
the authority described in subsection (b)(6))—
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[(1) shall be delegated to the Secretary of Defense, the Direc-
tor of Central Intelligence, and another agency head as des-
ignated by the President in the case of systems described
under subparagraphs (A) and (B) of section 3532(b)(2);

[(2) shall be delegated to the Secretary of Defense in the
case of systems described under subparagraph (C) of section
3532(b)(2) that are operated by the Department of Defense, a
contractor of the Department of Defense, or another entity on
behalf of the Department of Defense; and

[(3) in the case of all other Federal information systems,
may be delegated only to the Deputy Director for Management
of the Office of Management and Budget.

[§ 3534. Federal agency responsibilities

[(a) The head of each agency shall—

[(1) be responsible for—

[(A) adequately ensuring the integrity, confidentiality,
authenticity, availability, and nonrepudiation of informa-
tion and information systems supporting agency operations
and assets;

[(B) developing and implementing information security
policies, procedures, and control techniques sufficient to af-
ford security protections commensurate with the risk and
magnitude of the harm resulting from unauthorized disclo-
sure, disruption, modification, or destruction of informa-
tion collected or maintained by or for the agency; and

[(C) ensuring that the agency’s information security
plan is practiced throughout the life cycle of each agency
system;

[(2) ensure that appropriate senior agency officials are re-
sponsible for—

[(A) assessing the information security risks associated
with the operations and assets for programs and systems
over which such officials have control;

[(B) determining the levels of information security ap-
propriate to protect such operations and assets; and

[(C) periodically testing and evaluating information se-
curity controls and techniques;

[(3) delegate to the agency Chief Information Officer estab-
lished under section 3506, or a comparable official in an agency
not covered by such section, the authority to administer all
functions under this subchapter including—

[(A) designating a senior agency information security of-
ficial who shall report to the Chief Information Officer or
a comparable official;

[(B) developing and maintaining an agencywide infor-
mation security program as required under subsection (b);

[(C) ensuring that the agency effectively implements
and maintains information security policies, procedures,
and control techniques;

[(D) training and overseeing personnel with significant
responsibilities for information security with respect to
such responsibilities; and

L(E) assisting senior agency officials concerning respon-
sibilities under paragraph (2);
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[(4) ensure that the agency has trained personnel sufficient
to assist the agency in complying with the requirements of this
subchapter and related policies, procedures, standards, and
guidelines; and

[(5) ensure that the agency Chief Information Officer, in co-
ordination with senior agency officials, periodically—

[(A)(1) evaluates the effectiveness of the agency informa-
tion security program, including testing control techniques;
and

[(ii) implements appropriate remedial actions based on
that evaluation; and

[(B) reports to the agency head on—

[(i) the results of such tests and evaluations; and
[(i1) the progress of remedial actions.

[(b)(1) Each agency shall develop and implement an agencywide
information security program to provide information security for
the operations and assets of the agency, including operations and
assets provided or managed by another agency.

[(2) Each program under this subsection shall include—

[(A) periodic risk assessments that consider internal and ex-
ternal threats to—

[(i) the integrity, confidentiality, and availability of sys-
tems; and

[(ii) data supporting critical operations and assets;

[(B) policies and procedures that—

(i) are based on the risk assessments required under
subparagraph (A) that cost-effectively reduce information
security risks to an acceptable level; and

[(ii) ensure compliance with—

[(I) the requirements of this subchapter;

[(II) policies and procedures as may be prescribed
by the Director; and

[(ITT) any other applicable requirements;

[(C) security awareness training to inform personnel of—

[(i) information security risks associated with the activi-
ties of personnel; and

[(ii) responsibilities of personnel in complying with
agency policies and procedures designed to reduce such
risks;

[(D) periodic management testing and evaluation of the ef-
fectiveness of information security policies and procedures;

[(E) a process for ensuring remedial action to address any
significant deficiencies; and

[(F) procedures for detecting, reporting, and responding to
security incidents, including—

[(1) mitigating risks associated with such incidents be-
fore substantial damage occurs;

[(ii) notifying and consulting with law enforcement offi-
cials and other offices and authorities;

[(ii) notifying and consulting with an office designated
by the Administrator of General Services within the Gen-
eral Services Administration; and

[(iv) notifying and consulting with an office designated
by the Secretary of Defense, the Director of Central Intel-
ligence, and another agency head as designated by the
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President for incidents involving systems described under
subparagraphs (A) and (B) of section 3532(b)(2).

[(3) Each program under this subsection is subject to the ap-
proval of the Director and is required to be reviewed at least annu-
ally by agency program officials in consultation with the Chief In-
formation Officer. In the case of systems described under subpara-
graphs (A) and (B) of section 3532(b)(2), the Director shall delegate
approval authority under this paragraph to the Secretary of De-
fense, the Director of Central Intelligence, and another agency
head as designated by the President.

[(c)(1) Each agency shall examine the adequacy and effectiveness
of information security policies, procedures, and practices in plans
and reports relating to—

[(A) annual agency budgets;

[(B) information resources management under subchapter I
of this chapter;

[(C) performance and results based management under the
Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.);

[(D) program performance under sections 1105 and 1115
through 1119 of title 31, and sections 2801 through 2805 of
title 39; and

[(E) financial management under—

[(G) chapter 9 of title 31, United States Code, and the
Chief Financial Officers Act of 1990 (31 U.S.C. 501 note;
Kublic Law 101-576) (and the amendments made by that

ct);

[(ii) the Federal Financial Management Improvement
Act of 1996 (31 U.S.C. 3512 note) (and the amendments
made by that Act); and

[(iii) the internal controls conducted under section 3512
of title 31.

[(2) Any significant deficiency in a policy, procedure, or practice
identified under paragraph (1) shall be reported as a material
weakness in reporting required under the applicable provision of
law under paragraph (1).

[(d)(1) In addition to the requirements of subsection (c), each
agency, in consultation with the Chief Information Officer, shall in-
clude as part of the performance plan required under section 1115
of title 31 a description of—

[(A) the time periods; and

[(B) the resources, including budget, staffing, and training,

which are necessary to implement the program required under sub-
section (b)(1).

[(2) The description under paragraph (1) shall be based on the

risk assessment required under subsection (b)(2)(A).

[§3535. Annual independent evaluation

[(a)(1) Each year each agency shall have performed an inde-
pendent evaluation of the information security program and prac-
tices of that agency.

l[c(12) Each evaluation by an agency under this section shall in-
clude—
[(A) testing of the effectiveness of information security con-
trol techniques for an appropriate subset of the agency’s infor-
mation systems; and
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[(B) an assessment (made on the basis of the results of the
testing) of the compliance with—
[(i) the requirements of this subchapter; and
[(ii) related information security policies, procedures,
standards, and guidelines.

[(83) The Inspector General or the independent evaluator per-
forming an evaluation under this section may use an audit, evalua-
tion, or report relating to programs or practices of the applicable
agency.

[(b)(1)(A) Subject to subparagraph (B), for agencies with Inspec-
tors General appointed under the Inspector General Act of 1978 (5
U.S.C. App.) or any other law, the annual evaluation required
under this section or, in the case of systems described under sub-
paragraphs (A) and (B) of section 3532(b)(2), an audit of the annual
evaluation required under this section, shall be performed by the
Inspector General or by an independent evaluator, as determined
by the Inspector General of the agency.

[(B) For systems described under subparagraphs (A) and (B) of
section 3532(b)(2), the evaluation required under this section shall
be performed only by an entity designated by the Secretary of De-
fense, the Director of Central Intelligence, or another agency head
as designated by the President.

[(2) For any agency to which paragraph (1) does not apply, the
head of the agency shall contract with an independent evaluator to
perform the evaluation.

[(c) Each year, not later than the anniversary of the date of the
enactment of this subchapter, the applicable agency head shall sub-
mit to the Director—

[(1) the results of each evaluation required under this sec-
tion, other than an evaluation of a system described under sub-
paragraph (A) or (B) of section 3532(b)(2); and

[(2) the results of each audit of an evaluation required under
this section of a system described under subparagraph (A) or
(B) of section 3532(b)(2).

[(d)(1) The Director shall submit to Congress each year a report
summarizing the materials received from agencies pursuant to sub-
section (¢) in that year.

[(2) Evaluations and audits of evaluations of systems under the
authority and control of the Director of Central Intelligence and
evaluations and audits of evaluation of National Foreign Intel-
ligence Programs systems under the authority and control of the
Secretary of Defense shall be made available only to the appro-
priate oversight committees of Congress, in accordance with appli-
cable laws.

[(e) Agencies and evaluators shall take appropriate actions to en-
sure the protection of information, the disclosure of which may ad-
versely affect information security. Such protections shall be com-
mensurate with the risk and comply with all applicable laws.

[§ 3536. Expiration

[This subchapter shall not be in effect after the date that is two
years after the date on which this subchapter takes effect.]
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SUBCHAPTER II—INFORMATION SECURITY

§3531. Purposes

The purposes of this subchapter are to—

(1) provide a comprehensive framework for ensuring the effec-
tiveness of information security controls over information re-
sources that support Federal operations and assets;

(2) recognize the highly networked nature of the current Fed-
eral computing environment and provide effective government-
wide management and oversight of the related information se-
curity risks, including coordination of information security ef-
forts throughout the civilian, national security, and law enforce-
ment communities;

(3) provide for development and maintenance of minimum
controls required to protect Federal information and informa-
tion systems;

(4) provide a mechanism for improved oversight of Federal
agency information security programs;

(5) acknowledge that commercially developed information se-
curity products offer advanced, dynamic, robust, and effective
information security solutions, reflecting market solutions for
the protection of critical information infrastructures important
to the national defense and economic security of the nation that
are designed, built, and operated by the private sector; and

(6) recognize that the selection of specific technical hardware
and software information security solutions should be left to in-
dividual agencies from among commercially developed prod-
ucts.

§3532. Definitions

(a) IN GENERAL.—Except as provided under subsection (b), the
definitions under section 3502 shall apply to this subchapter.
(b) ADDITIONAL DEFINITIONS.—As used in this subchapter—

(1) the term “information security” means protecting informa-
tion and information systems from unauthorized access, use,
disclosure, disruption, modification, or destruction in order to
provide—

(A) integrity, which means guarding against improper in-
formation modification or destruction, and includes ensur-
ing information nonrepudiation and authenticity;

(B) confidentiality, which means preserving authorized
restrictions on access and disclosure, including means for
protecting personal privacy and proprietary information;
an

(C) availability, which means ensuring timely and reli-
able access to and use of information;

(2) the term “national security system” means any informa-
tion system (including any telecommunications system) used or
operated by an agency or by a contractor of an agency, or other
organization on behalf of an agency—

(A) the function, operation, or use of which—

(i) involves intelligence activities;

(it) involves cryptologic activities related to national
security;

(iit) involves command and control of military forces;
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(iv) involves equipment that is an integral part of a
weapon or weapons system; or
(v) is critical to the direct fulfillment of military or
intelligence missions,
except that this subparagraph does not include a system
that is used for routine administrative and business appli-
cations (including payroll, finance, logistics, and personnel
management applications); or
(B) is protected at all times by procedures established for
information that have been specifically authorized under
criteria established by an Executive order or an Act of Con-
gress to be kept classified in the interest of national defense
or foreign policy; and
(3) the term “information technology” has the meaning given
that term in section 11101 of title 40.

§3533. Authority and functions of the Director

(a) The Director shall oversee agency information security policies
and practices, including—

(1) developing and overseeing the implementation of policies,
principles, standards, and guidelines on information security,
including through the promulgation of standards and guide-
lines under section 11331 of title 40;

(2) requiring agencies, consistent with the standards promul-
gated under such section 11331 and the requirements of this
subchapter, to identify and provide information security protec-
tions commensurate with the risk and magnitude of the harm
resulting from the unauthorized access, use, disclosure, disrup-
tion, modification, or destruction of—

(A) information collected or maintained by or on behalf
of an agency; or

(B) information systems used or operated by an agency or
by a contractor of an agency or other organization on be-
half of an agency;

(3) coordinating the development of standards and guidelines
under section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3) with agencies and offices op-
erating or exercising control of national security systems
(including the National Security Agency) to assure, to the max-
imum extent feasible, that such standards and guidelines are
complementary with standards and guidelines developed for
national security systems;

(4) overseeing agency compliance with the requirements of
this subchapter, including through any authorized action under
section 11303 of title 40, to enforce accountability for compli-
ance with such requirements;

(5) reviewing at least annually, and approving or dis-
approving, agency information security programs required
under section 3534(b);

(6) coordinating information security policies and procedures
with related information resources management policies and
procedures;

(7) overseeing the operation of the Federal information secu-
rity incident center required under section 3536; and
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(8) reporting to Congress no later than March 1 of each year
on agency compliance with the requirements of this subchapter,
including—

(A) a summary of the findings of evaluations required by
section 3535;
(B) significant deficiencies in agency information security
practices;
(C) planned remedial action to address such deficiencies;
and
(D) a summary of, and the views of the Director on, the
report prepared by the National Institute of Standards and
Technology under section 20(e)(7) of the National Institute
of Standards and Technology Act (15 U.S.C. 278g-3).
(b) Except for the authorities described in paragraphs (4) and (8)
of subsection (a), the authorities of the Director under this section
shall not apply to national security systems.

§3534. Federal agency responsibilities

(a) The head of each agency shall—

(1) be responsible for—

(A) providing information security protections commensu-
rate with the risk and magnitude of the harm resulting
from unauthorized access, use, disclosure, disruption, modi-
fication, or destruction of—

(i) information collected or maintained by or on be-
half of the agency; and

(it) information systems used or operated by an agen-
¢y or by a contractor of an agency or other organization
on behalf of an agency;

(B) complying with the requirements of this subchapter
and related policies, procedures, standards, and guidelines,
including—

(i) information security standards promulgated by
the Director under section 11331 of title 40; and

(it) information security standards and guidelines for
national security systems issued in accordance with
law and as directed by the President; and

(C) ensuring that information security management proc-
esses are integrated with agency strategic and operational
planning processes;

(2) ensure that senior agency officials provide information se-
curity for the information and information systems that support
the operations and assets under their control, including
through—

(A) assessing the risk and magnitude of the harm that
could result from the unauthorized access, use, disclosure,
disruption, modification, or destruction of such information
or information systems;

(B) determining the levels of information security appro-
priate to protect such information and information systems
in accordance with standards promulgated under section
11331 of title 40, for information security classifications
and related requirements;

(C) implementing policies and procedures to cost-effec-
tively reduce risks to an acceptable level; and
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(D) periodically testing and evaluating information secu-
rity controls and techniques to ensure that they are effec-
tively implemented,;

(3) delegate to the agency Chief Information Officer estab-
lished under section 3506 (or comparable official in an agency
not covered by such section) the authority to ensure compliance
with the requirements imposed on the agency under this sub-
chapter, including—

(A) designating a senior agency information security offi-
cer who shall—

(i) carry out the Chief Information Officer’s respon-
sibilities under this section;

(ii) possess professional qualifications, including
training and experience, required to administer the
functions described under this section;

(iii) have information security duties as that official’s
primary duty; and

(iv) head an office with the mission and resources to
assist in ensuring agency compliance with this section;

(B) developing and maintaining an agencywide informa-
tion security program as required by subsection (b);

(C) developing and maintaining information security
policies, procedures, and control techniques to address all
applicable requirements, including those issued under sec-
tion 3533 of this title, and section 11331 of title 40;

(D) training and overseeing personnel with significant re-
sponsibilities for information security with respect to such
responsibilities; and

(E) assisting senior agency officials concerning their re-
sponsibilities under paragraph (2);

(4) ensure that the agency has trained personnel sufficient to
assist the agency in complying with the requirements of this
subchapter and related policies, procedures, standards, and
guidelines; and

(5) ensure that the agency Chief Information Officer, in co-
ordination with other senior agency officials, reports annually
to the agency head on the effectiveness of the agency informa-
tion security program, including progress of remedial actions.

(b) Each agency shall develop, document, and implement an agen-
cywide information security program, approved by the Director
under section 3533(a)(5), to provide information security for the in-
formation and information systems that support the operations and
assets of the agency, including those provided or managed by an-
other agency, contractor, or other source, that includes—

(1) periodic assessments of the risk and magnitude of the
harm that could result from the unauthorized access, use, dis-
closure, disruption, modification, or destruction of information
and information systems that support the operations and assets
of the agency;

(2) policies and procedures that—

(A) are based on the risk assessments required by para-
graph (1);

(B) cost-effectively reduce information security risks to an
acceptable level;
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(C) ensure that information security is addressed
throughout the life cycle of each agency information system;
and

(D) ensure compliance with—

(i) the requirements of this subchapter;

(it) policies and procedures as may be prescribed by
the Director, and information security standards pro-
mulgated under section 11331 of title 40;

(iti) minimally acceptable system configuration re-
quirements, as determined by the agency; and

(iv) any other applicable requirements, including
standards and guidelines for national security systems
issued in accordance with law and as directed by the
President;

(3) subordinate plans for providing adequate information se-
curity for networks, facilities, and systems or groups of informa-
tion systems, as appropriate;

(4) security awareness training to inform personnel, including
contractors and other users of information systems that support
the operations and assets of the agency, of—

(A) information security risks associated with their ac-
tivities; and

(B) their responsibilities in complying with agency poli-
cies and procedures designed to reduce these risks;

(5) periodic testing and evaluation of the effectiveness of in-
formation security policies, procedures, and practices, to be per-
formed with a frequency depending on risk, but no less than an-
nually, of which such testing—

(A) shall include testing of management, operational, and
technical controls of every information system identified in
the inventory required under section 3505(c); and

(B) may include testing relied on in a evaluation under
section 3535;

(6) a process for planning, implementing, evaluating, and
documenting remedial action to address any deficiencies in the
information security policies, procedures, and practices of the
agency;

(7) procedures for detecting, reporting, and responding to se-
curity incidents, consistent with standards and guidelines
issued pursuant to section 3536(b), including—

(A) mitigating risks associated with such incidents before
substantial damage is done;

(B) notifying and consulting with the Federal informa-
tion security incident center referred to in section 3536; and

(C) notifying and consulting with, as appropriate—

(i) law enforcement agencies and relevant Offices of
Inspector General;

(it) an office designated by the President for any inci-
dent involving a national security system; and

(iii) any other agency or office, in accordance with
law or as directed by the President; and

(8) plans and procedures to ensure continuity of operations
for information systems that support the operations and assets
of the agency.

(¢) Each agency shall—
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(1) report annually to the Director, the Committees on Gov-
ernment Reform and Science of the House of Representatives,
the Committees on Governmental Affairs and Commerce,
Science, and Transportation of the Senate, the appropriate au-
thorization and appropriations committees of Congress, and the
Comptroller General on the adequacy and effectiveness of infor-
mation security policies, procedures, and practices, and compli-
ance with the requirements of this subchapter, including com-
pliance with each requirement of subsection (b);

(2) address the adequacy and effectiveness of information se-
curity policies, procedures, and practices in plans and reports
relating to—

(A) annual agency budgets;

(B) information resources management under subchapter
1 of this chapter;

(C) information technology management under subtitle
11T of title 40;

(D) program performance under sections 1105 and 1115
through 1119 of title 31, and sections 2801 and 2805 of
title 39;

(E) financial management under chapter 9 of title 31,
and the Chief Financial Officers Act of 1990 (31 U.S.C. 501
note; Public Law 101-576) (and the amendments made by
that Act);

(F) financial management systems under the Federal Fi-
nancial Management Improvement Act (31 U.S.C. 3512
note); and

(G) internal accounting and administrative controls
under section 3512 of title 31, (known as the “Federal Man-
agers Financial Integrity Act”); and

(3) report any significant deficiency in a policy, procedure, or
practice identified under paragraph (1) or (2)—

(A) as a material weakness in reporting under section
3512 of title 31; and

(B) if relating to financial management systems, as an
instance of a lack of substantial compliance under the Fed-
eral Financial Management Improvement Act (31 U.S.C.
3512 note).

(d)(1) In addition to the requirements of subsection (c), each agen-
¢y, in consultation with the Director, shall include as part of the
performance plan required under section 1115 of title 31 a descrip-
tion of—

(A) the time periods, and

(B) the resources, including budget, staffing, and training,

that are necessary to implement the program required under sub-
section (b).

(2) The description under paragraph (1) shall be based on the risk
assessments required under subsection (b)(2)(1).

(e) Each agency shall provide the public with timely notice and
opportunities for comment on proposed information security policies
and procedures to the extent that such policies and procedures affect
communication with the public.
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$§3535. Annual independent evaluation

(a)(1) Each year each agency shall have performed an inde-
pendent evaluation of the information security program and prac-
tices of that agency to determine the effectiveness of such program
and practices.

l(?i) Each evaluation by an agency under this section shall in-
clude—

(A) testing of the effectiveness of information security policies,
procedures, and practices of a representative subset of the agen-
¢y’s information systems;

(B) an assessment (made on the basis of the results of the
testing) of compliance with—

(i) the requirements of this subchapter; and
(it) related information security policies, procedures,
standards, and guidelines; and

(C) separate presentations, as appropriate, regarding infor-
mation security relating to national security systems.

(b) Subject to subsection (¢c)—

(1) for each agency with an Inspector General appointed
under the Inspector General Act of 1978, the annual evaluation
required by this section shall be performed by the Inspector
General or by an independent external auditor, as determined
by the Inspector General of the agency; and

(2) for each agency to which paragraph (1) does not apply, the
head of the agency shall engage an independent external audi-
tor to perform the evaluation.

(¢c) For each agency operating or exercising control of a national
security system, that portion of the evaluation required by this sec-
tion directly relating to a national security system shall be per-
formed—

(1) only by an entity designated by the agency head; and

(2) in such a manner as to ensure appropriate protection for
information associated with any information security vulner-
ability in such system commensurate with the risk and in ac-
cordance with all applicable laws.

(d) The evaluation required by this section may be based in whole
or in part on an audit, evaluation, or report relating to programs
or practices of the applicable agency.

(e)(1) Each year, not later than such date established by the Direc-
tor, the head of each agency shall submit to the Director the results
of the evaluation required under this section.

(2) To the extent an evaluation required under this section directly
relates to a national security system, the evaluation results sub-
mitted to the Director shall contain only a summary and assessment
of that portion of the evaluation directly relating to a national secu-
rity system.

(f) Agencies and evaluators shall take appropriate steps to ensure
the protection of information which, if disclosed, may adversely af-
fect information security. Such protections shall be commensurate
with the risk and comply with all applicable laws and regulations.

(g)(1) The Director shall summarize the results of the evaluations
conducted under this section in the report to Congress required
under section 3533(a)(8).

(2) The Director’s report to Congress under this subsection shall
summarize information regarding information security relating to
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national security systems in such a manner as to ensure appropriate
protection for information associated with any information security
vulnerability in such system commensurate with the risk and in ac-
cordance with all applicable laws.

(3) Evaluations and any other descriptions of information systems
under the authority and control of the Director of Central Intel-
ligence or of National Foreign Intelligence Programs systems under
the authority and control of the Secretary of Defense shall be made
available to Congress only through the appropriate oversight com-
mittees of Congress, in accordance with applicable laws.

(h) The Comptroller General shall periodically evaluate and re-
port to Congress on—

(1) the adequacy and effectiveness of agency information secu-
rity policies and practices; and
(2) implementation of the requirements of this subchapter.

§3536. Federal information security incident center

(a) The Director shall ensure the operation of a central Federal
information security incident center to—

(1) provide timely technical assistance to operators of agency
information systems regarding security incidents, including
guidance on detecting and handling information security inci-
dents;

(2) compile and analyze information about incidents that
threaten information security;

(3) inform operators of agency information systems about cur-
rent and potential information security threats, and
vulnerabilities; and

(4) consult with agencies or offices operating or exercising
control of national security systems (including the National Se-
curity Agency) and such other agencies or offices in accordance
with law and as directed by the President regarding informa-
tion security incidents and related matters.

(b) Each agency operating or exercising control of a national secu-
rity system shall share information about information security inci-
dents, threats, and vulnerabilities with the Federal information se-
curity incident center to the extent consistent with standards and
guidelines for national security systems, issued in accordance with
law and as directed by the President.

§3537. National security systems

The head of each agency operating or exercising control of a na-
tional security system shall be responsible for ensuring that the
agency—

(1) provides information security protections commensurate
with the risk and magnitude of the harm resulting from the un-
authorized access, use, disclosure, disruption, modification, or
destruction of the information contained in such system;

(2) implements information security policies and practices as
required by standards and guidelines for national security sys-
tems, issued in accordance with law and as directed by the
President; and

(3) complies with the requirements of this subchapter.
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$3538. Authorization of appropriations

There are authorized to be appropriated to carry out the prouvi-
sions of this subchapter such sums as may be necessary for each of
fiscal years 2003 through 2007.

$3539. Effect on existing law

Nothing in this subchapter, section 11331 of title 40, or section 20
of the National Standards and Technology Act (15 U.S.C. 278¢-3)
may be construed as affecting the authority of the President, the Of-
fice of Management and Budget or the Director thereof, the National
Institute of Standards and Technology, or the head of any agency,
with respect to the authorized use or disclosure of information, in-
cluding with regard to the protection of personal privacy under sec-
tion 552a of title 5, the disclosure of information under section 552
of title 5, the management and disposition of records under chapters
29, 31, or 33 of title 44, the management of information resources
under subchapter I of chapter 35 of this title, or the disclosure of
information to the Congress or the Comptroller General of the
United States.

CHAPTER 36—MANAGEMENT AND PROMOTION OF
ELECTRONIC GOVERNMENT SERVICES

Sec.

3601. Definitions.

3602. Office of Electronic Government.

3603. Chief Information Officers Council.

3604. E-Government Fund.

3605. Program to encourage innovative solutions to enhance electronic Government
services and processes.

3606. E-Government report.

§3601. Definitions

In this chapter, the definitions under section 3502 shall apply,
and the term—

(1) “Administrator” means the Administrator of the Office of
Electronic Government established under section 3602;

(2) “Council” means the Chief Information Officers Council
established under section 3603;

(3) “electronic Government” means the use by the Government
of web-based Internet applications and other information tech-
nologies, combined with processes that implement these tech-
nologies, to—

(A) enhance the access to and delivery of Government in-
formation and services to the public, other agencies, and
other Government entities; or

(B) bring about improvements in Government operations
that may include effectiveness, efficiency, service quality, or
transformation;

(4) “enterprise architecture”—

(A) means—

(i) a strategic information asset base, which defines
the mission;

(ii) the information necessary to perform the mission;

(iii) the technologies necessary to perform the mis-
sion; and
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(iv) the transitional processes for implementing new
technologies in response to changing mission needs;
and

(B) includes—

(1) a baseline architecture;

(it) a target architecture; and

(iii) a sequencing plan;

(5) “Fund” means the E-Government Fund established under
section 3604,

(6) “interoperability” means the ability of different operating
and software systems, applications, and services to commu-
nicate and exchange data in an accurate, effective, and con-
sistent manner;

(7) “integrated service delivery” means the provision of Inter-
net-based Federal Government information or services inte-
grated according to function or topic rather than separated ac-
cording to the boundaries of agency jurisdiction; and

(8) “tribal government” means the governing body of any In-
dian tribe, band, nation, or other organized group or commu-
nity, including any Alaska Native village or regional or village
corporation as defined in or established pursuant to the Alaska
Native Claims Settlement Act (43 U.S.C. 1601 et seq.), which is
recognized as eligible for the special programs and services pro-
vided by the United States to Indians because of their status as
Indians.

§3602. Office of Electronic Government

(a) There is established in the Office of Management and Budget
an Office of Electronic Government.

(b) There shall be at the head of the Office an Administrator who
shall be appointed by the President.

(¢) The Administrator shall assist the Director in carrying out—

(1) all functions under this chapter;

(2) all of the functions assigned to the Director under title I1
of the E-Government Act of 2002; and

(3) other electronic government initiatives, consistent with
other statutes.

(d) The Administrator shall assist the Director and the Deputy
Director for Management and work with the Administrator of the
Office of Information and Regulatory Affairs in setting strategic di-
rection for implementing electronic Government, under relevant stat-
utes, including—

(1) chapter 35;

(2) subtitle III of title 40, United States Code;

(3) section 552a of title 5 (commonly referred to as the
“Privacy Act”);

(4) the Government Paperwork Elimination Act (44 U.S.C.
3504 note); and

(5) the Federal Information Security Management Act of
2002.

(e) The Administrator shall work with the Administrator of the
Office of Information and Regulatory Affairs and with other offices
within the Office of Management and Budget to oversee implemen-
tation of electronic Government under this chapter, chapter 35, the
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E-Government Act of 2002, and other relevant statutes, in a manner
consistent with law, relating to—

(1) capital planning and investment control for information
technology;

(2) the development of enterprise architectures;

(3) information security;

(4) privacy;

(5) access to, dissemination of, and preservation of Govern-
ment information;

(6) accessibility of information technology for persons with
disabilities; and

(7) other areas of electronic Government.

(f) Subject to requirements of this chapter, the Administrator
shall assist the Director by performing electronic Government func-
tions as follows:

(1) Advise the Director on the resources required to develop
and effectively administer electronic Government initiatives.

(2) Recommend to the Director changes relating to Govern-
mentwide strategies and priorities for electronic Government.

(3) Provide overall leadership and direction to the executive
branch on electronic Government.

(4) Promote innovative uses of information technology by
agencies, particularly initiatives involving multiagency collabo-
ration, through support of pilot projects, research, experimen-
tation, and the use of innovative technologies.

(5) Oversee the distribution of funds from, and ensure appro-
priate administration and coordination of, the E-Government
Fund established under section 3604.

(6) Coordinate with the Administrator of General Services re-
garding programs undertaken by the General Services Adminis-
tration to promote electronic government and the efficient use of
information technologies by agencies.

(7) Lead the activities of the Chief Information Officers Coun-
cil established under section 3603 on behalf of the Deputy Di-
rector for Management, who shall chair the council.

(8) Assist the Director in establishing policies which shall set
the framework for information technology standards for the
Federal Government under section 11331 of title 40, to be devel-
oped by the National Institute of Standards and Technology
and promulgated by the Secretary of Commerce, taking into ac-
count, if appropriate, recommendations of the Chief Information
Officers Council, experts, and interested parties from the private
and nonprofit sectors and State, local, and tribal governments,
and maximizing the use of commercial standards as appro-
priate, including the following:

(A) Standards and guidelines for interconnectivity and
interoperability as described under section 3504.

(B) Consistent with the process under section 207(d) of
the E-Government Act of 2002, standards and guidelines
for categorizing Federal Government electronic information
to enable efficient use of technologies, such as through the
use of extensible markup language.

(C) Standards and guidelines for Federal Government
computer system efficiency and security.

(9) Sponsor ongoing dialogue that—
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(A) shall be conducted among Federal, State, local, and
tribal government leaders on electronic Government in the
executive, legislative, and judicial branches, as well as
leaders in the private and nonprofit sectors, to encourage
collaboration and enhance understanding of best practices
and innovative approaches in acquiring, using, and man-
aging information resources;

(B) is intended to improve the performance of govern-
ments in collaborating on the use of information technology
to improve the delivery of Government information and
services; and

(C) may include—

(i) development of innovative models—

(D) for electronic Government management and
Government information technology contracts; and

(II) that may be developed through focused dis-
cussions or using separately sponsored research;

(it) identification of opportunities for public-private
collaboration in using Internet-based technology to in-
crease the efficiency of Government-to-business trans-
actions;

(iii) identification of mechanisms for providing in-
centives to program managers and other Government
employees to develop and implement innovative uses of
information technologies; and

(iv) identification of opportunities for public, private,
and intergovernmental collaboration in addressing the
disparities in access to the Internet and information
technology.

(10) Sponsor activities to engage the general public in the de-
velopment and implementation of policies and programs, par-
ticularly activities aimed at fulfilling the goal of using the most
effective citizen-centered strategies and those activities which
engage multiple agencies providing similar or related informa-
tion and services.

(11) Oversee the work of the General Services Administration
and other agencies in developing the integrated Internet-based
system under section 204 of the E-Government Act of 2002.

(12) Coordinate with the Administrator for Federal Procure-
ment Policy to ensure effective implementation of electronic pro-
curement initiatives.

(13) Assist Federal agencies, including the General Services
Administration, the Department of Justice, and the United
States Access Board in—

(A) implementing accessibility standards under section
508 of the Rehabilitation Act of 1973 (29 U.S.C. 794d); and

(B) ensuring compliance with those standards through
the budget review process and other means.

(14) Oversee the development of enterprise architectures with-
in and across agencies.

(15) Assist the Director and the Deputy Director for Manage-
ment in overseeing agency efforts to ensure that electronic Gov-
ernment activities incorporate adequate, risk-based, and cost-ef-
fective security compatible with business processes.
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(16) Administer the Office of Electronic Government estab-
lished under this section.

(17) Assist the Director in preparing the E-Government report
established under section 3606.

(g) The Director shall ensure that the Office of Management and
Budget, including the Office of Electronic Government, the Office of
Information and Regulatory Affairs, and other relevant offices, have
adequate staff and resources to properly fulfill all functions under
the E-Government Act of 2002.

§3603. Chief Information Officers Council

(a) There is established in the executive branch a Chief Informa-
tion Officers Council.

(b) The members of the Council shall be as follows:

(1) The Deputy Director for Management of the Office of Man-
agement and Budget, who shall act as chairperson of the Coun-
cil.

(2) The Administrator of the Office of Electronic Government.

(3) The Administrator of the Office of Information and Regu-
latory Affairs.

(4) The chief information officer of each agency described
under section 901(b) of title 31.

(5) The chief information officer of the Central Intelligence
Agency.

(6) The chief information officer of the Department of the
Army, the Department of the Navy, and the Department of the
Air Force, if chief information officers have been designated for
such departments under section 3506(a)(2)(B).

(7) Any other officer or employee of the United States des-
ignated by the chairperson.

(c)(1) The Administrator of the Office of Electronic Government
shall lead the activities of the Council on behalf of the Deputy Direc-
tor for Management.

(2)(A) The Vice Chairman of the Council shall be selected by the
Council from among its members.

(B) The Vice Chairman shall serve a 1-year term, and may serve
multiple terms.

(3) The Administrator of General Services shall provide adminis-
trative and other support for the Council.

(d) The Council is designated the principal interagency forum for
improving agency practices related to the design, acquisition, devel-
opment, modernization, use, operation, sharing, and performance of
Federal Government information resources.

(e) In performing its duties, the Council shall consult regularly
with representatives of State, local, and tribal governments.

(f) The Council shall perform functions that include the following:

(1) Develop recommendations for the Director on Government
information resources management policies and requirements.

(2) Share experiences, ideas, best practices, and innovative
approaches related to information resources management.

(3) Assist the Administrator in the identification, develop-
ment, and coordination of multiagency projects and other inno-
vative initiatives to improve Government performance through
the use of information technology.
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(4) Promote the development and use of common performance
measures for agency information resources management under
this chapter and title II of the E-Government Act of 2002.

(5) Work as appropriate with the National Institute of Stand-
ards and Technology and the Administrator to develop rec-
ommendations on information technology standards developed
under section 20 of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3) and promulgated under sec-
tion 11331 of title 40, and maximize the use of commercial
standards as appropriate, including the following:

(A) Standards and guidelines for interconnectivity and
interoperability as described under section 3504.

(B) Consistent with the process under section 207(d) of
the E-Government Act of 2002, standards and guidelines
for categorizing Federal Government electronic information
to enable efficient use of technologies, such as through the
use of extensible markup language.

(C) Standards and guidelines for Federal Government
computer system efficiency and security.

(6) Work with the Office of Personnel Management to assess
and address the hiring, training, classification, and profes-
sional development needs of the Government related to informa-
tion resources management.

(7) Work with the Archivist of the United States to assess how
the Federal Records Act can be addressed effectively by Federal
information resources management activities.

§3604. E-Government Fund

(a)(1) There is established in the Treasury of the United States the
E-Government Fund.

(2) The Fund shall be administered by the Administrator of the
General Services Administration to support projects approved by the
Director, assisted by the Administrator of the Office of Electronic
Government, that enable the Federal Government to expand its abil-
ity, through the development and implementation of innovative uses
of the Internet or other electronic methods, to conduct activities elec-
tronically.

(3) Projects under this subsection may include efforts to—

(A) make Federal Government information and services more
readily available to members of the public (including individ-
uals, businesses, grantees, and State and local governments);

(B) make it easier for the public to apply for benefits, receive
services, pursue business opportunities, submit information,
and otherwise conduct transactions with the Federal Govern-
ment; and

(C) enable Federal agencies to take advantage of information
technology in sharing information and conducting transactions
with each other and with State and local governments.

(b)(1) The Administrator shall—

(A) establish procedures for accepting and reviewing pro-
posals for funding;

(B) consult with interagency councils, including the Chief In-
formation Officers Council, the Chief Financial Officers Coun-
cil, and other interagency management councils, in establishing
procedures and reviewing proposals; and
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(C) assist the Director in coordinating resources that agencies
receive from the Fund with other resources available to agencies
for similar purposes.

(2) When reviewing proposals and managing the Fund, the Ad-
ministrator shall observe and incorporate the following procedures:

(A) A project requiring substantial involvement or funding
from an agency shall be approved by a senior official with agen-
cywide authority on behalf of the head of the agency, who shall
report directly to the head of the agency.

(B) Projects shall adhere to fundamental capital planning
and investment control processes.

(C) Agencies shall identify in their proposals resource com-
mitments from the agencies involved and how these resources
would be coordinated with support from the Fund, and include
plans for potential continuation of projects after all funds made
available from the Fund are expended.

(D) After considering the recommendations of the interagency
councils, the Director, assisted by the Administrator, shall have
final authority to determine which of the candidate projects
shall be funded from the Fund.

(E) Agencies shall assess the results of funded projects.

(¢) In determining which proposals to recommend for funding, the
Administrator—

(1) shall consider criteria that include whether a proposal—

(A) identifies the group to be served, including citizens,
businesses, the Federal Government, or other governments;

(B) indicates what service or information the project will
provide that meets needs of groups identified under sub-
paragraph (A);

(C) ensures proper security and protects privacy;

(D) is interagency in scope, including projects imple-
mented by a primary or single agency that—

(i) could confer benefits on multiple agencies; and
(ii) have the support of other agencies; and

(E) has performance objectives that tie to agency missions
and strategic goals, and interim results that relate to the
objectives; and

(2) may also rank proposals based on criteria that include
whether a proposal—

(A) has Governmentwide application or implications;

(B) has demonstrated support by the public to be served;

(C) integrates Federal with State, local, or tribal ap-
proaches to service delivery;

(D) identifies resource commitments jfrom nongovern-
mental sectors;

gE) didentiﬁes resource commitments from the agencies in-
volved;

(F) uses web-based technologies to achieve objectives;

(G) identifies records management and records access
strategies;

(H) supports more effective citizen participation in and
interaction with agency activities that further progress to-
ward a more citizen-centered Government;

(D) directly delivers Government information and services
to the public or provides the infrastructure for delivery;
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(J) supports integrated service delivery;

(K) describes how business processes across agencies will
reflect appropriate transformation simultaneous to tech-
nology implementation; and

(L) is new or innovative and does not supplant existing
funding streams within agencies.

(d) The Fund may be used to fund the integrated Internet-based
system under section 204 of the E-Government Act of 2002.

(e) None of the funds provided from the Fund may be transferred
to any agency until 15 days after the Administrator of the General
Services Administration has submitted to the Committees on Appro-
priations of the Senate and the House of Representatives, the Com-
mittee on Governmental Affairs of the Senate, the Committee on
Government Reform of the House of Representatives, and the appro-
priate authorizing committees of the Senate and the House of Rep-
resentatives, a notification and description of how the funds are to
be allocated and how the expenditure will further the purposes of
this chapter.

()(1) The Director shall report annually to Congress on the oper-
ation of the Fund, through the report established under section
3606.

(2) The report under paragraph (1) shall describe—

(A) all projects which the Director has approved for funding
from the Fund; and

(B) the results that have been achieved to date for these fund-
ed projects.

(g)(1) There are authorized to be appropriated to the Fund—

(A) $45,000,000 for fiscal year 2003;

(B) $50,000,000 for fiscal year 2004;

(C) $100,000,000 for fiscal year 2005;

(D) $150,000,000 for fiscal year 2006; and

(E) such sums as are necessary for fiscal year 2007.

(2) Funds appropriated under this subsection shall remain avail-
able until expended.

§3605. Program to encourage innovative solutions to enhance
electronic Government services and processes

(a) ESTABLISHMENT OF PROGRAM.—The Administrator shall es-
tablish and promote a Governmentwide program to encourage con-
tractor innovation and excellence in facilitating the development
and enhancement of electronic Government services and processes.

(b) ISSUANCE OF ANNOUNCEMENTS SEEKING INNOVATIVE SOLU-
TIONS.—Under the program, the Administrator, in consultation with
the Council and the Administrator for Federal Procurement Policy,
shall issue announcements seeking unique and innovative solutions
to facilitate the development and enhancement of electronic Govern-
ment services and processes.

(¢c) MULTIAGENCY TECHNICAL ASSISTANCE TEAM.—(1) The Admin-
istrator, in consultation with the Council and the Administrator for
Federal Procurement Policy, shall convene a multiagency technical
assistance team to assist in screening proposals submitted to the
Administrator to provide unique and innovative solutions to facili-
tate the development and enhancement of electronic Government
services and processes. The team shall be composed of employees of
the agencies represented on the Council who have expertise in sci-
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entific and technical disciplines that would facilitate the assessment
of the feasibility of the proposals.

(2) The technical assistance team shall—

(A) assess the feasibility, scientific and technical merits, and
estimated cost of each proposal; and

(B) submit each proposal, and the assessment of the proposal,
to the Administrator.

(3) The technical assistance team shall not consider or evaluate
proposals submitted in response to a solicitation for offers for a
pending procurement or for a specific agency requirement.

(4) After receiving proposals and assessments from the technical
assistance team, the Administrator shall consider recommending
appropriate proposals for funding under the E-Government Fund
established under section 3604 or, if appropriate, forward the pro-
posal and the assessment of it to the executive agency whose mission
most coincides with the subject matter of the proposal.

§3606. E-Government report

(a) Not later than March 1 of each year, the Director shall submit
an E-Government status report to the Committee on Governmental
Affairs of the Senate and the Committee on Government Reform of
the House of Representatives.

(b) The report under subsection (a) shall contain—

(1) a summary of the information reported by agencies under
section 202(f) of the E-Government Act of 2002;

(2) the information required to be reported by section 3604(f);
and

(3) a description of compliance by the Federal Government
with other goals and provisions of the E-Government Act of
2002.

* * & & * * &
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$§305. Electronic Government and information technologies

The Administrator of General Services shall consult with the Ad-
ministrator of the Office of Electronic Government on programs un-
dertaken by the General Services Administration to promote elec-
tronic Government and the efficient use of information technologies
by Federal agencies.

* * * * * * *

CHAPTER 5—PROPERTY MANAGEMENT

* * k & * * k

SUBCHAPTER I—PROCUREMENT AND WAREHOUSING

§502. Services for other entities
(a) k ok ok

* * *k & * * *k

(c) USE oF CERTAIN SUPPLY SCHEDULES.—

(1) IN GENERAL.—The Administrator may provide for the use
by State or local governments of Federal supply schedules of the
General Services Administration for automated data processing
equipment (including firmware), software, supplies, support
equipment, and services (as contained in Federal supply classi-
fication code group 70).

(2) VOLUNTARY USE.—In any case of the use by a State or
local government of a Federal supply schedule pursuant to
paragraph (1), participation by a firm that sells to the Federal
Government through the supply schedule shall be voluntary
with respect to a sale to the State or local government through
such supply schedule.

(3) DEFINITIONS.—In this subsection:

(A) The term “State or local government” includes any
State, local, regional, or tribal government, or any instru-
mentality thereof (including any local educational agency
or institution of higher education).

(B) The term “tribal government” means a tribal organi-
zation, as defined in section 4 of the Indian Self-Deter-
mination and Education Assistance Act (25 U.S.C. 4500).

(C) The term “local educational agency” has the meaning
given that term in section 8013 of the Elementary and Sec-
ondary Education Act of 1965 (20 U.S.C. 7713).

(D) The term “institution of higher education” has the
meaning given that term in section 101(a) of the Higher
Education Act of 1965 (20 U.S.C. 1001(a)).

* * *k & * * *k

SUBTITLE ITII—-INFORMATION TECHNOLOGY
MANAGEMENT

* * *k & * * *k
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CHAPTER 113—RESPONSIBILITY FOR ACQUISITIONS OF
INFORMATION TECHNOLOGY

SUBCHAPTER I—DIRECTOR OF OFFICE OF MANAGEMENT AND BUDGET
Sec.
11301. Responsibility of Director.

SUBCHAPTER III—OTHER RESPONSIBILITIES

[11331. Responsibilities regarding efficiency, security, and privacy of federal com-
puter systems.]
11331. Responsibilities for Federal information systems standards.

SUBCHAPTER III—OTHER RESPONSIBILITIES

[§11331. Responsibilities regarding efficiency, security, and
privacy of federal computer systems

[(a) DEFINITIONS.—In this section, the terms “federal computer
system” and “operator of a federal computer system” have the
meanings given those terms in section 20(d) of the National Insti-
tute of Standards and Technology Act (15 U.S.C. 278g-3(d)).

[(b) STANDARDS AND GUIDELINES.—

[(1) AUTHORITY TO PRESCRIBE AND DISAPPROVE OR MODIFY.—

[(A) AUTHORITY TO PRESCRIBE.—On the basis of stand-
ards and guidelines developed by the National Institute of
Standards and Technology pursuant to paragraphs (2) and
(3) of section 20(a) of the Act (15 U.S.C. 278g-3(a)(2), (3)),
the Secretary of Commerce shall prescribe standards and
guidelines pertaining to federal computer systems. The
Secretary shall make those standards compulsory and
binding to the extent the Secretary determines necessary
to improve the efficiency of operation or security and pri-
vacy of federal computer systems.

[(B) AUTHORITY TO DISAPPROVE OR MODIFY.—The Presi-
dent may disapprove or modify those standards and guide-
lines if the President determines that action to be in the
public interest. The President’s authority to disapprove or
modify those standards and guidelines may not be dele-
gated. Notice of disapproval or modification shall be pub-
lished promptly in the Federal Register. On receiving no-
tice of disapproval or modification, the Secretary shall im-
mediately rescind or modify those standards or guidelines
as directed by the President.

[(2) EXERCISE OF AUTHORITY.—To ensure fiscal and policy
consistency, the Secretary shall exercise the authority con-
ferred by this section subject to direction by the President and
in coordination with the Director of the Office of Management
and Budget.

[(c) APPLICATION OF MORE STRINGENT STANDARDS.—The head of
a federal agency may employ standards for the cost-effective secu-
rity and privacy of sensitive information in a federal computer sys-
tem in or under the supervision of that agency that are more strin-
gent than the standards the Secretary prescribes under this section
if the more stringent standards contain at least the applicable
standards the Secretary makes compulsory and binding.
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[(d) WAIVER OF STANDARDS.—

[(1) AUTHORITY OF THE SECRETARY.—The Secretary may
waive in writing compulsory and binding standards under sub-
section (b) if the Secretary determines that compliance would—

[(A) adversely affect the accomplishment of the mission
of an operator of a federal computer system; or

[(B) cause a major adverse financial impact on the oper-
ator that is not offset by Federal Government-wide sav-
ings.

[(2) DELEGATION OF WAIVER AUTHORITY.—The Secretary may
delegate to the head of one or more federal agencies authority
to waive those standards to the extent the Secretary deter-
mines that action to be necessary and desirable to allow for
timely and effective implementation of federal computer sys-
tem standards. The head of the agency may redelegate that au-
thority only to a chief information officer designated pursuant
to section 3506 of title 44.

[(3) NoTiCcE.—Notice of each waiver and delegation shall be
transmitted promptly to Congress and published promptly in
the Federal Register.]

§11331. Responsibilities for federal information systems
standards

(a) INFORMATION SECURITY STANDARDS.—

(1) IN GENERAL.—(A) Except as provided under paragraph
(2), the Director of the Office of Management and Budget shall,
on the basis of proposed standards developed by the National
Institute of Standards and Technology pursuant to paragraph
(3) of section 20(a) of the National Institute of Standards and
Technology Act (15 U.S.C. 278g-3(a)), promulgate information
security standards pertaining to Federal information systems.

(B) Standards promulgated under subparagraph (A) shall in-
clude—

(i) standards that provide minimum information security
requirements as determined under section 20(b) of the Na-
tional Institute of Standards and Technology Act (15
U.S.C. 278g-3(b)); and

(it) such standards that are otherwise necessary to im-
prove the efficiency of operation or security of Federal infor-
mation systems.

(C) Information security standards described under subpara-
graph (B) shall be compulsory and binding.

(2) NATIONAL SECURITY SYSTEMS.—Standards and guidelines
for national security systems under this subsection shall be de-
veloped, promulgated, enforced, and overseen as otherwise au-
thorized by law and as directed by the President.

(3) AGENCY HEAD AUTHORITY.—The head of an agency may
employ standards for the cost-effective information security for
all operations and assets within or under the supervision of
that agency that are more stringent than the standards promul-
gated by the Director under this subsection, if such standards—

(A) contain, at a minimum, the provisions of those appli-
cable standards made compulsory and binding by the Di-
rector; and
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(B) are otherwise consistent with policies and guidelines
issued under section 3533 of title 44.

(4) DECISIONS ON PROMULGATION OF STANDARDS.—(A) The
decision regarding the promulgation of any standard by the Di-
rector under paragraphs (1) and (2) shall occur not later than
6 months after the submission of the proposed standard to the
Director by the National Institute of Standards and Technology,
as provided under section 20 of the National Institute of Stand-
ards and Technology Act (15 U.S.C. 278g-3).

(B) A decision by the Director to significantly modify, or not
promulgate, a proposed standard submitted to the Director by
the National Institute of Standards and Technology, as pro-
vided under section 20 of the National Institute of Standards
and Technology Act (15 U.S.C. 278g-3), shall be made after the
public is given an opportunity to comment on the Director’s pro-
posed decision.

(b) ADDITIONAL STANDARDS RELATING TO FEDERAL INFORMATION
SYSTEMS.—

(1) IN GENERAL.—Except as provided under paragraph (2),
the Secretary of Commerce shall, on the basis of proposed
standards developed by the National Institute of Standards and
Technology pursuant to paragraph (2) of section 20(a) of the
National Institute of Standards and Technology Act (15 U.S.C.
278g-3(a)) and in consultation with the Director of the Office
of Management and Budget, promulgate standards pertaining
to Federal information systems. The Secretary shall make such
standards compulsory and binding to the extent that the Sec-
retary determines necessary to improve the efficiency and effec-
tiveness of the operation of Federal information systems.

(2) NATIONAL SECURITY SYSTEMS.—Standards and guidelines
for national security systems under this subsection shall be de-
veloped, promulgated, enforced, and overseen as otherwise au-
thorized by law and as directed by the President.

(3) AUTHORITY OF SECRETARY.—The authority conferred upon
the Secretary of Commerce by this subsection shall be exercised
subject to direction by the President and in coordination with
the Director of the Office of Management and Budget to ensure
fiscal and policy consistency.

(4) AGENCY HEAD AUTHORITY.—The head of an agency may
employ standards for information systems that are more strin-
gent than the standards promulgated by the Secretary of Com-
merce under this subsection, if such standards contain, at a
minimum, the provisions of those applicable standards made
compulsory and binding by the Secretary of Commerce.

(¢) DEFINITIONS.—In this section:

(1) FEDERAL INFORMATION SYSTEM.—The term “Federal infor-
mation system” means an information system used or operated
by an agency, by a contractor of an agency, or by another orga-
nization on behalf of an agency.

(2) INFORMATION SECURITY.—The term “information security”
has the meaning given that term in section 3532(b)(1) of title
44.

(3) NATIONAL SECURITY SYSTEM.—The term “national security
system” has the meaning given that term in section 3532(b)(2)
of title 44.
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§11332. Federal computer system security training and plan

(a) ok ok
[(b) TRAINING—

[(1) IN GENERAL.—Each federal agency shall provide for
mandatory periodic training in computer security awareness
and accepted computer security practice of all employees who
are involved with the management, use, or operation of each
federal computer system within or under the supervision of the
agency. The training shall be—

[(A) provided in accordance with the guidelines devel-
oped pursuant to section 20(a)(5) of the Act (15 U.S.C.
278g-3(a)(5)) and the regulations prescribed under para-
graph (3) for federal civilian employees; or

[(B) provided by an alternative training program that
the head of the agency approves after determining that the
alternative training program is at least as effective in ac-
complishing the objectives of the guidelines and regula-
tions.

[(2) TRAINING OBJECTIVES.—Training under this subsection
shall be designed—

[(A) to enhance employees’ awareness of the threats to,
and vulnerability of, computer systems; and

[(B) to encourage the use of improved computer security
practices.

[(3) REGULATIONS.—The Director of the Office of Personnel
Management shall maintain regulations that establish the pro-
cedures and scope of the training to be provided federal civilian
employees under this subsection and the manner in which the
training is to be carried out.

[(c) PLAN.—

[(1) IN GENERAL.—Consistent with standards, guidelines,
policies, and regulations prescribed pursuant to section 11331
of this title, each federal agency shall maintain a plan for the
security and privacy of each federal computer system the agen-
cy identifies as being within or under its supervision and as
containing sensitive information. The plan must be commensu-
rate with the risk and magnitude of the harm resulting from
the loss, misuse, or unauthorized access to, or modification of,
the information contained in the system.

[(2) REVISION AND REVIEW.—The plan shall be revised annu-
ally as necessary and is subject to disapproval by the Director
of the Office of Management and Budget.]

* * * * * * *

TITLE 31, UNITED STATES CODE

* * & * * * &

SUBTITLE I—GENERAL

* * *k & * * *k
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CHAPTER 5—OFFICE OF MANAGEMENT AND BUDGET
SUBCHAPTER I—ORGANIZATION

Sec.

501. Office of Management and Budget.
507. Office of Electronic Government.
# % #* * * # *

SUBCHAPTER I—ORGANIZATION

* * *k & * * *k

§503. Functions of Deputy Director for Management
(a) kok ok

(b) Subject to the direction and approval of the Director, the Dep-
uty Director for Management shall establish general management
policies for executive agencies and perform the following general
management functions:

* * & * * * &

(5) Chair the Chief Information Officers Council established
under section 3603 of title 44.

[(5)1 (6) Provide leadership in management innovation,
through—

* * *k & * * *k

[(6)] (7) Work with State and local governments to improve
and strengthen intergovernmental relations, and provide as-
sistance to such governments with respect to intergovern-
mental programs and cooperative arrangements.

[(7)] (8) Review and, where appropriate, recommend to the
Director changes to the budget and legislative proposals of
agencies to ensure that they respond to program evaluations
by, and are in accordance with general management plans of,
the Office of Management and Budget.

[(8)1 (9) Provide advice to agencies on the qualification, re-
cruitment, performance, and retention of managerial per-
sonnel.

[(9)] (10) Perform any other functions prescribed by the Di-
rector.

% * * * % * *

§507. Office of Electronic Government

The Office of Electronic Government, established under section
3602 of title 44, is an office in the Office of Management and Budg-

et.

* * & * * * &

TITLE 5, UNITED STATES CODE

* * *k & * * *k
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PART III—-EMPLOYEES

Subpart A—General Provisions

Chap. Sec.
21, DefINitions ..c.ccoeeeeiiiiiriinieereetereet ettt ettt 2101
37. Information Technology Exchange Program ..........c....eencncennennn. 3701

Subpart B—Employment and Retention
CHAPTER 31—AUTHORITY FOR EMPLOYMENT

% * * * % * *

SUBCHAPTER I—EMPLOYMENT AUTHORITIES

* * & * * * &

§3111. Acceptance of volunteer service
(a) ok ok

* * * * * * *

(d) Notwithstanding section 1342 of title 31, the head of an agen-
cy may accept voluntary service for the United States under chapter
37 of this title and regulations of the Office of Personnel Manage-
ment.

* * *k & * * *k

CHAPTER 37—INFORMATION TECHNOLOGY EXCHANGE
PROGRAM

Sec.

3701. Definitions.

3702. General provisions.

3703. Assignment of employees to private sector organizations.

3704. Assignment of employees from private sector organizations.

3705. Applictzz)tion to Office of the Chief Technology Officer of the District of Colum-
ia.

3706. Reporting requirement.

3707. Regulations.

§3701. Definitions

For purposes of this chapter—
(1) the term “agency” means an Executive agency, but does
not include the General Accounting Office; and
(2) the term “detail” means—

(A) the assignment or loan of an employee of an agency
to a private sector organization without a change of posi-
tion from the agency that employs the individual, or

(B) the assignment or loan of an employee of a private
sector organization to an agency without a change of posi-
tion from the private sector organization that employs the
individual,

whz;ghever is appropriate in the context in which such term is
used.



127

§3702. General provisions

(a) ASSIGNMENT AUTHORITY.—On request from or with the agree-
ment of a private sector organization, and with the consent of the
employee concerned, the head of an agency may arrange for the as-
signment of an employee of the agency to a private sector organiza-
tion or an employee of a private sector organization to the agency.
An eligible employee is an individual who—

(1) works in the field of information technology management;

(2) is considered an exceptional performer by the individual’s
current employer; and

(3) is expected to assume increased information technology
management responsibilities in the future.

An employee of an agency shall be eligible to participate in this pro-
gram only if the employee is employed at the GS—11 level or above
(or equivalent) and is serving under a career or career-conditional
appointment or an appointment of equivalent tenure in the excepted
service, and applicable requirements of section 209(b) of the E-Gov-
ernment Act of 2002 are met with respect to the proposed assign-
ment of such employee.

(b) AGREEMENTS.—Each agency that exercises its authority under
this chapter shall provide for a written agreement between the agen-
cy and the employee concerned regarding the terms and conditions
of the employee’s assignment. In the case of an employee of the agen-
¢y, the agreement shall—

(1) require the employee to serve in the civil service, upon
completion of the assignment, for a period equal to the length
of the assignment; and

(2) provide that, in the event the employee fails to carry out
the agreement (except for good and sufficient reason, as deter-
mined by the head of the agency from which assigned) the em-
ployee shall be liable to the United States for payment of all ex-
penses of the assignment.

An amount under paragraph (2) shall be treated as a debt due the
United States.

(¢) TERMINATION.—Assignments may be terminated by the agency
or private sector organization concerned for any reason at any time.

(d) DURATION.—Assignments under this chapter shall be for a pe-
riod of between 3 months and 1 year, and may be extended in 3-
month increments for a total of not more than 1 additional year, ex-
cept that no assignment under this chapter may commence after the
end of the 5-year period beginning on the date of the enactment of
this chapter.

(e) ASSISTANCE.—The Chief Information Officers Council, by
agreement with the Office of Personnel Management, may assist in
the administration of this chapter, including by maintaining lists of
potential candidates for assignment under this chapter, establishing
mentoring relationships for the benefit of individuals who are given
assignments under this chapter, and publicizing the program.

(f) CONSIDERATIONS.—In exercising any authority under this
chapter, an agency shall take into consideration—

(1) the need to ensure that small business concerns are appro-
priately represented with respect to the assignments described
in sections 3703 and 3704, respectively; and
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(2) how assignments described in section 3703 might best be
used to help meet the needs of the agency for the training of em-
ployees in information technology management.

§3703. Assignment of employees to private sector organiza-
tions

(a) IN GENERAL.—An employee of an agency assigned to a private
sector organization under this chapter is deemed, during the period
of the assignment, to be on detail to a regular work assignment in
his agency.

(b) COORDINATION WITH CHAPTER 81.—Notwithstanding any
other provision of law, an employee of an agency assigned to a pri-
vate sector organization under this chapter is entitled to retain cov-
erage, rights, and benefits under subchapter I of chapter 81, and
employment during the assignment is deemed employment by the
United States, except that, if the employee or the employee’s depend-
ents receive from the private sector organization any payment under
an insurance policy for which the premium is wholly paid by the
private sector organization, or other benefit of any kind on account
of the same injury or death, then, the amount of such payment or
benefit shall be credited against any compensation otherwise pay-
able under subchapter I of chapter 81.

(¢) REIMBURSEMENTS.—The assignment of an employee to a pri-
vate sector organization under this chapter may be made with or
without reimbursement by the private sector organization for the
travel and transportation expenses to or from the place of assign-
ment, subject to the same terms and conditions as apply with re-
spect to an employee of a Federal agency or a State or local govern-
ment under section 3375, and for the pay, or a part thereof, of the
employee during assignment. Any reimbursements shall be credited
to the appropriation of the agency used for paying the travel and
transportation expenses or pay.

(d) TORT LIABILITY; SUPERVISION.—The Federal Tort Claims Act
and any other Federal tort liability statute apply to an employee of
an agency assigned to a private sector organization under this chap-
ter. The supervision of the duties of an employee of an agency so as-
signed to a private sector organization may be governed by an
agreement between the agency and the organization.

(e) SMALL BUSINESS CONCERNS.—

(1) IN GENERAL.—The head of each agency shall take such ac-
tions as may be necessary to ensure that, of the assignments
made under this chapter from such agency to private sector or-
ganizations in each year, at least 20 percent are to small busi-
ness concerns.

(2) DEFINITIONS.—For purposes of this subsection—

(A) the term “small business concern” means a business
concern that satisfies the definitions and standards speci-
fied by the Administrator of the Small Business Adminis-
tration under section 3(a)(2) of the Small Business Act (as
from time to time amended by the Administrator);

(B) the term “year” refers to the 12-month period begin-
ning on the date of the enactment of this chapter, and each
succeeding 12-month period in which any assignments
under this chapter may be made; and
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(C) the assignments “made” in a year are those com-
mencing in such year.

(3) REPORTING REQUIREMENT.—An agency which fails to com-
ply with paragraph (1) in a year shall, within 90 days after the
end of such year, submit a report to the Committees on Govern-
ment Reform and Small Business of the House of Representa-
tives and the Committees on Governmental Affairs and Small
Business of the Senate. The report shall include—

(A) the total number of assignments made under this
chapter from such agency to private sector organizations in
the year;

(B) of that total number, the number (and percentage)
made to small business concerns; and

(C) the reasons for the agency’s noncompliance with para-
graph (1).

(4) ExcLUSION.—This subsection shall not apply to an agency
in any year in which it makes fewer than 5 assignments under
this chapter to private sector organizations.

$§3704. Assignment of employees from private sector organiza-
tions

(a) IN GENERAL.—An employee of a private sector organization as-
signed to an agency under this chapter is deemed, during the period
of the assignment, to be on detail to such agency.

(b) TERMS AND CONDITIONS.—An employee of a private sector or-
ganization assigned to an agency under this chapter—

(1) may continue to receive pay and benefits from the private
sector organization from which he is assigned;

(2) is deemed, notwithstanding subsection (a), to be an em-
ployee of the agency for the purposes of—

(A) chapter 73;

(B) sections 201, 203, 205, 207, 208, 209, 603, 606, 607,
643, 654, 1905, and 1913 of title 18;

(C) sections 1343, 1344, and 1349(b) of title 31;

(D) the Federal Tort Claims Act and any other Federal
tort liability statute;

(E) the Ethics in Government Act of 1978;

(F) section 1043 of the Internal Revenue Code of 1986;
and
M (G) section 27 of the Office of Federal Procurement Policy

ct;

(3) may not have access to any trade secrets or to any other
nonpublic information which is of commercial value to the pri-
vate sector organization from which he is assigned; and

(45 is subject to such regulations as the President may pre-
scribe.

The supervision of an employee of a private sector organization as-
signed to an agency under this chapter may be governed by agree-
ment between the agency and the private sector organization con-
cerned. Such an assignment may be made with or without reim-
bursement by the agency for the pay, or a part thereof, of the em-
ployee during the period of assignment, or for any contribution of
the private sector organization to employee benefit systems.

(¢) COORDINATION WITH CHAPTER 81.—An employee of a private
sector organization assigned to an agency under this chapter who
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suffers disability or dies as a result of personal injury sustained
while performing duties during the assignment shall be treated, for
the purpose of subchapter I of chapter 81, as an employee as defined
by section 8101 who had sustained the injury in the performance of
duty, except that, if the employee or the employee’s dependents re-
ceive from the private sector organization any payment under an in-
surance policy for which the premium is wholly paid by the private
sector organization, or other benefit of any kind on account of the
same injury or death, then, the amount of such payment or benefit
shall be credited against any compensation otherwise payable under
subchapter I of chapter 81.

(d) PROHIBITION AGAINST CHARGING CERTAIN COSTS TO THE FED-
ERAL GOVERNMENT.—A private sector organization may not charge
the Federal Government, as direct or indirect costs under a Federal
contract, the costs of pay or benefits paid by the organization to an
employee assigned to an agency under this chapter for the period of
the assignment.

§3705. Application to Office of the Chief Technology Officer
of the District of Columbia

(a) IN GENERAL.—The Chief Technology Officer of the District of
Columbia may arrange for the assignment of an employee of the Of-
fice of the Chief Technology Officer to a private sector organization,
or an employee of a private sector organization to such Office, in the
same manner as the head of an agency under this chapter.

(b) TERMS AND CONDITIONS.—An assignment made pursuant to
subsection (a) shall be subject to the same terms and conditions as
an assignment made by the head of an agency under this chapter,
except that in applying such terms and conditions to an assignment
made pursuant to subsection (a), any reference in this chapter to a
provision of law or regulation of the United States shall be deemed
to be a reference to the applicable provision of law or regulation of
the District of Columbia, including the applicable provisions of the
District of Columbia Government Comprehensive Merit Personnel
Act of 1978 (sec. 1-601.01 et seq., D.C. Official Code) and section
601 of the District of Columbia Campaign Finance Reform and
Conflict of Interest Act (sec. 1-1106.01, D.C. Official Code).

(¢) DEFINITION.—For purposes of this section, the term “Office of
the Chief Technology Officer” means the office established in the ex-
ecutive branch of the government of the District of Columbia under
the Office of the Chief Technology Officer Establishment Act of 1998
(sec. 1-1401 et seq., D.C. Official Code).

§3706. Reporting requirement

(a) IN GENERAL.—The Office of Personnel Management shall, not
later than April 30 and October 31 of each year, prepare and sub-
mit to the Committee on Government Reform of the House of Rep-
resentatives and the Committee on Governmental Affairs of the Sen-
ate a semiannual report summarizing the operation of this chapter
during the immediately preceding 6-month period ending on March
31 and September 30, respectively.

(b) CONTENT.—Each report shall include, with respect to the 6-
month period to which such report relates—
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(1) the total number of individuals assigned to, and the total
number of individuals assigned from, each agency during such
period;

(2) a brief description of each assignment included under
paragraph (1), including—

(A) the name of the assigned individual, as well as the
private sector organization and the agency (including the
specific bureau or other agency component) to or from
which such individual was assigned;

(B) the respective positions to and from which the indi-
vidual was assigned, including the duties and responsibil-
ities and the pay grade or level associated with each; and

(C) the duration and objectives of the individual’s assign-
ment; and

(3) such other information as the Office considers appro-
priate.

(¢) PUBLICATION.—A copy of each report submitted under sub-
section (a)—

(1) shall be published in the Federal Register; and

(2) shall be made publicly available on the Internet.

(d) AGENCY COOPERATION.—On request of the Office, agencies
shall furnish such information and reports as the Office may re-
quire in order to carry out this section.

§3707. Regulations

The Director of the Office of Personnel Management shall pre-
scribe regulations for the administration of this chapter.

Subpart C—Employee Performance
CHAPTER 41—TRAINING

* * * * * * *

§4108. Employee agreements; service after training
(a) ok ok
* £ * * * £ *

[(d) For purposes of this section, “training” includes a private
sector assignment of an employee participating in the Executive
Exchange Program of the President’s Commission on Executive Ex-
change.]

* * & * * * &

Subpart F—Labor-Management and Employee
Relations

* * & * * * *

CHAPTER 73—SUITABILITY, SECURITY, AND CONDUCT

* * * * * * *

SUBCHAPTER V—MISCONDUCT

* * *k & * * *k
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§7353. Gifts to Federal employees
(a) ok ok

(b)(1) * * *
& * % % % * %

(4) Nothing in this section precludes an employee of a private sec-
tor organization, while assigned to an agency under chapter 37,
from continuing to receive pay and benefits from such organization
in accordance with such chapter.

* * & * * * &

SECTION 303 OF THE JUDICIARY APPROPRIATIONS ACT,
1992

SEC. 303. (a) The Judicial Conference [shall hereafter] may, only
to the extent necessary, prescribe reasonable fees, pursuant to sec-
tions 1913, 1914, 1926, 1930, and 1932 of title 28, United States
Code, for collection by the courts under those sections for access to
information available through automatic data processing equip-
ment. These fees may distinguish between classes of persons, and
shall provide for exempting persons or classes of persons from the
fees, in order to avoid unreasonable burdens and to promote public
access to such information. The Director of the Administrative Of-
fice of the United States Courts, under the direction of the Judicial
Conference of the United States, shall prescribe a schedule of rea-
sonable fees for electronic access to information which the Director
is required to maintain and make available to the public.

* * * * * * *

TITLE 18, UNITED STATES CODE

* * & * * * &

PART I—CRIMES

* * & & * * &

CHAPTER 11—BRIBERY, GRAFT, AND CONFLICTS OF
INTEREST

* * *k & * * *k

§207. Restrictions on former officers, employees, and elected
officials of the executive and legislative branches

(a)***
* * *k & * * *k

(c) ONE-YEAR RESTRICTIONS ON CERTAIN SENIOR PERSONNEL OF
THE EXECUTIVE BRANCH AND INDEPENDENT AGENCIES.—
(2) PERSONS TO WHOM RESTRICTIONS APPLY.—(A) Paragraph
(1) shall apply to a person (other than a person subject to the
restrictions of subsection (d))—
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* * & & * * &

(iii) appointed by the President to a position under sec-
tion 105(a)(2)(B) of title 3 or by the Vice President to a po-
sition under section 106(a)(1)(B) of title 3, [or]

(iv) employed in a position which is held by an active
duty commissioned officer of the uniformed services who is
serving in a grade or rank for which the pay grade (as
specified in section 201 of title 37) is pay grade O-7 or
abovel.l; or

(v) assigned from a private sector organization to an
agency under chapter 37 of title 5.

* * & * * * &

(1) CONTRACT ADVICE BY FORMER DETAILS.—Whoever, being an
employee of a private sector organization assigned to an agency
under chapter 37 of title 5, within one year after the end of that as-
signment, knowingly represents or aids, counsels, or assists in rep-
resenting any other person (except the United States) in connection
with any contract with that agency shall be punished as provided
in section 216 of this title.

* * & * * * &

§209. Salary of Government officials and employees payable
only by United States

(a)***
* * *k & * * *k

(g)(1) This section does not prohibit an employee of a private sec-
tor organization, while assigned to an agency under chapter 37 of
title 5, from continuing to receive pay and benefits from such orga-
nization in accordance with such chapter.

(2) For purposes of this subsection, the term “agency” means an
agency (as defined by section 3701 of title 5) and the Office of the
Chief Technology Officer of the District of Columbia.

* k *k & * k &

CHAPTER 93—PUBLIC OFFICERS AND EMPLOYEES

* * *k & * * *k

§1905. Disclosure of confidential information generally

Whoever, being an officer or employee of the United States or of
any department or agency thereof, any person acting on behalf of
the Office of Federal Housing Enterprise Oversight, or agent of the
Department of Justice as defined in the Antitrust Civil Process Act
(15 U.S.C. 1311-1314), or being an employee of a private sector or-
ganization who is or was assigned to an agency under chapter 37
of title 5, publishes, divulges, discloses, or makes known in any
manner or to any extent not authorized by law any information
coming to him in the course of his employment or official duties or
by reason of any examination or investigation made by, or return,
report or record made to or filed with, such department or agency
or officer or employee thereof, which information concerns or re-
lates to the trade secrets, processes, operations, style of work, or
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apparatus, or to the identity, confidential statistical data, amount
or source of any income, profits, losses, or expenditures of any per-
son, firm, partnership, corporation, or association; or permits any
income return or copy thereof or any book containing any abstract
or particulars thereof to be seen or examined by any person except
as provided by law; shall be fined under this title, or imprisoned
not more than one year, or both; and shall be removed from office
or employment.

% * * * % * *

SECTION 27 OF THE OFFICE OF FEDERAL
PROCUREMENT POLICY ACT

SEC. 27. RESTRICTIONS ON DISCLOSING AND OBTAINING CON-
TRACTOR BID OR PROPOSAL INFORMATION OR SOURCE
SELECTION INFORMATION.

(a) PROHIBITION ON DISCLOSING PROCUREMENT INFORMATION.—
(1) A person described in paragraph (2) shall not, other than as
provided by law, knowingly disclose contractor bid or proposal in-
formation or source selection information before the award of a
Federal agency procurement contract to which the information re-
lates. In the case of an employee of a private sector organization as-
signed to an agency under chapter 37 of title 5, United States Code,
in addition to the restriction in the preceding sentence, such em-
ployee shall not, other than as provided by law, knowingly disclose
contractor bid or proposal information or source selection informa-
tion during the three-year period after the end of the assignment of
such employee.

* * *k & * * *k

THE ACT OF JANUARY 8, 1988
(Public Law 100-238)

AN ACT making technical corrections relating to the Federal Employees’ Retirement
System, and for other purposes.

SEC. 125. ELIGIBILITY OF CERTAIN INDIVIDUALS TO PARTICIPATE IN
THE THRIFT SAVINGS PLAN.

(a)***
* * *k & * * *k

(c) APPLICABILITY.—This section applies with respect to—

(1) any individual participating in the Civil Service Retire-
ment System or the Federal Employees’ Retirement System
as ( A) kosk sk

(B) an individual assigned from a Federal agency to a
State or local government under subchapter VI of chapter
33 of title 5, United States Code; [or]

(C) an individual appointed or otherwise assigned to one
of the cooperative extension services, as defined by section
1404(5) of the National Agricultural Research, Extension,
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and Teaching Policy Act of 1977 (7 U.S.C. 3103(5)); [and]
or

(D) an individual assigned from a Federal agency to a
private sector organization under chapter 37 of title 5,
United States Code; and

* * * * * * *

TITLE 10, UNITED STATES CODE

* k *k & * k *k

Subtitle A—General Military Law

* * & & * * &

PART IV—SERVICE, SUPPLY, AND
PROCUREMENT

* * *k & * * *k

CHAPTER 131—PLANNING AND COORDINATION

* k *k & * k *k

§ 2224, Defense Information Assurance Program

(a) ok ok

[(b) OBJECTIVES AND MINIMUM REQUIREMENTS.—(1)] (b)
OBJECTIVES OF THE PROGRAM.—The objectives of the program shall
be to provide continuously for the availability, integrity, authen-
tication, confidentiality, nonrepudiation, and rapid restitution of in-
formation and information systems that are essential elements of
the Defense Information Infrastructure.

[(2) The program shall at a minimum meet the requirements of
sections 3534 and 3535 of title 44.]

(c) PROGRAM STRATEGY.—In carrying out the program, the Sec-
retary shall develop a program strategy that encompasses those ac-
tions necessary to assure the readiness, reliability, continuity, and
integrity of Defense information systems, networks, and infrastruc-
ture, including through compliance with subtitle II of chapter 35 of
title 44. T}le program strategy shall include the following:

(1) * = *

* * k & * * k

CHAPTER 137—PROCUREMENT GENERALLY

Sec.
2302. Definitions.
2332. Share-in-savings contracts.

$2332. Share-in-savings contracts

(a) AUTHORITY TO ENTER INTO SHARE-IN-SAVINGS CONTRACTS.—
(1) The head of an agency may enter into a share-in-savings con-
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tract for information technology (as defined in section 11101(6) of
title 40) in which the Government awards a contract to improve
mission-related or administrative processes or to accelerate the
achievement of its mission and share with the contractor in savings
achieved through contract performance.

(2)(A) Except as provided in subparagraph (B), a share-in-savings
contract shall be awarded for a period of not more than five years.

(B) A share-in-savings contract may be awarded for a period
greater than five years, but not more than 10 years, if the head of
tZe agency determines in writing prior to award of the contract
that—

(i) the level of risk to be assumed and the investment to be
undertaken by the contractor is likely to inhibit the government
from obtaining the needed information technology competitively
at a fair and reasonable price if the contract is limited in dura-
tion to a period of five years or less; and

(it) usage of the information technology to be acquired is like-
ly to continue for a period of time sufficient to generate reason-
able benefit for the government.

(3) Contracts awarded pursuant to the authority of this section
shall, to the maximum extent practicable, be performance-based con-
tracts that identify objective outcomes and contain performance
standards that will be used to measure achievement and milestones
that must be met before payment is made.

(4) Contracts awarded pursuant to the authority of this section
shall include a provision containing a quantifiable baseline that is
to be the basis upon which a savings share ratio is established that
governs the amount of payment a contractor is to receive under the
contract. Before commencement of performance of such a contract,
the senior procurement executive of the agency shall determine in
writing that the terms of the provision are quantifiable and will
likely yield value to the Government.

(5)(A) The head of the agency may retain savings realized through
the use of a share-in-savings contract under this section that are in
excess of the total amount of savings paid to the contractor under
the contract. Except as provided in subparagraph (B), savings shall
be credited to the appropriation or fund against which charges were
made to carry out the contract and shall be used for information
technology.

(B) Amounts retained by the agency under this subsection shall—

(i) without further appropriation, remain available until ex-
pended; and

(ii) be applied first to fund any contingent liabilities associ-
ated with share-in-savings procurements that are not fully
funded.

(b) CANCELLATION AND TERMINATION.—(1) If funds are not made
available for the continuation of a share-in-savings contract entered
into under this section in a subsequent fiscal year, the contract shall
be canceled or terminated. The costs of cancellation or termination
may be paid out of—

(A) appropriations available for the performance of the con-
tract;

(B) appropriations available for acquisition of the informa-
tion technology procured under the contract, and not otherwise
obligated; or
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(C) funds subsequently appropriated for payments of costs of
cancellation or termination, subject to the limitations in para-
graph (3).

(2) The amount payable in the event of cancellation or termi-
nation of a share-in-savings contract shall be negotiated with the
contractor at the time the contract is entered into.

(3)(A) Subject to subparagraph (B), the head of an agency may
enter into share-in-savings contracts under this section in any given
fiscal year even if funds are not made specifically available for the
full costs of cancellation or termination of the contract if funds are
available and sufficient to make payments with respect to the first
fiscal year of the contract and the following conditions are met re-
garding the funding of cancellation and termination liability:

(i) The amount of unfunded contingent liability for the con-
tract does not exceed the lesser of—

(1) 25 percent of the estimated costs of a cancellation or
termination; or
(ID) $5,000,000.

(i) Unfunded contingent liability in excess of $1,000,000 has
been approved by the Director of the Office of Management and
Budget or the Director’s designee.

(B) The aggregate number of share-in-savings contracts that may
be entered into under subparagraph (A) by all agencies to which
this chapter applies in a fiscal year—

(i) may not exceed 5, in each of fiscal years 2003, 2004, and
2005; and

(it) may not exceed 10, in each of fiscal years 2006, 2007,
2008, and 2009.

(¢) DEFINITIONS.—In this section:

(1) The term “contractor” means a private entity that enters
into a contract with an agency.

(2) The term “savings” means—

(A) monetary savings to an agency; or
(B) savings in time or other benefits realized by the agen-
¢y, including enhanced revenues.

(3) The term “share-in-savings contract” means a contract
under which—

(A) a contractor provides solutions for—

(i) improving the agency’s mission-related or admin-
istrative processes; or

(it) accelerating the achievement of agency missions;
and

(B) the head of the agency pays the contractor an amount
]evqual to a portion of the savings derived by the agency
rom—

(i) any improvements in mission-related or adminis-
trative processes that result from implementation of the
solution; or

(it) acceleration of achievement of agency missions.

(d) TERMINATION.—No share-in-savings contracts may be entered
into under this section after September 30, 2009.

* * * * * * *
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FEDERAL PROPERTY AND ADMINISTRATIVE SERVICES
ACT OF 1949

* * & * * * &

TITLE III—PROCUREMENT PROCEDURE

* * *k * * * *k

SEC. 317. SHARE-IN-SAVINGS CONTRACTS.

(a) AUTHORITY TO ENTER INTO SHARE-IN-SAVINGS CONTRACTS.—
(1) The head of an executive agency may enter into a share-in-sav-
ings contract for information technology (as defined in section
11101(6) of title 40, United States Code) in which the Government
awards a contract to improve mission-related or administrative
processes or to accelerate the achievement of its mission and share
with the contractor in savings achieved through contract perform-
ance.

(2)(A) Except as provided in subparagraph (B), a share-in-savings
contract shall be awarded for a period of not more than five years.

(B) A share-in-savings contract may be awarded for a period
greater than five years, but not more than 10 years, if the head of
the agency determines in writing prior to award of the contract
that—

(i) the level of risk to be assumed and the investment to be
undertaken by the contractor is likely to inhibit the government
from obtaining the needed information technology competitively
at a fair and reasonable price if the contract is limited in dura-
tion to a period of five years or less; and

(ii) usage of the information technology to be acquired is like-
ly to continue for a period of time sufficient to generate reason-
able benefit for the government.

(3) Contracts awarded pursuant to the authority of this section
shall, to the maximum extent practicable, be performance-based con-
tracts that identify objective outcomes and contain performance
standards that will be used to measure achievement and milestones
that must be met before payment is made.

(4) Contracts awarded pursuant to the authority of this section
shall include a provision containing a quantifiable baseline that is
to be the basis upon which a savings share ratio is established that
governs the amount of payment a contractor is to receive under the
contract. Before commencement of performance of such a contract,
the senior procurement executive of the agency shall determine in
writing that the terms of the provision are quantifiable and will
likely yield value to the Government.

(5)(A) The head of the agency may retain savings realized through
the use of a share-in-savings contract under this section that are in
excess of the total amount of savings paid to the contractor under
the contract. Except as provided in subparagraph (B), savings shall
be credited to the appropriation or fund against which charges were
made to carry out the contract and shall be used for information
technology.

(B) Amounts retained by the agency under this subsection shall—

(i) without further appropriation, remain available until ex-
pended; and
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(ii) be applied first to fund any contingent liabilities associ-
ated with share-in-savings procurements that are not fully
funded.

(b) CANCELLATION AND TERMINATION.—(1) If funds are not made
available for the continuation of a share-in-savings contract entered
into under this section in a subsequent fiscal year, the contract shall
be canceled or terminated. The costs of cancellation or termination
may be paid out of—

(A) appropriations available for the performance of the con-
tract;

(B) appropriations available for acquisition of the informa-
tion technology procured under the contract, and not otherwise
obligated; or

(C) funds subsequently appropriated for payments of costs of
cancellation or termination, subject to the limitations in para-
graph (3).

(2) The amount payable in the event of cancellation or termi-
nation of a share-in-savings contract shall be negotiated with the
contractor at the time the contract is entered into.

(3)(A) Subject to subparagraph (B), the head of an executive agen-
cy may enter into share-in-savings contracts under this section in
any given fiscal year even if funds are not made specifically avail-
able for the full costs of cancellation or termination of the contract
if funds are available and sufficient to make payments with respect
to the first fiscal year of the contract and the following conditions
are met regarding the funding of cancellation and termination li-
ability:

(i) The amount of unfunded contingent liability for the con-
tract does not exceed the lesser of—

(1) 25 percent of the estimated costs of a cancellation or
termination; or
(ID) $5,000,000.

(i) Unfunded contingent liability in excess of $1,000,000 has
been approved by the Director of the Office of Management and
Budget or the Director’s designee.

(B) The aggregate number of share-in-savings contracts that may
be entered into under subparagraph (A) by all executive agencies to
which this chapter applies in a fiscal year—

(i) may not exceed 5, in each of fiscal years 2003, 2004, and
2005; and

(ii) may not exceed 10, in each of fiscal years 2006, 2007,
2008, and 2009.

(¢) DEFINITIONS.—In this section:

(1) The term “contractor” means a private entity that enters
into a contract with an agency.

(2) The term “savings” means—

(A) monetary savings to an agency, or
(B) savings in time or other benefits realized by the agen-
¢y, including enhanced revenues.

(3) The term “share-in-savings contract” means a contract
under which—

(A) a contractor provides solutions for—
(i) improving the agency’s mission-related or admin-
istrative processes; or
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(ii) accelerating the achievement of agency missions;
and
(B) the head of the agency pays the contractor an amount
equal to a portion of the savings derived by the agency
from—

(i) any improvements in mission-related or adminis-
trative processes that result from implementation of the
solution; or

(it) acceleration of achievement of agency missions.

(d) TERMINATION.—No share-in-savings contracts may be entered
into under this section after September 30, 2009.

* * * * * * &

NATIONAL INSTITUTE OF STANDARDS AND
TECHNOLOGY ACT

* * k & * * *k

SEC. 20. [(a) The Institute shall—

(1) have the mission of developing standards, guidelines, and
associated methods and techniques for computer systems;

[(2) except as described in paragraph (3) of this subsection
(relating to security standards), develop uniform standards and
guidelines for Federal computer systems, except those systems
excluded by section 2315 of title 10, United States Code, or sec-
tion 3502(9) of title 44, United States Code;

[(3) have responsibility within the Federal Government for
developing technical, management, physical, and administra-
tive standards and guidelines for the cost-effective security and
privacy of sensitive information in Federal computer systems
except—

[(A) those systems excluded by section 2315 of title 10,
United States Code, or section 3502(9) of title 44, United
States Code; and

[(B) those systems which are protected at all times by
procedures established for information which has been spe-
cifically authorized under criteria established by an Execu-
tive order or an Act of Congress to be kept secret in the
interest of national defense or foreign policy,

the primary purpose of which standards and guidelines shall
be to control loss and unauthorized modification or disclosure
of sensitive information in such systems and to prevent com-
puter-related fraud and misuse;

[(4) submit standards and guidelines developed pursuant to
paragraphs (2) and (3) of this subsection, along with rec-
ommendations as to the extent to which these should be made
compulsory and binding, to the Secretary of Commerce for pro-
mulgation under section 5131 of the Clinger-Cohen Act of 1996
(40 U.S.C. 1441);

[(5) develop guidelines for use by operators of Federal com-
puter systems that contain sensitive information in training
their employees in security awareness and accepted security
practice, as required by section 5 of the Computer Security Act
of 1987; and
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[(6) develop validation procedures for, and evaluate the ef-
fectiveness of, standards and guidelines developed pursuant to
paragraphs (1), (2), and (3) of this subsection through research
and liaison with other government and private agencies.

[(b) In fulfilling subsection (a) of this section, the Institute is au-
thorized—

[(1) to assist the private sector, upon request, in using and
applying the results of the programs and activities under this
section;

[(2) as requested, to provide to operators of Federal com-
puter systems technical assistance in implementing the stand-
ards and guidelines promulgated pursuant to section 5131 of
the Clinger-Cohen Act of 1996 (40 U.S.C. 1441);

[(3) to assist, as appropriate, the Office of Personnel Man-
agement in developing regulations pertaining to training, as
required by section 5 of the Computer Security Act of 1987;

[(4) to perform research and to conduct studies, as needed,
to determine the nature and extent of the vulnerabilities of,
and to devise techniques for the cost-effective security and pri-
vacy of sensitive information in Federal computer systems; and

[(5) to coordinate closely with other agencies and offices
(including, but not limited to, the Departments of Defense and
Energy, the National Security Agency, the General Accounting
Office, the Office of Technology Assessment, and the Office of
Management and Budget)—

[(A) to assure maximum use of all existing and planned
programs, materials, studies, and reports relating to com-
puter systems security and privacy, in order to avoid un-
necessary and costly duplication of effort; and

[(B) to assure, to the maximum extent feasible, that
standards developed pursuant to subsection (a) (3) and (5)
are consistent and compatible with standards and proce-
dures developed for the protection of information in Fed-
eral computer systems which is authorized under criteria
established by Executive order or an Act of Congress to be
kept secret in the interest of national defense or foreign
policy.

[(c) For the purposes of—

[(1) developing standards and guidelines for the protection of
sensitive information in Federal computer systems under sub-
sections (a)(1) and (a)(3), and

[(2) performing research and conducting studies under sub-
section (b)(5),

the Institute shall draw upon computer system technical security
guidelines developed by the National Security Agency to the extent
that the Institute determines that such guidelines are consistent
with the requirements for protecting sensitive information in Fed-
eral computer systems.

[(d) As used in this section—

[(1) the term “computer system”—

[(A) means any equipment or interconnected system or
subsystems of equipment that is used in the automatic ac-
quisition, storage, manipulation, management, movement,
control, display, switching, interchange, transmission, or
reception, of data or information; and
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[(B) includes—
[(i) computers;
[(i1) ancillary equipment,;
[(iii) software, firmware, and similar procedures;
[(iv) services, including support services; and
[(v) related resources;

[(2) the term “Federal computer system” means a computer
system operated by a Federal agency or by a contractor of a
Federal agency or other organization that processes informa-
tion (using a computer system) on behalf of the Federal Gov-
ernment to accomplish a Federal function;

[(3) the term “operator of a Federal computer system” means
a Federal agency, contractor of a Federal agency, or other orga-
nization that processes information using a computer system
on behalf of the Federal Government to accomplish a Federal
function;

[(4) the term “sensitive information” means any information,
the loss, misuse, or unauthorized access to or modification of
which could adversely affect the national interest or the con-
duct of Federal programs, or the privacy to which individuals
are entitled under section 552a of title 5, United States Code
(the Privacy Act), but which has not been specifically author-
ized under criteria established by an Executive order or an Act
of Congress to be kept secret in the interest of national defense
or foreign policy; and

[(5) the term “Federal agency” has the meaning given such
term by section 3(b) of the Federal Property and Administra-
tive Services Act of 1949.]

(a) The Institute shall—

(1) have the mission of developing standards, guidelines, and
associated methods and techniques for information systems;

(2) develop standards and guidelines, including minimum re-
quirements, for information systems used or operated by an
agency or by a contractor of an agency or other organization on
behalf of an agency, other than national security systems (as de-
fined in section 3532(b)(2) of title 44, United States Code); and

(3) develop standards and guidelines, including minimum re-
quirements, for providing adequate information security for all
agency operations and assets, but such standards and guide-
lines shall not apply to national security systems.

(b) The standards and guidelines required by subsection (a) shall
include, at a minimum—

(1)(A) standards to be used by all agencies to categorize all
information and information systems collected or maintained
by or on behalf of each agency based on the objectives of pro-
viding appropriate levels of information security according to a
range of risk levels;

(B) guidelines recommending the types of information and in-
formation systems to be included in each such category; and

(C) minimum information security requirements for informa-
tion and information systems in each such category;

(2) a definition of and guidelines concerning detection and
handling of information security incidents; and

(3) guidelines developed in coordination with the National
Security Agency for identifying an information system as a na-



143

tional security system consistent with applicable requirements
for national security systems, issued in accordance with law
and as directed by the President.

(¢) In developing standards and guidelines required by sub-
sections (a) and (b), the Institute shall—

(1) consult with other agencies and offices and the private
sector (including the Director of the Office of Management and
Budget, the Departments of Defense and Energy, the National
Security Agency, the General Accounting Office, and the Sec-
retary of Homeland Security) to assure—

(A) use of appropriate information security policies, pro-
cedures, and techniques, in order to improve information
security and avoid unnecessary and costly duplication of ef-
fort; and

(B) that such standards and guidelines are complemen-
tary with standards and guidelines employed for the pro-
tection of national security systems and information con-
tained in such systems;

(2) provide the public with an opportunity to comment on pro-
posed standards and guidelines;

(3) submit to the Director of the Office of Management and
Budget for promulgation under section 11331 of title 40, United
States Code—

(A) standards, as required under subsection (b)(1)(A), no
later than 12 months after the date of the enactment of this
section; and

(B) minimum information security requirements for each
category, as required under subsection (b)(1)(C), no later
than 36 months after the date of the enactment of this sec-
tion;

(4) issue guidelines as required under subsection (b)(1)(B), no
later than 18 months after the date of the enactment of this sec-
tion;

(5) ensure that such standards and guidelines do not specify
the use or procurement of certain products, including any spe-
cific hardware or software;

(6) ensure that such standards and guidelines provide for suf-
ficient flexibility to permit alternative solutions to provide
equivalent levels of protection for identified information security
risks; and

(7) use flexible, performance-based standards and guidelines
that, to the greatest extent possible, permit the use of off-the-
shelf commercially developed information security products.

(d)(1) There is established in the Institute an Office for Informa-
tion Security Programs.

(2) The Office for Information Security Programs shall be headed
by a Director, who shall be a senior executive and shall be com-
pensated at a level in the Senior Executive Service under section
5382 of title 5, United States Code, as determined by the Secretary
of Commerce.

(3) The Director of the Institute shall delegate to the Director of
the Office of Information Security Programs the authority to admin-
ister all functions under this section, except that any such delega-
tion shall not relieve the Director of the Institute of responsibility for
the administration of such functions. The Director of the Office of
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Information Security Programs shall serve as principal adviser to
the Director of the Institute on all functions under this section.
(e) The Institute shall—

(1) submit standards developed pursuant to subsection (a),
along with recommendations as to the extent to which these
should be made compulsory and binding, to the Director of the
Office of Management and Budget for promulgation under sec-
tion 11331 of title 40, United States Code;

(2) provide assistance to agencies regarding—

(A) compliance with the standards and guidelines devel-
oped under subsection (a);

(B) detecting and handling information security inci-
dents; and

(C) information security policies, procedures, and prac-
tices;

(3) conduct research, as needed, to determine the nature and
extent of information security vulnerabilities and techniques for
providing cost-effective information security;

(4) develop and periodically revise performance indicators
and measures for agency information security policies and prac-
tices;

(5) evaluate private sector information security policies and
practices and commercially available information technologies
to assess potential application by agencies to strengthen infor-
mation security;

(6) evaluate security policies and practices developed for na-
tional security systems to assess potential application by agen-
cies to strengthen information security;

(7) periodically assess the effectiveness of standards and
guidelines developed under this section and undertake revisions
as appropriate;

(8) solicit and consider the recommendations of the Informa-
tion Security and Privacy Advisory Board, established by sec-
tion 21, regarding standards and guidelines developed under
subsection (a) and submit such recommendations to the Director
of the Office of Management and Budget with such standards
submitted to the Director; and

(9) prepare an annual public report on activities undertaken
in the previous year, and planned for the coming year, to carry
out responsibilities under this section.

() As used in this section—

(1) the term “agency” has the same meaning as provided in
section 3502(1) of title 44, United States Code;

(2) the term “information security” has the same meaning as
provided in section 3532(b)(1) of such title;

(3) the term “information system” has the same meaning as
provided in section 3502(8) of such title;

(4) the term “information technology” has the same meaning
as provided in section 11101 of title 40, United States Code;
and

(5) the term “national security system” has the same meaning
as provided in section 3532(b)(2) of title 44, United States Code.

(g) There are authorized to be appropriated to the Secretary of
Commerce $20,000,000 for each of fiscal years 2003, 2004, 2005,
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2006, and 2007 to enable the National Institute of Standards and
Technology to carry out the provisions of this section.

SEC. 21. (a) There is hereby established a [Computer System Se-
curity and Privacy Advisory Board]l Information Security and Pri-
vacy Advisory Board within the Department of Commerce. The Sec-
retary of Commerce shall appoint the chairman of the Board. The
Board shall be composed of twelve additional members appointed
by the Secretary of Commerce as follows:

(1) four members from outside the Federal Government who
are eminent in the [computer or telecommunications]
information technology industry, at least one of whom is rep-
resentative of small or medium sized companies in such indus-
tries;

(2) four members from outside the Federal Government who
are eminent in the fields of [computer or telecommunications
technologyl information technology, or related disciplines, but
who are not employed by or representative of a producer of
[computer or telecommunications equipment]l information
technology; and

(3) four members from the Federal Government who have
[Lcomputer systems] information system management experi-
ence, including experience in [computer systems securityl
information security and privacy, at least one of whom shall be
from the National Security Agency.

(b) The duties of the Board shall be—

(1) to identify emerging managerial, technical, administra-
tive, and physical safeguard issues relative to [computer sys-
tems securityl information security and privacy;

[(2) to advise the Institute and the Secretary of Commerce
on security and privacy issues pertaining to Federal computer
systems; and]

(2) to advise the Institute and the Director of the Office of
Management and Budget on information security and privacy
issues pertaining to Federal Government information systems,
including through review of proposed standards and guidelines
developed under section 20; and

(3) to report annually its findings to the Secretary of Com-
merce, the Director of the Office of Management and Budget,
the Director of the National Security Agency, and the appro-
priate committees of the Congress.

* * * * * * *

(f) The Board shall hold meetings at such locations and at such
time and place as determined by a majority of the Board.

[(H)] (g) To provide the staff services necessary to assist the
Board in carrying out its functions, the Board may utilize per-
sonnel from the Institute or any other agency of the Federal Gov-
ernment with the consent of the head of the agency.

[(g) As used in this section, the terms “computer system” and
“Federal computer system” have the meanings given in section
20(d) of this Act.]

(h) As used in this section, the terms “information system” and
“information technology” have the meanings given in section 20.

* * *k & * * *k
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SECTION 1062 OF THE FLOYD D. SPENCE NATIONAL
DEFENSE AUTHORIZATION ACT FOR FISCAL YEAR 2001

[SEC. 1062. RESPONSIBILITIES OF CERTAIN AGENCIES.

[(a) DEPARTMENT OF COMMERCE.—Notwithstanding section 20 of
the National Institute of Standards and Technology Act (15 U.S.C.
278g-3) and except as provided under subsection (b), the Secretary
of Commerce, through the National Institute of Standards and
Technology and with technical assistance from the National Secu-
rity Agency, as required or when requested, shall—

[(1) develop, issue, review, and update standards and guid-
ance for the security of Federal information systems, including
development of methods and techniques for security systems
and validation programs;

[(2) develop, issue, review, and update guidelines for train-
ing in computer security awareness and accepted computer se-
curity practices, with assistance from the Office of Personnel
Management;

[(3) provide agencies with guidance for security planning to
assist in the development of applications and system security
plans for such agencies;

[(4) provide guidance and assistance to agencies concerning
cost-effective controls when interconnecting with other sys-
tems; and

[(5) evaluate information technologies to assess security
vulnerabilities and alert Federal agencies of such
vulnerabilities as soon as those vulnerabilities are known.

[(b) DEPARTMENT OF DEFENSE AND THE INTELLIGENCE COMMU-
NITY.—

[(1) IN GENERAL.—Notwithstanding any other provision of
thils subtitle (including any amendment made by this sub-
title)—

[(A) the Secretary of Defense, the Director of Central In-
telligence, and another agency head as designated by the
President, shall, consistent with their respective authori-
ties—

[(i) develop and issue information security policies,
standards, and guidelines for systems described under
subparagraphs (A) and (B) of section 3532(b)(2) of title
44, United States Code (as added by section 1061 of
this Act), that provide more stringent protection, to
the maximum extent practicable, than the policies,
principles, standards, and guidelines required under
section 3533 of such title (as added by such section
1061); and

[(ii) ensure the implementation of the information
security policies, principles, standards, and guidelines
described under clause (i); and

[(B) the Secretary of Defense shall, consistent with his
authority—

[(i) develop and issue information security policies,
standards, and guidelines for systems described under
subparagraph (C) of section 3532(b)(2) of title 44,
United States Code (as added by section 1061 of this
Act), that are operated by the Department of Defense,
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a contractor of the Department of Defense, or another
entity on behalf of the Department of Defense that
provide more stringent protection, to the maximum ex-
tent practicable, than the policies, principles, stand-
ards, and guidelines required under section 3533 of
such title (as added by such section 1061); and

[(ii) ensure the implementation of the information
security policies, principles, standards, and guidelines
described under clause (i).

[(2) MEASURES ADDRESSED.—The policies, principles, stand-
ards, and guidelines developed by the Secretary of Defense and
the Director of Central Intelligence under paragraph (1) shall
address the full range of information assurance measures
needed to protect and defend Federal information and informa-
tion systems by ensuring their integrity, confidentiality, au-
thenticity, availability, and nonrepudiation.

[(c) DEPARTMENT OF JUSTICE.—The Attorney General shall re-
view and update guidance to agencies on—

[(1) legal remedies regarding security incidents and ways to
report to and work with law enforcement agencies concerning
such incidents; and

[(2) lawful uses of security techniques and technologies.

[(d) GENERAL SERVICES ADMINISTRATION.—The Administrator of
General Services shall—

[(1) review and update General Services Administration
guidance to agencies on addressing security considerations
when acquiring information technology; and

[(2) assist agencies in—

[(A) fulfilling agency responsibilities under section
3534(b)(2)(F) of title 44, United States Code (as added by
section 1061 of this Act); and

[(B) the acquisition of cost-effective security products,
services, and incident response capabilities.

[(e) OFFICE OF PERSONNEL MANAGEMENT.—The Director of the
Office of Personnel Management shall—

[(1) review and update Office of Personnel Management reg-
ulations concerning computer security training for Federal ci-
vilian employees;

[(2) assist the Department of Commerce in updating and
maintaining guidelines for training in computer security
awareness and computer security best practices; and

[(3) work with the National Science Foundation and other
agencies on personnel and training initiatives (including schol-
arships and fellowships, as authorized by law) as necessary to
ensure that the Federal Government—

[(A) has adequate sources of continuing information se-
curity education and training available for employees; and

[(B) has an adequate supply of qualified information se-
curity professionals to meet agency needs.

[(f) INFORMATION SECURITY POLICIES, PRINCIPLES, STANDARDS,
AND GUIDELINES.—

[(1) ADOPTION OF POLICIES, PRINCIPLES, STANDARDS, AND
GUIDELINES OF OTHER AGENCIES.—The policies, principles,
standards, and guidelines developed under subsection (b) by
the Secretary of Defense, the Director of Central Intelligence,
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and another agency head as designated by the President may
be adopted, to the extent that such policies are consistent with
policies and guidance developed by the Director of the Office of
Management and Budget and the Secretary of Commerce—
[(A) by the Director of the Office of Management and
Budget, as appropriate, for application to the mission crit-
ical systems of all agencies; or
[(B) by an agency head, as appropriate, for application
to the mission critical systems of that agency.

[(2) DEVELOPMENT OF MORE STRINGENT POLICIES, PRIN-
CIPLES, STANDARDS, AND GUIDELINES.—To the extent that such
policies are consistent with policies and guidance developed by
the Director of the Office of Management and Budget and the
Secretary of Commerce, an agency may develop and implement
information security policies, principles, standards, and guide-
lines that provide more stringent protection than those re-
quired under section 3533 of title 44, United States Code (as
added by section 1061 of this Act), or subsection (a) of this sec-
tion.

[(g) AToMic ENERGY AcT OF 1954.—Nothing in this subtitle
(including any amendment made by this subtitle) shall supersede
any requirement made by, or under, the Atomic Energy Act of 1954
(42 U.S.C. 2011 et seq.). Restricted Data or Formerly Restricted
Data shall be handled, protected, classified, downgraded, and de-
classified in conformity with the Atomic Energy Act of 1954 (42
U.S.C. 2011 et seq.).1

ACT OF JANUARY 27, 1938

AN ACT to make confidential certain information furnished to the Bureau of
Foreign and Domestic Commerce, and for other purposes.

Be it enacted by the Senate and House of Representatives of the
United States of America in Congress assembled, That any statis-
tical information furnished in confidence to the Bureau of Foreign
and Domestic Commerce by individuals, corporations, and firms
shall be held to be confidential, and shall be used only for the sta-
tistical purposes for which it is supplied. [Thel Except as provided
in the Confidential Information Protection and Statistical Efficiency
Act of 2002, the Director of the Bureau of Foreign and Domestic
Commerce shall not permit anyone other than the sworn employees
of the Bureau to examine such individual reports, nor shall he per-
mit any statistics of domestic commerce to be published in such
manner as to reveal the identity of the individual, corporation, or
firm furnishing such data.

* * *k & * * *k



149
CHAPTER 10 OF TITLE 13, UNITED STATES CODE

CHAPTER 10—EXCHANGE OF CENSUS INFORMATION

Sec.
401. Exchange of census information with Bureau of Economic Analysis.
402. Providing business data to Designated Statistical Agencies.

* * * * * * *

§402. Providing business data to Designated Statistical
Agencies

The Bureau of the Census may provide business data to the Bu-
reau of Economic Analysis and the Bureau of Labor Statistics
(“Designated Statistical Agencies”) if such information is required
for an authorized statistical purpose and the provision is the subject
of a written agreement with that Designated Statistical Agency, or
their successors, as defined in the Confidential Information Protec-
tion and Statistical Efficiency Act of 2002.

O



